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Objectives of this Presentation
ITS Service Management Design Using WAVE Standards

-- ITS Models (ETSI, DOT VIl/Intellidrive Use Cases, IEEE WAVE)
-- WAVE Standards — Architecture (1609.0) Security (1609.2), Networking (1609.3)

-- A Closer Look at the WAVE Approach — 2011 Modifications, WAVE nomenclature

Show real-world examples

SAE 2757 DSRC Messaging

VIl/IntelliDrive Proof of Concept

Vehicle Public Key Infrastructure (V-PKI)

|dentity Management Models for Service Management

Organizing Framework for Security Architecture
-- How to reduce Complexity for ITS Service Management Design

-- How to Provide Repeatable Processes using the WAVE Approach



ETSIITS Automotive Networking Model —

http://www.etsi.orqg/WebSite/document/Technoloqies/ETSI-ITS.j
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DSRC frequency band specifications in Europe, North America and Japan
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S. Oyama, "Activities on ITS Radio communications Standards in ITU-R and in Japan", slides presented
during the 1st ETSI TC-ITS Workshop in Sophia Antipolis, France

5



5.9 GHz DSRC Band Plan
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Introduction - ITS Use Cases Services and Applications

» Traveler Information » Weather Information

— Travel Times, Incident Alerts, — Traveler Notification (Icy Bridge

— Road Closures, Work Zones Warning)

— Improved Weather Observing

» In Vehicle Signhage — Winter Maintenance

» Safety
— Emergency Electronic Brake Light

— Highway Next Exit Services

» Navigation — Traffic Signal Violation Warning

— Off Board Navigation — Stop Sign Violation Warning

— Reroute Information

— Curve Speed Warning

» Traffic Management » Electronic Payment

— Ramp Metering

— Parking
— Signal Timing Optimization — Toll Roads
— Corridor Management Planning Assistanc — Gasoline

— Corridor Management Load Balancing
— Pothole Maintenance



IEEE Standards Association Publications (WAVE) —

http://www.standards.its.dot.gov/fact sheet.asp?f=80

IEEE P802.11p, Amendment to STANDARD FOR Information technology—Telecommunications and
information exchange between systems—LAN/MAN Specific Requirements—Part 11: Wireless LAN Medium
,(Access)ControI (MAC) and Physical Layer (PHY) specifications: Wireless Access in Vehicular Environments
WAVE).

I[EEE Std 1609.0-2006 ™ IEEE Trial-Use Standard for Wireless Access in Vehicular Environments
(WAVE)—Architecture.

IEEE Std 1609.1-2006 ™, IEEE Trial-Use Standard for Wireless Access in Vehicular Environments
(WAVE)—Resource Manager.

IEEE Std 1609.2-2006™, IEEE Trial-Use Standard for Wireless Access in Vehicular Environments
(WAVE)—Security Services for Applications and Management Messages. -

IEEE Std 1609.3-2010™, IEEE Trial-Use Standard for Wireless Access in Vehicular Environments

(WAVE)—Networking Services. -

IEEE Std 1609.4-2011™,, IEEE Trial-Use Standard for Wireless Access in Vehicular Environments
(WAVE)—Multi-Channel Operation.

IEEE Std 1609.11-2011™ IEEE Draft Standard for Wireless Access in Vehicular Environments (WAVE)—
gver_-the-Air Data Exchange Protocol for Intelligent Transportation Systems (ITS) - Electronic Payment
ervice




ITS Standards Forum (DSRC Working Group) — http://serv4.itsware.net/bb/index.php
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Prototype of DSRC Architecture and Components (OmniAir Consortium)
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RSU and OBU Protocol Stacks (1609.3 Model)

Applications Applications
A b A
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WSMP(WAVE Short Message Protocol - A protocol for rapid, reliable exchange of messages in a
rapidly-varying RF environment where low-latency is also an important objective.
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ITS Service Management Model (IntelliDrive Example)

Networked Car
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ITS Architecture using WAVE (1609.0) Architecture —
Example of an operational system implemented using WAVE devices
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Intellidrive/VII ITS Architecture using WAVE Architecture —
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Evolution of the IEEE 1609 Standards (2011) —

» IntelliDrive Reports on Vehicle Infrastructure Integration (VIl) Proof of Concept tests
— VII POC Technical Description Vehicle Report (DSRC Communications, OBE Software
Services, Network Services Enabler Subsystem), Application Manager
— VII POC Technical Description Infrastructure Report (DSRC Communications, Radio
Handler, 1609.2 Security Libraries)

» WAVE Protocol Enhancements
— 1609.0 WAVE Architecture, 1609.11 Electronic Payments, 802.11p amendments
— Vendor Specific Action Frame (802.11p) - OID and Content Description Enhancements
— 802.11p Sponsor Ballots (10/2009-6/2010)
— WAVE Sponsor Ballots (3/2010-10/2010)

» 1609.3 Modifications (impact on Service Management)
— Service Management Model moved to 1609.0
— Sending and Receiving unsigned WSAs (allow use of timing without signature verification)
— Defined Security SAP to WME

» 1609.2 Modifications
— Alignment with changes in WAVE Networking Standard (1609.3)
— Scope/Purpose Restatement
— SAPS for sending and receiving secured messages and WSAs
— Application Security Profiles (how applications call the MIB)
— Anonymity and Privacy Guidelines

16



IntelliDrive/VIl Final Reports — DSRC and Proof of Concept Tests

http://www.its.dot.gov/research documents.htm

» Final Report: Vehicle Infrastructure Integration Proof of Concept Executive Summary — Vehicle - VIl Consortium. May
20009.

FHWA-JPO-09-003. The executive summary is intended for executives and managers of organizations interested in the
deployment of IntelliDriveSM. This report summarizes a program of work resulting from a Cooperative Agreement between
USDOT and the VII Consortium to develop and test a Proof of Concept VII system based on DSRC wireless communication
between an infrastructure and mobile terminals. It supports applications for improvement in safety and mobility and enables
other commercial applications. Key findings and recommendations for further work are presented.

» Final Report: Proof of Concept Results of Findings Summary—Vehicle - VII Consortium. May 2009. FHWA-JPO-09-043.

This final report describes the objectives and the approach to the testing of the VIl Proof of Concept system. Summaries of the
vehicle-related test results and findings for both the major system functions and the applications designed for the system.

» Final Report: Proof of Concept Technical Description—Vehicle® - VII Consortium. May 2009. FHWA-JPO-09-017.

» This report provides the technical description of the VII system developed for the Cooperative Agreement VII Program between
the USDOT and the VII Consortium. The basic architectural elements are summarized, and detailed descriptions of the
hardware and software systems are provided, along with the descriptions of the applications used to assess the system
performance and operation.

» Final Report: Proof of Concept Executive Summary—Infrastructure - Booz Allen Hamilton. Feb. 2009.

This document provides an overview of the key infrastructure-related findings and recommendations from the POC testing.
This volume is intended for executives and managers of organizations interested in the deployment of IntelliDriveSM.

» Final Report: Proof-of-Concept Technical Description—Infrastructure - Booz Allen Hamilton. Feb. 2009.

This report describes the overall approach undertaken to prove the infrastructure-related VIl concepts through a structured
testing program. It describes the overall experimental design used in proving the VIl concept by providing an overview of the
system architecture and design of systems, subsystems, and components, as well as the public sector applications developed
to prove some of the system concepts. This volume is intended for engineering managers and practicing engineers interested
in the design and development of IntelliDriveSM systems and applications

17



IEEE 1609 Standards Working Group

(http://ivii.path.berkeley.edu/1609_ wave)

IEEE 1500 (WAVE] Working Sroup Pagetaf2
Weleome to the IEEE 1609 Working Group Public Site

The IEEE 1609 Family of Standards for Wireless Access in
Yehicular Environments (WAVE) define an architectore and a
complementary, standardized sct of serviees and interfaces Had
collectively enable secure vehicle-to-vehicle (V2V) and vehicle-to-
infrastructure (Y21} wireless communications, Together these
standards are designed to provide the foundation for a broad
range of applications in the transportation environment, including
vehicle safety, automated tolling, enbanced navigation, traffic
maragement and many others. This web site is |]I'II'I'I"III|'|| for the
convenience of the members of the IEEE 1609 Wor king Group
who are developing and maintaining these standards, and includes
open minutes and public presentations from their meetings,
References to the presentations are given in the mimntes, Materials
are currently available from the following meetings:

« April 2%-May 1, 2008, Los Angeles, California
o Presentations
o Minutes
e Ao
« Awgust 26-27, HHE, Richmond, California
o Presentalions
o Mliptes
o g IF
« October 14-15, 2008, Albany, New York
= Presenta tions
o Mlimutes

o Azenida

For more information about these standards and how they may he
purchased, see the following reference:

hitpaee |l paih.berkedey . edur 1 608 _waw e’ AR D]

IEEE 1809 (WAVE) Wiorking Group Page 2ol 2

: I.u_l Sheet ahuul ilne II‘I I‘ Iﬁll}‘:il' |1"II'III|T|- of Standards For
s I)epmlmenl af ' I‘mnspu:rrhlmn, Rezearch and Innovative
Technelogy A dministration, Intefligent Transportation
Systems 1| I's) Standards Program

Other information of interest fo those participating in IEEE 1609
development includes:

L] q
Chicagoe, USA, Seplemhm 2HIR

« CALM weh site
includes minutes from the ¥5 Workshop posted in the
publicly available area " Chieago Workshop along with sl
the presentations,

« Panel presentations on the commereialization of
DSRC/WAYVE
WiVee, Calzary, Alberta, Canada, September 208

"ME" Worksho

Draft revisions and other materials for members only can be
fonnd at the password protected "members only'" site:

IEEE ‘Irehlculm Technology Society (Y TS), Intellizent
Transportation Systems

Site hrosted by Califorsia PATH UC Berkeley

Megricined by Susan [¥cley
Loast modified: Augusté 31, 2008

hitpidewilpalh. berkel ey edur 1 608 _wa e/ 114372003
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1609.0 Purpose and Scope

» WAVE Objectives (System Components and Connectivity, Protocol Architecture, Interfaces,
Channel Types, Communication Services, Device Roles, Priorities, Channel Coordination)

» Relevant Standards (National ITS Architecture, ASTM and FCC, IEEE WAVE Standards, IETF )
» WAVE Systems Operation (Communications Without a Service, Communications With a
Service*, Time Synchronization and Channel Coordination, Addresses and Identifiers in WAVE**,

Distribution System (DS) Portal at Roadside Unit, IPv6 Neighbor Cache)

» Security Considerations - TBD (Certificate Management, Encryption of User Traffic, Signature
and Validation of User Management Traffic, Anonymity)

» Annex — Example System Configuration (WAVE Architecture)

* Addresses and Identifiers — (MAC Address, IPv6 Address, Protocols and Ports, Application
Identification Using PSID and PSC)

** Communications With a Service — (WAVE Service Advertisement, Service Initiation, Service
Channel Communications, Service Termination, Adding and Subtracting Applications from an
Advertisement

19



1609.3 Purpose and Scope
» Data Plane Services (LLC, IPv6, UDP, Other IP Protocols, WAVE Short Messages - WSMP)

» Management Plane Services (Service Requests and Channel Usage Assignment, Automatic
Message Generation, Management Data Delivery on Receipt, WSA Monitoring, IPv6
Configuration)

» Service Primitives (WAVE Short Message Protocol SAP, WAVE Management Entity SAP,
WAVE LSAP, MLME and MLMEX DAP, Security SAP)

» Over the Air Formats (WAVE Service Advertisement, WAVE Short Message, WSM
Encoding)

» Annexes — WME MIB Table, ASN.1 Encoding of the WME MIB, Bibliography and Definitions,
Protocol Implementation Conformance (PICS) proforma, Service Usage Examples)

» Service Usage Examples (Annex E) — (Provider Service Request, User Service Request with

Automatic Channel Assignment, User Service Request with Notification, MIB Monitoring of
User Service Request, Multi-Channel Operation)

20



1609.0 Protocol Model, Updated, with Standards and Access Points

The air interface allows WAVE devices to communicate with each other over the wireless medium. Interfaces between protocol
components are accomplished via services access points (SAPs). SAPs are specified in the appropriate standard and are illustrated
below. SAPs describe information exchanged, but do not specify the interface implementation. SAPs are comprised of “primitives,”
each of which is a logical message structure, generally containing a set of data elements for accomplishing a particular function.

1609.3
WAVE Networkin
Management Plane Data Plane Seritaee g
A A
S W wemem  mmEm
' UDP/TCP
WAVE Security Management IPv6 WAVE Multi-
3 Entity ;
Services | i (WME) — I3 | LSAP | channel operation
| WAVE - LLC
| .
:gz?\tjigteys;_lllllllllllllllllllIIIIIIIIIII:
| MLME WAVE MAC with channel coordination 2
: 3 -
|
: % PLME WAVE PHY
|
——————— e
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Networking and Service Managements Features addressed in the IEEE Standards (1609.0/.3)

Features of 1609.0 and 1609.3

WAVE Services (1609.0)

WAVE Management Entity (WME)

WAVE Service Advertisement (WSA)

WAVE Short Message Protocl (WSMP)

ProviderServicelnfo (MIB Entry)

Provider Service ID (PSID)

Provider Service Context (PSC)

Control Channel (CCH/)

Service Channel (SCH)

Purpose

A capability, provided by an application, that makes use of WAVE
communication facilities. Services are classified as Persistent or Non-Persistent

A set of management functions required to provide WAVE Networking Services.

A data structure containing information that announces the availability of a
service. AVSA is composed of such structures

A protocol for rapid, reliable exchange of messages in a rapidly-varying RF
environment where low-latency is also an important objective.

+ WSA-Type ProviderServiceldentifier ~ Service Priority

» ProviderServiceContext Regulatory Class ChannelSelection

* Repeat Rate IP Service IPv6 Address

+ ServicePort Provider MAC AddressServiceStatus

An octet string that identifies a service provided by a higher layer entity

A field associated with a PSID containing supplementary information related to
the service. The format of the PSC is PSID dependent.

CCH - A single radio channel, not a service channel, intended for exchange of
management frames, including WAVE Service Advertisements, and WAVE Short
Messages..

SCH -Any channel that is not the control channel, intended for management
frames and higher layer information exchanges WAVE Short Message [WSMs]
and Internet Protocol version 6 [IPv6] packets).

22




In-Vehicle Signage DSRC Setup — SAE J2757 POC Message Set
WSM’s broadcast from RSE to OBE’s

UNSIGNED PSID’s

» 0x02100001
» 0x02110001
» 0x02120001
» 0x02130001
» 0x02140001
» 0x02150001
SIGNED PSID’s

» 0x02020001
» 0x02030001
» 0x02040001
» 0x02010001

Conditions Advisories: Traffic Delays & Status
Conditions Advisories: Weather Conditions
Convenience Advisories: Roadside Services
Convenience Advisories: Food Services
Convenience Advisories: Vehicle Services

Convenience Advisories: Lodging Services

Safety Advisories: Roadway Condition
Safety Advisories: Civil Emergency
Safety Advisories: Cautions

Safety Advisories: Road Incident

23



Message Priorities (SAE DSRC Message Framework Subcommittee DRAFT October 2008)

1 = Safety of Life Applies to those
Messages and Message Sets
associated with societal and/or safety
impact related to human life.

Description (When to apply a specific
urgency level)

Emergency Impact mitigation and injury
avoidance/mitigation

Description (When to apply a specific urgency
level)

Urgent warning of impending local situation

Emergency Potential-event impact and/or injury
mitigation and avoidance

Situation-based status information of uninvolved local
interest

Urgent Warning Events (Event Flags)

Intersection and vehicle safety status information

2 = Public Safety (Safety not in 1)
Applies to Road Side Units (RSU) and
On-Board Units (OBUs) operated by
state or local governmental entities
presumptively engaged in public safety
priority communications. (Includes
Mobility and Traffic Management
Features)

Urgent public safety downloads (Intersection
Information)

Semi-urgent public safety link establishment

Urgent public safety downloads (Intersection
Information)

Semi-urgent public safety data and application enabler

Urgent public safety downloads (Intersection
Information)

Semi-urgent public safety data and application enabler

Public safety data transactions, exchanges

Important Traffic Management status information enabler

Public safety geospatial context information

Important Announcement of WAVE Services

Public safety geospatial context information

Non-urgent Traffic Management Foundational Data

Public safety RTCM GPS correction information

3 = Non-Priority Communications (Not in
1 or 2) Applies to Fleet Management,
Traveler Information Services and
Private Systems.

Urgent, private and commercial electronic
transactions

Important, private and commercial electronic transactions

Semi-Urgent, private mobility data and electronic
transactions

Background, private mobility data downloads and upgrades

24




AuthN/AuthZ Features addressed in the IEEE 1609 Standards

Identity Management Features of
1609.2/1609.3

Classes of Digital Certificates

Securing Transactions

Securing Messages Structures

Bootstrapping Trust

Signed Messages

Encrypting Message Structures

Provider Service ID (PSID)
Certificate Requests
Certificate Revocation Lists

Anonymity

Purpose

There are classes of certificates identified by the ‘subject_type’ field which
describes what kind of entity owns the certificate. It is used to determine the scope
of the certificate and the means of identifying the signer

Transactions are exchanges in which multiple messages are sent by one or both
peers. Transactions are initiated when a user receives a Provider Service Table
(PST) as advertised by a WSA

A secure message type is a published 1609.2 data structure with these options -
unsecured message, signed message or signed WSM.

All WAVE equipment are provisioned with a public key that can be used to validate
root certificate updates. OBEs can generate their own key pairs.

ECDSA signed messages provides authentication for WAVE multicast messages.

The EncryptedMessage type is a subtype of the SecuredMessage type. A WAVE
certificate contains one or two keys for either encryption, verification or both
functions.

A signed number that identifies a service provided by an application and announced
in the WAVE Service Announcement (WSA) PSID

Device provisioning with certificates use either ‘push’ or ‘pull’ model. ‘Pull Model’ is
supported with a CSR message type in 1609.2.

1609.2 defines a CRL type. The ‘Security Manager’ annex describes the CRL
functionality on a 1609 device (i.e. OBE)

Broadcast transmissions from a vehicle operated by a private citizen should not leak
information that can be used to identify that vehicle to unauthorized recipients.
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1609.2 Security Subsystem Diagram
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ITS Security and Privacy — Data You Can Trust

Acuralink/Messages:
_ elete Messages =
2 | New Message Notification
3 || Auto Reading E




Security Architecture (EPFL V-PKI — J.Hubaux et. al.)

(s

Services (e.g., toll
payment or
infotainment)

Secure positioning

Secure multihop routing

——— -
///Authenticated
message
\
=~ 100 bytes = 140 bytes
Safety | Cryptographic
message | material
/// IA\ \\
- I\ N
i I AN
| | e ____ 4 ___ AN
| | | {Position, speed, | | {Signer’s digital signature, |
: | | | acceleration, direction, : |  Signer’s public key PK, |
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WAVE Architecture Integration = Component Services (1609.2/1609.3)

Network
Services

ITS Service

‘ Provisioning

WAVE
Service

Protocol

Enhancements

Monitoring
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WAVE Architecture Integration = Component Services (1609.2/1609.3)

» ITS Service Provisioning » Network Services
— Service Creation — |Pv6 Infrastructure (address and
— PSID Registration routes)
— PSID Advertisement / - Flrewall Protection
— PSID Sec_:unty — Ports and Services
— RSE Attributes (MIB) — Virtual Private Network Access
: WAVE
» Identity Me:magemenft Provisioning » Configuration Management
— RSE Naming Convention (WSA) g RSE and OBE SW Version Control
— PSID Format _ /',.I — Software Development Tools
— 1609.2 Credentials — 1609.2 Security Libraries
— Anonymous Certificates
— Directory Services (LDAP) » Protocol Enhancements

’ - Vehicular Datagram Transaction
» Public Key Infrastructure Layer Security (VDTLS)

— 1609.2 Certificate Authority :
— 1609.2 Certificate Manager (RSE) - Ffﬂ,";?'ar RSN HEET et
— 1609.2 Certificate Manager (OBE)

— |dentity Based Encryption (IBE) » WAVE Monitoring

- Logging and Fault Tracking
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WAVE Architecture Integration (Network and Security S
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OBE
DSRC

Radio Stack Security

WAVE Sarvice

Announcements

WSA Signing Ceris
Fetched From SeclLib

PSIDs embedded in WSA
signing carts

WSA PST compared o
WSA Signing Cert PSIDs

NTRU 1609
Security Library
Interface

RSE Certificate Manager Proxy
Interfaces (CA, LDAP, 1600 SacLib)

Felches RSE Attrbutes (LDAF)
{index by RSE wid string)

Builds WSA Signing Cert (CA)
LDAP PSIDs for WSA Signing Cert

Polls Security Library (WSG)
Builds CSR Cert Reguest (CA)
Builds Identity Cert Reguest (CA)

Storas CA Results to 16808 Saclib
WSA, Signing Cert, CSR Cert,

WP
S9CEE sanvce fhannel
Ghgnngl
WME 4P|
Security Manager
Interfaces (RH Reghigr, 1608 SecLib)
Uses PSIDs from RH Config File
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Creates Security Library (W5SC)
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W3C Certs Fetched (by RH Sechdgr)
W5A Certs Fetched by Radio Stack

RSE SW Build for 1609 Certificates
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IdentityCerts

Proxy Manager

ervices)

XML Configuration File
Advertised Services
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AMDS 11122222 Road Condtion
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AMDS TNTITTT Road Sarvice
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CICAS 22254545 Stanc
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POS  444TATATE PD Caliost
FOS 44258538 FD Manage
EFAY  SH500050 Parking
EPAY  S5512312 Toling

TRIP  GEE23423 TripPath

SEC TTTBALM vHIP

MAN  BSA4SE4E NavlP

Missing Services

SESEGTES Parkng Plaza WEMP
EPAY SH558T367 Toling Plara WEKMP
EPAY SS5TEITE MNetwark 1P

SEC 77785336 Cenihcao Manager
SEC 77796337 Ceriifizata Update
SEC  TITS5X38 CRL Updsse

HEART Q000300 Hoartbaat

TRIP  GEG12312 Cen TrpPah

MAY  BEHZIA23 Cort NP

EPAY

Metwork Administration (Firewall, Ports/Services, Routing Tables, VPN)

LDAP IdM
Interface

LDAP IP Addesses (v4, vE)
vikds (LDAP)
2001:1890:110E:ABDD: BO/E4

i r
FSID, Lat'Long, Radiug, Priority

1609
Certificate
Authority

1690.2 CA IP Addresses
(CA)
2001189011 DE:ASB0:93/64
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ITS Service Provisioning — 1 of 2

e m— XML Configuration File
= Root-de susdot, demgov Bl= Lﬁnus_mr.l:sr{'-'.nse.m-i&ouwms.w-mlwm;wwm.dc-uﬁm.dcw Advertised Sarnvicas
or=Orecry Aot = pemargon ‘ AMDS 11111111 Road Incident
su=People = suthServes AMDS 11122222 Rosd Conditon
i o mEpacial L Il POS, AMDS, POS, MEDS AMDS 11133333 Ol El"ﬂ'El'::lHﬂGH'
& “‘fjfﬁfm Tiod AAMDS M 14dded Cacians
1 o=t Hardare Devices = sacordarysDH ARMDS 11155555 TraMe Delays
[— va ; ; AMDS 11166656 Washer
e ot = Em The Identity Repository (LDAP) sl el
Sl - ooy Creates and manages the AMDS 11129538 Food Sarvics
et i s b0 el assignment of RSE attributes for #MDS 1119999 Vohick: Serve
U mass L C50 50, DD 23 =en >. i 3 ARMDE 11121212 Lodging
L ik it et certificates (including PSIDs) AMDS 11132323 Closwres
i i corv ro8 2037 T ‘Lrczasmdocss AMDS 11143434 MapElement
L ms, OS5, 0050 = objectCiass CICAS 22254545 Shahd
T e e Tt CICAS 2036R656 Dynamic
i st 0550034 persan POS  333767TES Peducnng
Lid wiLEG. P41 Farmie REE. 0038 top Fo A44THTETE PO Calksct
S o8 St 08 2 it FDS 44499080 PO Manage
=I5, ML FarmiH, RSE, 0028 = ‘Bsvand
- 8 EPAY  SLSO000] Parking
L] wil IS, M1 FaemiH, RSE, 129 {WM.WMYW-- .
Lid'-t.E.HJ_F:nH.RS‘E.DﬂE = entityType EPAY 65512112 Toling
Ui PG M Farmid RAE, 020 . R TRIF  SES23423 TrigPalh
et T SEC 77734534 VHIP
s, rse, ! MAY  BSH E MavE
i K N Wil = realPaddress
FrE s 65.42.99.174
ﬁﬁﬁﬁﬁﬁg Tl et s HiEﬁiﬂg_ﬁEWiEEE
i =S, MILCENVAEE. 007D =-ud
By Sl i mﬁ&@"ﬂﬁm EPAY S5556756 Parking Plaza VWSMP
T T L azasseese EPAY AG5567867 Toling Flara WSKMMP
o RS L e EPAY S557T85278 Metwork IP
Lid =S, MT.CSNV.RSE. 0073 834345 SEC TTYSS336 Cerificate Mansoer
ﬁﬁgﬂ{gﬁg SEC  TT7EAAT Certificate Upcabe
\MILCSHV.RSE. SEC TTIEH338 CRL Updata
b wlFS T SRRV RSE (05
L =S, M CSNV.RSE. 0042 HEART Q000300 Heartboas
e i TRIP SES12312 Cor TapPah
pnl) e R AN 5823423 Car MewiP

11111111,11122222 11133333, 11144444 11155555,11166666,11177777,11188888,11199999,11121212,11123232,111434
34,22254545,22265656,33376767 444787878 44498989 55509090,55512312 66623423, 77734534,88845645,55556756,555
67867,55578978,77786336,77786337,77766338,00000000,66612312 88623423 < PSID Provisioning String

34



ITS Service Provisioning — 2 of 2

Add ITS Application

Home
Crenerate Certhicate
Revoke Certficate Application Name = [Foad Incident | PRID) : | 33619969

Comment | | i

Iz apphcation cleanup allowed?
Tz thiz an anonymons applcaton? [

Eeset Bekey Counter

Appleaton Cloanup

L Anonymens Certiicate Fool Size: | |
Wiewr WSC Tertahicate Vehicle Fool Sige: | e ]
Feley Threshold: |

| Submit | | Pesst |

Lizt Certificates

e CHL

Delete OBE or BSE
Clertificates




ITS Identity Management (PSID Creation) — 1 of 2
Dhttpedi - View Certificate - WSTR[ |[5]

CertID 10 £ =100, <85, 10, -62, 47 86, =91, 66, 112, 58 )
Eapirect false

Exprration Date: 2008-06-13 01:15:31

Bevoled: false

Certficate Data

Certificate Type RST

Yersion: 1

Expiration Date: 2008-06-13 01:15:31

CRL Senes: 3

Apphcaten PSIDs: 34603005 PSID Definition is WAVE(1609.3)

Applcation and Priorites: Configurable data element
TE Types; mll published in the RSE Identity
Seepe Types nul Certificate

Opagque CApphcaton Data) {75, 107, 110, 115, 65, 99, 110,116 3
Cipaque (Apphcabon Data) Stnng: 1 ens Acnt

Begon Crewlar Begon

Fadms: 50 Latiide: 98 Longitude: 143

Cent[DE: { 10, -52. 47, 86, -91,-66, 112, 58 }

Cert[D10: { =100, -85, 10, -62, 47, 86, -91, 66, 112, 58}
Venficaton Key; { 1, 3,-112, 23, 11, -14, -56, -61, 21, -2%, 103, 9, 28,

93,-12,-13,43,43)

Encryption Key: { 2, 1,0, 2, 96, 5, -86, 127, -123, 59, 121, -25, 48, 40,
110, -75, -85, 127, -120, 11, -75, 94, 17, -€9, 112, 33. 44, 107, -20, -1.
24, 69, -85, 48, -127, 96 )

-4, 101, -55, -36, -64, 7%, <33, 12, 56, -19, 79, -112. 125, 5, -11, 123,

Cerhficate
Id

2999

3000

Certficate
Type
CSR
EET
Ldentifng

|
PSID iDEERSEId&nﬁEer

74802009 !‘ua.micmf.rgﬂ.ﬂﬂﬂfr

|
J4603009 g me cenw rge 0005

5

CSR

83886337 . canwrse 0003

it}

Service
1D Series | Service Category POC Applications
App Series
Swhseries | Mot
Used | Reserved | Iterafion
0l | xx | =:x i I Safety
Vehicle to Vehicle | Used in WSA to Advertise Vehicle to Wehicle Services and
0l | 02| g Q 0 Safety Services for Certificates (not used in POC, and possibly never used)
0l [0 00 a 1 Heartbeat Message WSM and Certs
Positicning Used in WSA to Advertise Positioning Services and for
0L | 03| Qo 0 0 Services Certificates (not used in POC)
0L )03 | 00 Q 1 HANDGPS Network Corrections WSM and Certs
Advisory Services: | Used in WSA to Advertise Road Incident Advisory Services
0 0l | 00 0 0 Road Incident and for Certificates (not used in POC)
0 ol | 00 a 1 Road Incident Advisory WSMs and garts

Unused Road
Incident

Advisory Services:

Used in WSA to Advertise Roadway Condition Advisory

[ ) Jois] Q 0 Roadway Condition | Services and for Certificates (not used in POC)
0|0 00 Q 1 Roadway Condition Advisory WSMs and certs
Unused Roadway
(0202 000210 02 Q2 FFEF Condition
Advisory Services: | Used in WSA to Advertise Civil Emergency Advisory
0|0 00 Q 0 Civil Emergency Services and for Certificates (not used in POC)
0|0 Jols] Q 1 Civil Emergency Advisory WSls and gerts
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ITS Identity Management (PSID Creation) — 2 of 2

Certificate [nformation

Database Data

Certificate ID: 3020

CertificateType: CSR

PSID: {2,22,0,1}

PSID mumeric: 34996225

Application Data: { 82, 69, 80, 76, 63, 67, 69, 95,77, 69 }

CertID8: { -4, -19, 8, 98,-123, 125, -55,-74 }

CertD10: {-95, 124, -4,-19, 8, 98, 123, 125, -35,-74 }

Expired: false

Expiration Date: 2008-06-14 03:29:30 A Certificate Signing Request

Revoked: false (CSR) is used to request RSE
o Identity Certificates

Certficate Type: CSR_SIGNER _

Version; 1

Expiration Date: 2008-06-14 03:29:30

CRL Series: 2

Application PSIDs: 34668543, 33619969, 16842753, 34799617, 33751041, 83886337, 34930689, 35061761,
50266112, 16777217, 50331649, 34603009, 67108865, 34734081, 33685503, 17039361, 34865153, 33816577,
67371009, 34996225

Application and Priorities:

Tf Types: RSU

Scope Types: RSU

Opaque (Application Data): { 82, 69, 80, 76, 65, 67, 69, 95, 77, 69 }

Opaque (Application Data) String: REPLACE ME

Region; Circular Region

Radius: 5 Latitude: 82 Longitude; 42

CertiDS: { -4, -19, 8,98, -123, 125, -55,-74 }

CertD10: {-95, 124, -4,-19, 8,98, -123, 125, -55,-74 }

Verification Kev: { 1,3, -78, -51, -26, 50,87, -91, 67,9, -124, -67, -43, 14, -9, 19, 27, -37, 44, -78, -122, 11, 87, 48,

107, 53,50, 22,2, 52, -84, -84, 83, 30 }
Encryption Key: mil

ENOC
Idenity ‘:1
Reposiory | | g
(LDAP)
RSE . .
OBE e Certificate Authority
oo CM“;TE‘: ' CA Cetiicate
— Management
1. S O / \ . |
Secury 16002 | Radio g
Senvices Security | Handler 1609.2 Secunty
Qarvices Services Manager

The RSE Certificate Manager provides management of the certificates
within an RSE required to secure the communications of Identifying
applications over the WAVE radio access network. The RSE Certificate
Manager communicates with the Certificate Authority to acquire and
replace certificates and to process certificate revocations .
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Public Key Infrastructure - Certificate Authority Architecture

TOC Metwork
User (16038)

IdAaM CA Mgmt RegfResp

A

Transaction
Searvice Providers
(1609)

| === e . R - T
= Certificate Authority (CA)
: B L cat L 10Ty M) \/ _____ ——— 1
H Saecura Transactons
Secura
Messagas . . . — =
i Registration Authority CAMgmt  CA WValidate ‘l‘
SRS RegResp Reg'Resp
A Mgmit
Req/Resp CA Mgmit OEM CAs [-— q
Req/Resp 1609 |
- I _
CA CA RSE Anon il | &
x.509 - 1609 o ] BT e i e =4
1609 | | £
L g E
' g A | = | 2
v | = = 5
g3 CA Validate Reqg/Resp | 5 1 2 | S
AL 1 1
e|ls CA Mgmi Reg/Resp 3 I E} I
= :E rss » Metwork : E I & |
= - - L2 [ |
-1 < =
E o A Validate Reg/Resp ] = | |
]
L) A Mgmt Reg/Rasp | | |
' 1 '] ']
| T 1
Service Delivery Node RSE/MNAF Y * z
Registered Services VPN Tunnal RSE OBE
N }{.509 X.508 (Digital | [Digﬂ:a.l.
{Digital Signature) (Intarnet Kay Exchangea) Signature + Secure Messaging Signature +
Encryption) Secure Services Encrypticn])

Transaction Service Provider — , Network Users that send and receive
information to or from other Network Users, Vehicles or Public Service
Vehicles using facilities provided by the ITS System. Example: State DOT

Transportation Traffic Management Center.

Transportation Operations Center (TOC) Network User — Advisory Providers
that publish information to the ITS System. Example: a weather alerts

provider, that issues warnings regarding weather events

PKE Services and Meassaging

(1609)

Messaging

OBE
(Digital
Signature +
Encryption)
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lllustrative mapping of 1609.2 Authentication Scenarios

L
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Certificate Authority
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~
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Key Malerial

OBE1
HE} Material /éz"z_’/—l OBE4 Key Material
e OBE3 _ :
st s o st o et e . |
7
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lllustrative Mapping of 1609.2 Authorization Scenarios

Certificate Based Authorization

ustra®e

Transactions

@

OBE1

ca_| l::ert
csr_cert

Secure Messaging Secure Transactions

P —— —— — —

o Authority (1609)
ertificate
Authority (1609) Certificate Q OEM Certificate
anonymous cert, Authority (1608) Authority (1609)
rsu_cert,
crl_cert
Secure
Transactions
RSE2 RSE3 root_cart
Secure
Secure Messaging wsa_oert
Messaging
anonymous
Sort rsu_cert
OBE4 ca cartr
ca_ n:art csr_cert
OBE3 csr_cert
OBE2 ca_ cert
csr_cert Classes of certificates identified by the 'subject_type’ /
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The ITS Automotive Networking Landscape

ITS Services and Applications

ILLUSTRATIVE

Safety Services

Commercial Services

Convenient/Comfort

Security and Privacy Framework

Threat Models and Risk Assessment (VWhat are the risks and impact if
security and privacy of a specific ITS Service is compromised?)

| Assurance Levels (Defined criticality levels)

Services
Communication Platform
WK
vav val (V2R, V2CA, V2D)
el

| ¢

Include fours basic components

Road Side Units

On Board Units .

Basic Architecture (lllustrative

(RSU) (OBU) of V2V, V2R, V2x)
Devices and
Back Office Sensors = Scale Up Architecture

(Services, Infrastructure)

{Probe Data, HMI,

Mobility)

(Realistic Deployment)

Security and Privacy Requirements {\WWhat needs to be done?)

ITS Service specific Requirements

General Security and Privacy Principles
(e.g. SeVeCom, VI, No Security)

Platform Characteristics across W2V, V21, WV2x
{(Why it is different and more challenging from traditional network platform?)

Vehicular AdHoc
Metworks (WANET)

WAVE/DSRC
ETSIITU, ISO CALM

B802.11p/B02.11x

Communication and

Platform Technologies

LTE, Satellite,
Cellular, WilMax,
RFID, Bluetooth

Backhaul
(3G, WiMax, IPvE)

Broadcast, Unicast,
Geaocast Protocols

Operating System
Firmware

Security Architecture (Solution Decision Blueprint)

Architecture Principle (e.g. SeVeCom, O3, Intellidrive)

Architecture Components

= & 2| |22 >
25| 8 | |92 |58 |Fe| Be |3
g2 o =] Bl |88 |[E& 3

= =, = o
i3 § |83 (32| |8 g% |2

= = =3 = e = @
,and more ..

Component Relationships (How do Architecture Components
compose the overall architecture?)

Automotive
Messaging

ITS Implementations

Technical Solutions (incl. research contributions)

PKI | | Frotocols Encryption
{1609, X.509, (V-HIP, W-DTLS, (ECDSA, RSA
Anonymous) SAE J2T735) ECIES, IBE)

,and more .......

C2C-CC, CVIS,
SAFESPOT,
COOPERS, SeVeCom

IntellidriveNIl,
VSC

Japan ITS/MLIT ITS
(ETC, AHS VICS)

Security Testing Methods
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WAVE Networking Services — Secure WAVE Service Advertisement (1609.0)

The WME generates a WAVE Service Advertisement, which will be transmitted to potential service users. The WME collects the
application information describing the services being offered, previously registered in its MIB, and channel characteristics, also
from the MIB, and inserts them into the WAVE Service Advertisement as Service Information. In addition, if the service is IP-
oriented the IP network configuration information (WRA) from the MIB is included.

Service Information

From WME Hk’ﬁ
WAVE Routing
Channel
ante Advertisement (WRA)
Info .
-_optional

Signed per 1609.2 ‘

- WAVE Service Advertisement (WSA) -

Passed to MLME in MLME WSA Request ‘

Timing quality added
by MLME
Ready for

- Secured WAVE Service Advertisement (WSA)
transmisison as a

WAVE announcement
per IEEE 802. 11p

. Vendor Specific Action Frame (VSA) -
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WAVE Advertisement — Communication with a service (1609.0)
A WAVE service is supported by

time and frequency (channel) Higher layer
resources allocated at some set of
participating devices within Senvce IME conared N\
communication range, in support of Y
one or more applications. The WME
service is initiated at the request of WAVE
. . . WSA . Ch | - _Si
the application at one device (the Hoader | Service Info | ~/281€ Routing SEC-SignWsA req
. : A\
provider), and announced on the ooy |IEEE
CCH Services 1 609
Applications offering services to Security WaveService Advertisement Security SEC-SignWSA cfm
potential user applications are § _ Y
announced on the air interface via WME
an advertisement inside a WAVE ] ]
U d WSA
management frame. Seured WA MLMEX WS req Y
\
MLME
extension \
Cont-
oul | ent WSA \'\;léyg(_:IFIC.req
descr. v
MLME
Cate .
Qul Vendor Specific Content
gory
' IEEE
MAC 802.11
H'!aAd(;r Vendor Specific Action frame T'\:l:i\lz r
A
PHY
PHY
Header j
A\
Air
interface 47




WAVE Networking Services — WAVE Service Advertisement (new format)

Streamlines message. Makes more consistent use of WAVE Element IDs and Extension (optional) fields.

1 Var.
WAVE
version/ H I Service Info Channel Info WAVE Routing Advertisement
change fields
count
~ ~ N
Header @
1 Var. 1 1 Var.
WAVE . ]
Element PSID Se'rw_ce Channel Ext_ensuon
— Priority Index fields
ID=1
May be
repeated
1 1 1 1 1 1 Var.
WAVE Operat- |~ onnel Adapt- Data Transmit || MUY
Element ing Number able Rate Power fields
ID=2 Class Level
May be
repeated
KEY
Optional 1 2 16 1 16 6 16 Var.
Field
WAVE . Gateway " |
) Router . Prefix Default Primary Extension
Lengths in octets Elﬁ:;:gnt lifetime IpPrefix length gateway a;\fﬁecss DNS fields
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