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Objectives of this Presentation

ITS Security for Vehicular Networks

-- A Writer’s Life

-- ITS Models (US DOT Connected Car, Use Cases, IEEE WAVE)

-- Connected Car Pilot (NYC, THEA, WYO)

-- 10 year evolution of the SCMS Approach – Connected Car Program

Show real-world examples

-- A Closer Look at the SCMS Approach – Connected Car Program

-- SCMS Standards –VPKI  Architecture and Security (1609.2) / SAE 2757 DSRC Messaging

-- Vehicle Public Key Infrastructure (V-PKI)

Organizing Framework for Security Architecture

-- How to reduce Complexity for ITS Service Management Design

-- ‘What if’ scenarios - Issues regarding large scale deployments
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A Writer’s Life –



Tech Day VI 4

Introduction − USDOT ITS National Architecture 
http://www.iteris.com/itsarch/html/entity/paents.htm

http://www.iteris.com/itsarch/html/entity/paents.htm
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Introduction − ITS Use Cases Services and Applications
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US DOT ITS JPO – Connected Vehicle Pilot Deployment Program
https://www.its.dot.gov/pilots/

https://www.its.dot.gov/pilots/
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Tampa-Hillsborough Expressway Authority (THEA) Pilot

Tampa-Hillsborough Expressway Authority (THEA) owns and operates the Selmon Reversible Express Lanes (REL), 

which is a first-of-its-kind facility to address urban congestion. The REL morning commute endpoint intersection is on 

major routes into and out of  the downtown Tampa commercial business district. Drivers experience significant delay 

during the morning peak hour resulting in, and often caused by, a correspondingly large number of  rear-end crashes 

and red light running collisions. Because the lanes are reversible, wrong way entry is possible.The THEA CV Pilot will 

employ Dedicated Short Range Communication (DSRC) to enable transmissions among approximately 1,600 cars, 10 

buses, 10 trolleys, 500 pedestrians with smartphone applications, and approximately 40 roadside units. units along city 

streets 
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Wyoming (WY) DOT Connected Car Pilot

WYDOT will develop systems that support the use of  CV Technology along the 402 miles of  I-80 in Wyoming. As listed in 

Table 2, approximately 75 roadside units (RSUs) that can receive and broadcast message using Dedicated Short Range 

Communication (DSRC) will be deployed along various sections of  I-80. WYDOT will equip around 400 vehicles, a 

combination of  fleet vehicles and commercial trucks with on-board units (OBUs). Of the 400 vehicles, at least 150 would 

be heavy trucks that are expected to be regular users of  I-80. In addition, of  the 400 equipped-vehicles, 100 WYDOT 

fleet vehicles, snowplows and highway patrol vehicles, will be equipped with OBUs and mobile weather sensors. units 

along city streets 

Wyoming is an important freight corridor that plays a critical 

role in the movement of goods across the country and 

between the United States, Canada, and Mexico. As shown in 

the figure below, Interstate 80 (I-80) in southern Wyoming 

which is above 6000 feet is a major corridor for east/west 

freight movement and moves more than 32 million tons of 

freight per year. During winter seasons when wind speeds 

and wind gusts exceed 30 mph and 65 mph respectively, 

crash rates on I-80 have been found to be 3 to 5 times as high 

as summer crash rates. This resulted in 200 truck blowovers 

within 4 years and often led to road closures.road 

closures.
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New York City (NYC) Connected Car Pilot

The NYCDOT CV Pilot Deployment project area encompasses three distinct 

areas in the boroughs of Manhattan and Brooklyn (see the figure below). The 

first area includes a 4-mile segment of Franklin D. Roosevelt (FDR) Drive in 

the Upper East Side and East Harlem neighborhoods of Manhattan. The 

second area includes four one-way corridors in Manhattan. The third area 

covers a 1.6-mile segment of Flatbush Avenue in Brooklyn. As shown in Table 

2, approximately 5,800 cabs, 1,250 MTA buses, 400 commercial fleet delivery 

trucks, and 500 City vehicles will be fit with CV technology.frequent these 

areas will be fit with the CV technology. Using Dedicated Short 

Range Communication (DSRC), the deployment will include 

The NYCDOT leads the New York City 

Pilot, which aims to improve the safety of 

travelers and pedestrians in the city 

through the deployment of V2V and V2I 

connected vehicle technologies. This 

objective directly aligns with the city’s 

Vision Zero initiative. In 2014, NYC began 

its Vision Zero program to reduce the 

number of fatalities and injuries resulting 

from traffic crashesper hour (mph). 
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US DOT Model
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Basics of Dedicated Short Range Radio (DSRC)
https://www.its.dot.gov/presentations/world_congress2016/Leonard_DSRC_Spectrum2016.pdf

https://www.its.dot.gov/presentations/world_congress2016/Leonard_DSRC_Spectrum2016.pdf
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SAE Connected Vehicle Standards (J. Misener)
http://www.sae.org/events/ces/2016/attend/program/presentations/misener.pdf

http://www.sae.org/events/ces/2016/attend/program/presentations/misener.pdf
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Basic Safety Messages (BSM)

BSMs are one of the primary building

blocks for V2V communications. They

provide situational awareness

information to individual vehicles

regarding traffic and safety. BSMs are

broadcast ten times per second by a

vehicle to all neighboring vehicles and

are designed to warn the drivers of those

vehicles of crash imminent situations.
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Private Vehicles Receiving BSMs from DSRC and non-DSRC Sources
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J2735 Message Priorities (2009)
.

Safety of  Life

Messages

Public Safety

Messages

Non-Priority

Communications
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Smart vehicle are unsecure robots

Modern cars include: more than 80 ECUs

many logically interacting subsystems

…sensors, actuators, and their intelligent 

interconnection

NHTSA also foresees the potential for 

V2V safety systems to be integrated into 

an existing electronic control unit(s) during 

large-scale production of vehicles 

equipped with these systems. Figure (left) 

illustrates the vehicle-based components 

needed for an integrated V2V system that 

uses integrated vehicle devices. (A V2V 

system with ASDs would only differ in its 

lack of connection to the vehicle’s internal 

communications network.) 
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ITS Security and Privacy – Data You Can Trust
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Vehicular Public Key Infrastructure (VPKI)

V2V communications consists of two types of messages: safety messages and certificate 

exchange messages. The safety messages are used to support the safety applications, and the 

certificate exchange messages ensure that the safety message is from a trusted source. The 

safety messages are transmitted in a standardized format so that they can be read by all other 

vehicles participating in the network. 

NHTSA’s current research is based on the assumption that the V2V system will use a Public Key 

Infrastructure (PKI) to authenticate messages, so that other vehicles will trust the message.   PKI 

uses certificates to inform a receiving device that the message is from a trusted source, and it 

uses cryptography to send encrypted message content. For V2V communications, BSM 

messages are trusted but not encrypted, while messages that contain security information (e.g., 

certificates) are trusted and the contents encrypted.
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IEEE 1609.2 – Practical Internet of Things Security (Brian Russell)

The US Dept Transportation (USDOT), and academia have been developing CV technology for many years 

and it will make its commercial debut in the 2017 Cadillac. In a few years, it is likely that most new US vehicles 

will be outfitted with the technology. The dedicated short range communications (DSRC) wireless protocol 

(based on IEEE 802.11p) is limited to a narrow set of channels in the 5 GHz frequency band. To 

accommodate so many vehicles and maintain security, it was necessary to 1) secure the 

communications using cryptography (to reduce malicious spoofing or eavesdropping attacks) and 2) 

minimize the security overhead within connected vehicle BSM transmissions. The industry resolved to 

use a new, slimmer and sleeker digital certificate design.

The 1609.2 certificate format is advantageous in that it is approximately half the size of a typical X. 509 

certificate while still using strong, elliptic curve cryptographic algorithms (ECDSA and ECDH). The 

certificate is also useful for general machine-to-machine communication through its unique attributes, including 

explicit application identifier (SSID) and credential holder permission (SSP) fields. These attributes can allow 

IoT applications to make explicit access control decisions without having to internally or externally query for the 

credential holder's permissions. They're embedded right in the certificate during the secure, integrated 

bootstrapping and enrollment process with the PKI. The reduced size of these credentials also makes them 

attractive for other, bandwidth-constrained wireless protocol
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Security Architecture (EPFL  V-PKI – J.Hubaux et. al.)

Certificate Authority

≈ 100 bytes ≈ 140 bytes

Safety 

message

Cryptographic 

material

{Position, speed, 

acceleration, direction, 

time, safety events}

{Signer’s digital signature, 

Signer’s public key PK, 

CA’s certificate of PK}

Authenticated 

message

Data verification

Secure positioning

Tamper-

proof device

Event data 

recorder

Secure multihop routing

Services  (e.g., toll 

payment or 

infotainment)

http://lcawww.epfl.ch/hubaux/Talks/Securing Vehicular Communications.pdf
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A quick look at VPKI for US DOT Pilots (10 year span)
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V2V Communications Security Research 2002 – 2015 (Booz Allen 2014 Report
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Introducing the Security Credential Management Systems (VPKI)

This image presents both an initial deployment model 

as well as a full deployment model. Note that this 

diagram shows the initial deployment model where 

there is no Intermediate CA and the Root CA talks to 

the MA, PCA, and ECA (dotted lines). In the full 

deployment model, these entities communicate with 

the Intermediate CA instead of  the Root CA to protect 

the Root CA from unnecessary exposure (solid line)
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SCMS Component Functions

Concepts Purpose

Pseudonym Functions / Certificate

A short-term digital certificates used by a vehicle’s on-board equipment to authenticate and 

validate sent and received basic safety messages that form the foundation for V2V safety 

technologies. These short-term certificates contain no information about users to protect privacy, 

but serve as credentials that permit users to participate in the V2V 

Intermediate CA
Authorize other Certificate Management Entities (CMEs) (or possibly an Enrollment Certificate 

Authority [ECA]) using authority from the Root CA, but does not hold the same authority as the 

Root CA in that it cannot self-sign a certificate. 

Linkage Authority
The linkage values provide the PCA with a means to calculate a certificate ID and a mechanism 

to connect all short-term certificates from a specific device for ease of revocation in the event of 

misbehavior 

Location Obscure Proxy (LOP)
Obscures the location of OBE seeking to communicate with the SCMS functions, so that the 

functions are not aware of the geographic location of a specific vehicle. All communications from 

the OBE to the SCMS components must pass through the LOP. 

Misbehavior Authority
The MA acts as the central function to process misbehavior reports and produce and publish the 

certificate revocation list. It works with the PCA, RA, and LAs to acquire necessary information 

about a certificate to create entries to the CRL through the CRL Generator. 

Pseudonym Certificate Authority

Issues the short-term certificates used to ensure trust in the system. In earlier designs their 

lifetime was fixed at five minutes. The validity period of certificates is still on the order of 

“minutes” but is now a variable length of time, making them less predictable and thus harder to 

track. 

Registration Authority
The RA performs the necessary key expansions before the PCA performs the final key 

expansion functions. It receives certificate requests from the OBE (by way of the LOP), requests 

and receives linkage values from the LAs, and sends certificate requests to the PCA 

Root Certificate Authority

The ROOT CA - master root for all other CAs; it is the “center of trust” of the system. It issues 

certificates to subordinate CAs in a hierarchical fashion, providing their authentication within the 

system so all other users and functions know they can be trusted. The Root CA produces a self-

signed certificate (verifying its own trustworthiness) using out-of-band communications 

SCMS Manager Management and Control functions that will provide the policy and technical standards for the 

entire connected vehicle industry. Just as any large-scale industry ensures consistency and 

standardization of technical specifications, standard operating procedures, and other industry-

wide practices such as auditing 
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WAVE Protocol stack showing DSRC layers  and details of WAVE Security Services
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WAVE Security Services for Applications and Management Messages (1609.2)

Features of 1609.2 and 1609.0 Purpose

Classes of Digital Certificates

Implicit certificate: A digital certificate that allows the associated public key to be reconstructed 

from a reconstruction value and the certificate authority’s public key rather than directly providing 

the associated public key. Explicit certificate: A certificate that contains a public key and the 

certificate authority’s signature.

Secure Data Service (SDS)
A subet of 1609.2 services that allow secure data service entities to request communications 

security services to be applied to secured protocol data units (SPDUs).

Types of Certificates
Enrolment certificate,  authorization certificate, certificate authority certificate, end-entity 

certificate, root certificate, pseudonym certificate, encryption certificate

Bootstrapping Trust

All WAVE equipment are provisioned with a public key that can be used to validate root certificate 

updates. At the start of bootstrapping, OBE has no SCMS certificates and no knowledge of how to 

contact the SCMS. At the end of bootstrapping OBE has the following:

Certificates and information that allows an OBE to trust the SCMS

Credentials and information allowing an OBE to communicate with the SCMS

WAVE Service Advertisement (WSA)
A WAVE system may advertise available services by sending periodic messages known as 

WAVE Service Advertisements (WSA). Each WSA may include a list of PSIDs for services that 

are accessible locally via the WAVE protocol stack, as well

End Entity
An entity that is not acting as a Certificate Authority, i.e., an entity that is requesting certificates or 

signing Protocol Data Units.

Provider Service ID (PSID)
An identifier of an application area.  A signed number that identifies a service provided by an 

application and announced in the WAVE Service Announcement  (WSA) PSID

Certificate Signing Requests
A protocol data unit (PDU) sent from an entity to a certificate authority (CA), requesting that the 

CA issues a certificate on behalf of the entity.

Certificate Revocation Lists
A list identifying certificates that have been revoked. Revocation: The publication by a relevant 

authority of the information that a particular certificate is no onger to be trusted.

Pseudonymity
A property wherein an entity’s permanent or long-lived identities, and its long-term patterns of 

behavior, cannot be deduced from its network traffic and are only observable by appropriately 

authorized parties.

Cryptographic Mechanisms
Elliptic Curve Digital Signature Algorithm (ECDSA) for signing and the Elliptic Curve Integrated 

Encryption Scheme (ECIES) for encryption
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SCMS vs Traditional PKI Models

SCMS is a tailored public key infrastructure (PKI) 

that is designed to provision PKI certificates to 

vehicles and infrastructure.The SCMS employs 

components such as location obscurer proxies

(LOPs) that shield vehicle identities from PKI 

components and by extension operators.

Vehicles themselves employ a concept of rotating 

certificates taken from a pool, and then

used to digitally sign messages.

SCMS implements a PKI with some additional 

new features. This SCMS is currently the leading 

candidate design for the V2V security

backend design in the US, It is distinguished 

from a traditional PKI in several aspects, the two 

most important ones being its size (i.e., the 

number of vehicles that it supports) and

the balance among security, privacy, and 

efficiency. At its full capacity, assuming 300 

million vehicles, it will issue approximately 300 

billion certificates per year1. The largest current 

PKI, deployed by the US Department of 

Defense, is several orders of magnitude smaller 

and issues under 10 million certificates per year.

SCMS design is significantly different from any previously implemented PKI due to the underlying security 

objectives and size, however, it is somewhat similar to the design of the European V2X PKI [2]. The main 

differences to [2] include an increased focus on privacy against attacksf rom SCMS insiders, efficient handling 

of revocation, and an efficient method for updating certificates based on the butterfly key expansion algorithm.
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SCMS vs Traditional PKI Models (BAH Conceptual Diagram)

The CAMP SCMS design features a CA hierarchy, with:

• A root CA that issues certificates for other CAs but 

not for vehicles or other end-entities

• Optionally, intermediate CAs (ICAs), which obtain 

their certificates from other CAs above them and 

also issue certificates for other CAs rather than end-

entities. The advantage of using intermediate CAs is 

that if an intermediate CA is compromised, it is less 

catastrophic than if the root CA is compromised, so 

this gives the system more flexibility to introduce 

new CAs without running the risks incurred by using 

the root CA key. It is possible to use intermediate 

CAs in a cascade, so an intermediate CA is either 

validated by the root CA or the intermediate CA 

above it.

• Enrollment authorities that issue enrollment 

certificates (long-term certificate signing requests) 

for the end-entities. These enrollment certificates 

are used only to communicate with the SCMS, not 

with other vehicles or end-entities. Note: the 

lifetime of the certificate is currently assumed to 

be the lifetime of a car (e.g., 30 years). However, 

this still needs discussion as it influences the 

size of the internal blacklist and is hence a cost 

issue. Note: the certificate lifetime and the lifetime 

of the actual CA do not have to be equal.

• Pseudonym CAs that issue certificates for the 

applications on the cars

The CAMP SCMS also distinguishes between the CA, 

which actually signs the certificate and the RA, which 

approves certificate requests. 
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SCMS CV Pilots Documentation Online
https://wiki.campllc.org/display/SCP/SCMS+CV+Pilots+Documentation 

https://wiki.campllc.org/display/SCP/SCMS+CV+Pilots+Documentation
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SCMS Requirements by Use Case
https://wiki.campllc.org/pages/viewpage.action?pageId=58589462

https://wiki.campllc.org/pages/viewpage.action?pageId=58589462
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SCMS Certificate Types
https://wiki.campllc.org/display/SCP/Certificate+Types

The V2X system uses several types of certificates. SCMS 

components generate these and in many cases can also revoke 

them. All the EE certificates are of implicit type to save storage 

space and over-the-air bytes. All the SCMS component certificates 

are of explicit type.

A root CA certificate does not have an encryption key as the root 

CA is mostly offline and does not accept any incoming messages, 

whether encrypted or not. The root CA certificate needs to be made 

available to everyone in the system. The initial provisioning of the 

root CA certificate is done through out-of-band means in a secure 

environment during enrollment

A certificate is expected to be 117 bytes. The number of unique 

certs/year * size of one certificate. (103680 * 117 = 12.13MB for 

one vehicle for one year). *300 million vehicles =

3,639,168,000,000,000. Or 3.6 exabytes.

https://wiki.campllc.org/display/SCP/Certificate+Types
https://wiki.campllc.org/display/SCP/Secure+Environment+for+Device+Enrollment
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SCMS Certificate Types and EE Certificate Type Features
https://wiki.campllc.org/display/SCP/Certificate+Types

https://wiki.campllc.org/display/SCP/Certificate+Types
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SCMS POC Supported V2X Applications  and PSIDs
https://wiki.campllc.org/display/SCP/SCMS+PoC+Supported+V2X+Applications

https://wiki.campllc.org/display/SCP/SCMS+PoC+Supported+V2X+Applications
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SCMS Cryptographic Methods (NHSTA NPRM pg 3908)
Transmitting a digitally signed Basic Safety Message

The V2V device generates the private key & public keys. The public key is sent to the SCMS to 

incorporate into a certificate that is signed by the PCA. The private key is always kept secret with the 

V2V device. The private key is vital to the signing process and must be kept secured at all times.
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SCMS Cryptographic Test Vectors
https://stash.campllc.org/projects/SCMS/repos/crypto-test-vectors

.
Linkage Values - To support efficient revocation, end-entity certificates contain a linkage value (LV), which is derived from 

(cryptographic) linkage seed material. Publication of the seed is sufficient to revoke all certificates belonging to the revoked

device, but without the seed an eavesdropper cannot tell which certificates belong to a particular device.

Butterfly Expansion Function - Butterfly Keys are a novel cryptographic construction that allow a device to request an 

arbitrary number of certificates, each with different signing keys and each encrypted with a different encryption key, using a 

request that contains only one verification public key seed and one encryption public key seed and two “expansion 

functions.

Key Derivation Function, KDF2 with SHA-256 - test vectors of HMAC-SHA-256

Message Authentication Code, MAC1 (HMAC) with SHA-256 - Message Authentication Code (MAC) is a short piece 

of information used to authenticate a message and to provide integrity and authenticity assurances on the message.

AES-CCM-128 Symmetric Authenticated Encryption [IEEE-1609.2] - Advanced Encryption Standard (AES), also 

known as Rijndael (its original name), is a specification for the encryption of electronic data established by the U.S. 

National Institute of Standards and Technology (NIST) in 2001

ECDH Key Agreement - Elliptic Curve Diffie-Hellman is a public-key primitive where two parties can compute a shared 

secret by    exchanging public keys and employing them and the corresponding private keys in the computation

ECIES Public-Key Encryption [IEEE-1609.2] - Elliptic Curve Integrated Encryption Scheme, or ECIES, is a hybrid 

encryption system proposed by Victor Shoup in 2001.   ECIES combines a Key Encapsulation Mechanism (KEM) with a 

Data Encapsulation Mechanism (DEM). The system independently derives a bulk encryption key and a MAC key from a 

common secret. Data is first encrypted under a symmetric cipher, and then the cipher text is MAC'd under an 

authentication scheme. Finally, the common secret is encrypted under the public part of a public/private key pair

Implicit Certificate Generation and Public/Private Keys Reconstruction - Implicit certificates are employed for 

pseudonym certificates, enrollment certificates, etc.  They do not contain the subject's public key and are not signed by the

issuer, as is the case with explicit certificates, rather they contain a public key reconstruction point that is used to 

reconstruct the public key of the subject knowing the public key of the issuer

https://stash.campllc.org/projects/SCMS/repos/crypto-test-vectors
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ILLUSTRATIVE
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What If – SCMS Functional Requirements for all use cases are met?
https://wiki.campllc.org/display/SCP/Requirements+by+Use+Case

.
To support implemented from an end entities (EE) perspective to fulfill a major feature of the SCMS. A use case might comprehend multiple steps from 

a system's architecture perspective that can be run without interference with each other to return a partial result of the overall use case. In general, 

steps need to be executed in the given order to fulfill the use case. For example, Use Case 3: OBE Pseudonym Certificates Provisioning describes all 

necessary processes to equip an OBE with pseudonym certificates. It comprehends five steps that are coherent but self-contained:

Step 3.1: Request for Pseudonym Certificates

Step 3.2: Pseudonym Certificate Generation

Step 3.3: Initial Download of Pseudonym Certificates

Step 3.4: Schedule Generation of Subsequent Batch of Pseudonym Certificates

Step 3.5: Top-off Pseudonym Certificates

OBE Use Cases

The following chapters are about OBE requirements. These are the main use cases for OBEs, but there are requirements throughout all chapters for 

11. Backend Management are requirements about what an OBE needs to do if a root CA is revoked or a new root CA is introduced to the system.

Use Case 2: OBE Bootstrapping (Manual)

Use Case 3: OBE Pseudonym Certificates Provisioning

Use Case 8: OBE Pseudonym Certificate Revocation

Use Case 19: OBE Identification Certificate Provisioning

RSE Use Cases

The following chapters are about RSE requirements. These are the main use cases for RSEs, but there are requirements throughout all chapters for 

11. Backend Management are requirements about what an RSE needs to do if a root CA is revoked or a new root CA is introduced to the system.

Use Case 12: RSE Bootstrapping (Manual)

Use Case 13: RSE Application Certificate Provisioning

Use Case 16: RSE Application and OBE Identification Certificate Revocation

Common EE Use Casesth EE types should implement the following chapters:

Use Case 5: Misbehavior Reporting

Use Case 6: CRL Download

Use Case 11: Backend Management (CA compromise recover strategy)

Use Case 18: Provide and Enforce Technical Policies

Use Case 20: EE Re-Enrollment

https://wiki.campllc.org/display/SCP/Requirements+by+Use+Case
http://wiki.campllc.org/display/SP/Glossary#EE
https://wiki.campllc.org/display/SCP/Use+Case+3%3A+OBE+Pseudonym+Certificates+Provisioning
https://wiki.campllc.org/display/SCP/Step+3.1%3A+Request+for+Pseudonym+Certificates
https://wiki.campllc.org/display/SCP/Requirements+by+Use+Case
https://wiki.campllc.org/display/SCP/Step+3.3%3A+Initial+Download+of+Pseudonym+Certificates
https://wiki.campllc.org/display/SCP/Requirements+by+Use+Case
https://wiki.campllc.org/display/SCP/Step+3.5%3A+Top-off+Pseudonym+Certificates
https://wiki.campllc.org/display/SCP/Glossary#Glossary-OBE
https://wiki.campllc.org/display/SCP/Use+Case+11%3A+Backend+Management
https://wiki.campllc.org/pages/viewpage.action?pageId=58589462
https://wiki.campllc.org/display/SCP/Use+Case+3%3A+OBE+Pseudonym+Certificates+Provisioning
https://wiki.campllc.org/display/SCP/Use+Case+8%3A+OBE+Pseudonym+Certificate+Revocation
https://wiki.campllc.org/display/SCP/Use+Case+19%3A+OBE+Identification+Certificate+Provisioning
http://wiki.campllc.org/display/SP/Glossary#RSE
https://wiki.campllc.org/display/SCP/Use+Case+11%3A+Backend+Management
https://wiki.campllc.org/pages/viewpage.action?pageId=58589469
https://wiki.campllc.org/display/SCP/Use+Case+13%3A+RSE+Application+Certificate+Provisioning
https://wiki.campllc.org/display/SCP/Use+Case+16%3A+RSE+Application+and+OBE+Identification+Certificate+Revocation
https://wiki.campllc.org/display/SCP/Use+Case+5%3A+Misbehavior+Reporting
https://wiki.campllc.org/display/SCP/Use+Case+6%3A+CRL+Download
https://wiki.campllc.org/display/SP/Use+Case+11%3A+Backend+Management?src=contextnavpagetreemode
https://wiki.campllc.org/display/SCP/Use+Case+18%3A+Provide+and+Enforce+Technical+Policies
https://wiki.campllc.org/display/SCP/Use+Case+20%3A+EE+Re-Enrollment
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How are Provider Service IDs (PSIDs) Provisioned and Deployed?
https://www.its.dot.gov/pilots/pdf/TechAssistWebinar_Template_SCMSIIv4.pdf

.

https://www.its.dot.gov/pilots/pdf/TechAssistWebinar_Template_SCMSIIv4.pdf
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Applications by Connected Vehicle Test Bed
.
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What do SCMS Management and Operations Look Like?
https://www.its.dot.gov/pilots/pdf/TechAssistWebinar_Template_SCMSIIv4.pdf

.

https://www.its.dot.gov/pilots/pdf/TechAssistWebinar_Template_SCMSIIv4.pdf
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If they build it, will they come?
Green Hills Software Integrity Security Services (ISS)
http://www.ghs.com/go/iss-ces

http://www.ghs.com/go/iss-ces
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What If – Models for Industry Self Regulation (Risk Models)?

In analyzing SCMS governance options, NHTSA and its research partners have 

investigated a variety of industries with characteristics similar to those seen as critical 

for a V2V SCMS governance model, including security, privacy protection, stability, 

sustainability, multi-stakeholder representation and technical complexity. How risk was 

managed in the context these models. Some of the industries researched included:

• Internet Corporation for Assigned Names and Numbers (ICANN)

• DTE Energy Company

• Aeronautical Radio Incorporated (ARINC)

• End of Life Vehicle Solutions Corporation (ELVS)

• The FAA’s Next Gen Air Transportation System

• The FRA’s Positive Train Control

• Smart Grid

• The Rail/Transit Train Control Systems (ATC and CBTC)

• Medical Devices failure and liability

• Security in nuclear industry and liability

• Warning/Signal Failures

• UAVs

• HIPAA/Health Care industry/

• Electronic Health Records (EHRs)

• CONNECT system
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Thank you for joining us!

Security for Vehicular Networks Website - http://securityfeeds.com/dwd.html

http://securityfeeds.com/dwd.html


Tech Day VI 50

 T.Weil, VPKI Hits the Highway: Security Communication for the Connected Vehicle Program, IT Professional 
Magazine, Volume 19, Issue 1, January 2017, pg 59-63

 IEEE 1609 Standards for Wireless Access in Vehicular Environments (WAVE), online available (fee based) -
https://standards.ieee.org/develop/wg/1609_WG.html

 National Highway Traffic Safety Administration (NHTSA), Department of Transportation (DOT) Notice of 
Proposed Rulemaking, ‘Federal Motor Vehicle Safety Standard (FMVSS), No. 150, to mandate vehicle-to-
vehicle (V2V) communications for new light vehicles and to standardize the message and format of V2V 
transmissions’, Federal Register Vol 82, No 87, Jan 12, 2017, online available at -
https://www.federalregister.gov/documents/2017/01/12/2016-31059/federal-motor-vehicle-safety-standards-v2v-communications

 Harding, J., Powell, G., R., Yoon, R., Fikentscher, J., Doyle, C., Sade, D., Lukuc, M., Simons, J., & Wang, J. 

(2014, August). Vehicle-to-vehicle communications: Readiness of V2V technology for application. (Report 

No. DOT HS 812 014). Washington, DC: National Highway Traffic Safety Administration, online available -
https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/readiness-of-v2v-technology-for-application-812014.pdf

 W. Whyte et al., “A Security Credential Management System for V2V Communications,” Proc. IEEE 

Vehicular Networking Conf. (VNC), 2013; http://ieeexplore.ieee.org/document/6737583

 Security Credential Management System (SCMS) Connected Vehicle Pilot Documentation, Crash Avoidance 
Metrics Partnership (CAMP) Wiki - https://wiki.campllc.org/display/SCP

 US Department of Transportation, Intelligent Transportation Systems Joint Program Office, Connected 
Vehicle Pilot Deployment Program, online available - https://www.its.dot.gov/pilots/index.htm

References Used in This Presentation

https://standards.ieee.org/develop/wg/1609_WG.html
https://www.federalregister.gov/documents/2017/01/12/2016-31059/federal-motor-vehicle-safety-standards-v2v-communications
https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/readiness-of-v2v-technology-for-application-812014.pdf
W. Whyte et al., “A Security Credential Management System for V2V Communications,” Proc. IEEE Vehicular Networking Conf. (VNC), 2013; http:/ieeexplore.ieee.org/document/6737583
https://wiki.campllc.org/display/SCP/Certificate+Types
https://www.its.dot.gov/pilots/index.htm
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 IEEE P802.11p, Amendment to STANDARD FOR Information technology—Telecommunications and 
information exchange between systems—LAN/MAN Specific Requirements—Part 11: Wireless LAN Medium 
Access Control (MAC) and Physical Layer (PHY) specifications: Wireless Access in Vehicular Environments 
(WAVE).

 IEEE Std 1609.0-2013 – IEEE Trial-Use Standard for Wireless Access in Vehicular Environments (WAVE) -
Architecture

 IEEE Std 1609.2-2016™, IEEE Standard for Wireless Access in Vehicular Environments (WAVE)—Security 
Services for Applications and Management Messages.   

 IEEE Std 1609.3-2010™, IEEE Trial-Use Standard for Wireless Access in Vehicular Environments 
(WAVE)—Networking Services.

 IEEE Std 1609.4-2011™,, IEEE Trial-Use Standard for Wireless Access in Vehicular Environments 
(WAVE)—Multi-Channel Operation.

 IEEE Std 1609.11-2011™, IEEE Draft Standard for Wireless Access in Vehicular Environments (WAVE)—
Over-the-Air Data Exchange Protocol for Intelligent Transportation Systems (ITS) - Electronic Payment 
Service

 IEEE Std 1609.12-2016™, IEEE Draft Standard for Wireless Access in Vehicular Environments (WAVE)—
Identifier Allocation

IEEE Standards Association Publications (WAVE) –
https://standards.ieee.org/develop/wg/1609_WG.html

http://www.techstreet.com/cgi-bin/pdf/preview/2546797/previews/IEEE_802_11p-2020_pre.pdf
https://standards.ieee.org/findstds/standard/1609.0-2013.html
https://standards.ieee.org/findstds/standard/1609.2-2013.html
https://standards.ieee.org/findstds/standard/1609.3-2010.html
http://www.techstreet.com/standards/ieee/1609_4_2010?product_id=1777879
http://www.techstreet.com/standards/ieee/1609_11_2010?product_id=1777740
https://standards.ieee.org/findstds/standard/1609.12-2016.html
https://standards.ieee.org/develop/wg/1609_WG.html
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WAVE Advertisement – Communication with a service (1609.0)

A WAVE service is supported by 

time and frequency (channel) 

resources allocated at some set of 

participating devices within 

communication range, in support of 

one or more applications. The 

service is initiated at the request of 

the application at one device (the 

provider), and announced on the 

CCH.

Applications offering services to 

potential user applications are 

announced on the air interface via 

an advertisement inside a WAVE 

management frame. 

IEEE 

1609

IEEE 

802.11
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Streamlines message.   Makes more consistent use of WAVE Element IDs and Extension (optional) fields.

WAVE Networking Services  – WAVE Service Advertisement (new format)


