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How we got to the cloud

A look at the people, policies and What’s changed with Cloud Computing?
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Context of the Risk Assessment — AMS Products and Services — ntp:/iwww.scramsystems.com

«’ R A ‘ Products Programs Services Cllents Resources Blogs ‘ HND SCRAM LOCATIONS
S Y STEMS

BETTER MATTERS

ELECTRONIC MONITORING
SOLUTIONS

Better products, Better data. Better outcomes. That's the driving
force behind our integrated suite of electronic monitoring
technologies, mobile apps, and software.

Introducing SCRAM Nexus™ Drunk & Impaired Driving

Better data. Better declslons. Better outcomes 1 Milllon DUI Arrests Each Year and Counting
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Make a Difference

Supporting Individuals and communities

Judicial Management Services are new cloud-hosted
applications developed by SCRAM Systems.
Components include NEXUS™ (Parole Evidence-
Based Decision Support), 24x7 Sobriety Service plus
user interface and mobility services provided by
Optix™ and TouchPoint™ applications.

These SaaS products have been developed in the
Microsoft Azure cloud and complement existing back-
end (on premises, data center) electronic monitoring
systems for alcohol monitoring and offender
management (SCRAMnet™ and SCRAM GPS™),

Since 2016, SCRAM Systems has received ISO/IEC
27001:2013 certification for Alcohol Monitoring,
Offender Management, and Judicial Management
services in SCRAMnet for these SaaS programs.
Recently, a private cloud laaS data center has been
integrated into the ISO 27001 ISMS and will be
certified later this year.


http://www.scramsystems.com/

Context of the Risk Assessment — AMS Products and Services — nhip:/imwww.scramsystems.com
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Alcohol Monitoring Systems, Inc.

1241 West Mineral Avenue, Littleton, CO 80120 United States
(This is a muitisite scheme. See Appendix for site specific details,)
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Operation and Development of the SaaS Platform for Alcohol Moniforing, Offender Management,
and Judicial Management Services

(Sratement of Applicabiliey: 652017)
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After a thorough independent audit, SCRAM Systems
has received ISO/IEC 27001:2013 certification for
alcohol monitoring, offender management, and
judicial management services in SCRAMnet, our
Software as a Service (SaaS) program. This
confirms that SCRAM Systems has implemented
internationally-recognized best practices and
standards for its Information Security Management
System (ISMS).

The certification complements the ISO 9001
certification for quality management systems (QMS)
acquired previously.

ISO is an independent, international organization that
develops standards to help businesses create and
deliver quality products, services, and systems. The
International Electrotechnical Commission (IEC)
develops standards for information technology (IT) and
information and communications technology (ICT).nt.
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Now What?

IT 101 — What Problems Are We Trying to Solve?

Virtualization
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aﬁ&‘x& Bug;
S‘ uSInesS
Continujty
Hybrid Cloud

* Identify ‘Fix-It’ areas in the program

« Understand Current State (Remediation)
* Improve ‘ad hoc’, ‘not my problem’ state
« Manage Information Security Risk

* Improve Continuous Monitoring Process
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‘“v eﬂtory

APyg Iye;
R e Qde"t

sl’O[lse
. > )18
orizalio
Im?t’usion A “th
Detectjo,

9/10/20



I Table of Contents

» Introduction — What are the Risks in the Age of Cloud Computing?

» Taking Compliance to the Cloud

» Risk Assessment Methods for Cloud Applications
» ISO Standards for Cloud Security and Privacy
» Tools and Techniques for Cloud Security Risk Assessments

» References + Q&A



NIST Cloud Computing Reference Model

The NIST Cloud Definition Framework

" Deployment - -
Models Private Community Public Cloud
Cloud Cloud

Service Software as a Platform as a Infrastructure as a
Models Service (SaaS) Service (PaaS) Service (laaS)

On Demand Self-Service

Essential ; o
Eharactatistics Broad Network Access Rapid Elasticity
Resource Pooling Measured Service
Massive Scale Resilient Computing
Common Homogeneity Geographic Distribution
Characteristics Virtualization Service Orientation

Low Cost Software Advanced Security
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General Cloud Structure (SaaS Paas, IaaS)

Bread SO : On-Demand

cssenbal

Characlerist \é
Resource Pooling :

Software as a Platform as a Infrastructure as a RV
Service (Saas) Service (PaaS) Service (laas) Wadaeis

Figure 1—NIST Visual Model of Cloud Computing Definition”
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13 Effective Security Controls for ISO 27001 Compliance

When using Microsoft Azure
Cloud Security Shared Responsibilities

Responsibility On-Prem laaS PaasS SaaS

Key principles and recommendations for secure development & operations DAty ches fean
and accountability

1. Enable identity and authentication solutions ) )
. Client & end-point

2. Use appropriate access controls protection

3. Use an industry-recommended, enterprise-wide antimalware solution _

4. Effective certificate acquisition and management [Henity B o eess

management

5. Encrypt all customer data

6. Penetration testing Application
. . . . level controls

7. Threat modeling services and applications

8. Log security events, implement monitoring and visualization capabilities

] .. Network controls
9. Determine the root cause of incidents

10. Train all staff in cyber security

11. Patch all systems and ensure security updates are deployed
12. Keep service and server inventory current and up-to-date
13. Maintain clear server configuration with security in mind Physical Security

Host Security

. Cloud Customer - Cloud Provider

The three primary cloud service models are infrastructure as a service
(laaS), platform as a service (PaaS), and software as a service (SaaS).

9/10/2019



Cloud Resources and Services (examples)
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Microsoft Azure Resources and Services (examples)

9/10/2019

Azure
Application
Insights (...
Availzbility
Seticon NE...

Backup
Agent

BizTalk
Service...

o up

=
.
"
]

c@u

[
i

Cortona
Analytics

DocumentDB

B = O

Event Hubs

!

GitHub
== (opaque)
Azure load
balancer

Microseft
account

a e

Multi-Factor
Authenticat...

¥ - =]
e

14

1

0Simage

¢

Azure Reghts
Manageme...

Azure SQL
database

Master.753

]
f

@ O

Storage
(Azure)...
StorSimple
(opague)
Virtual
machi...

Web App

b fuac

{
i

.
H
T

L}

€ Application

= Gateway (...
&% Azure alert

& Backup
= Agent{.

® Bot Services

Content
Deliver...

) DocumentDB
=% (opaque)
Event Hubs
(opaque)

[5]

i
i
'

HDInsight

b
{

Azure load
balancer...

Microsaft
accoun..

MySQL

database

o [T - TS

0Simage
(opaque)
Azure Rights
Manageme...

Azure SQL
databas...

SQL data
sync (0.

ol B
R CH

9 storage blob

4 Stream
T Analytics

Virtual
machin...

& Webapp

&% (nnanuel (..

B piapp

& Azure
~T= Active...

A Azurealert
------ (opaque)

5] Backup or
== Recover...

i AzureCache
== including ...

Container
Registry
DocDB
Account (nc)

ExpressRoute

HDInsight
(opaque)
Azure
automatic l..,

Work
account

MySQL
databa...

BB DA

o] "H)

?® ' i@ [T |

Scheduler

T
[l
1

SOL Elastic
Database...

SQL database
(generic)

e

i

Storage blob
(opaque)
Stream
Analyti...

Virtual
Machine s...

¥
1
1

‘*E

r

Weblobs

) APl App

]

4

&

{opaque)
Azure Active
Directory (..
Azure
automation

Backup or
Recovery V...

i Azure Cache

e

1§

=

@ iy ul

T
[l
L]

X

]

i

af

0

{7

including ...

Container
Service {nc)

DocDB
collecti...

ExpressRoute
(opaque)
HockeyApp
(nc)

Azure
automatic ...

Work
accoun...

Naotification
Hubs

oMs
{opaque)
Scheduler
(opaque)
Azure SDK

SQL database

" (generic) (0w

Storaye table

Traffic
Manager

Virtual

" MNetwork

&

Wehlobs

=== [nnaniel

- APl

X
Management

AD Health
Moniton...

£ Azure
=- automati...

———

B
-1

[T

Azure Batch
B Cloud Service

Data Factory

satan

[ DocumentDB
=" document

Azure Files

‘®
{

Hybrid
Connection

SO

Logic App

%

Mobile App
(was Maobi...

Maotification
Hubs (op...

OMS Leg
Analytics (nc)

.1411 1l - |

~ Azure Search

- Service
" Endpoint

SQOL Data
Warehou...

{0 Storage table
== (opaque)

Q@ Traffic
T Manag

Virtual
Metwark Box

Web role

b im (] [

i)
@

2

o

Analysis
* Service

Azure
Advisor

Azure
automati...

Azure Batch

{opaque)
Cloud Service
(opaque)
Data Factory
(opague)
DocumentDB
document (...

Azure Files
(opaque)
Hybrid
connectio...
Logic App
{opague)
Mobile App
(opaquel (...
Cloud, Office
365

Power Bl (nc}

Security
Center (n¢)

Service Fabric
SQL Stretch
Database ...
Starage
queue

VHD

Smart Virtual
MNetwork Box
Web role

fnananuel

.ﬁij. App Service

L] Autoscaling

ol Azure
subscription

Batch

CodePlex

Data Lake
(nc)

DNS

Azure
Functio..

laT Hub

Machine
Learning (nc)
Mobile
Engagement

Cloud, Office
" 365 (opaque)

B o Dmoim & B W I8P

Resource
group
Azure SDK

' (opague)
Service Fabric
{opaque)

i@

® D>

Startup task

T
i
1

Storage
GUELE ...
VHD

< (opaque)
ViM Scale Set
(nc)

E,‘ \Web roles

i

u
1
1

A

B

€]

i @ [} |

-

]

-

3

-8

e i@ ¢

[}
[

&

jim

M B

App Service
(epaque)
Autoscaling
(cpague)
Azure
subscripti...

Bitbucket
code source

CodePlex
(epague)

Data Lake
Analytics (nc)

DNS
(opaque)

Git repositery

loT (opaque)
Azure
Manageme...
Mabile
Engageme...

Office 363

Resource
group (...

Service Bus

Site Recovery

Startup task
(opague}
Azure
Marketplace
VHD data
disk

Azure VPN
Gateway

- Weh roles

{nnanuel

App Service
WorkerPo,..

1'!; Azure Stack

_i Azure Backup

B Bithucket

o
—+= codesouf,..

Cognitive
< Services (nc)
Data Lake

Store (nc)

%t Dropbox
=" codesource
© Gitrepository
= (opaque)
_@‘ Key Vauit

® Media
== Senvices

@ Monitor

) Office 365
T b {opaque]

.@.., RemoteApp
T Service Bus
2 Relay (nc)
& Site Recovery
=== (opaque)
% Storage

M Azure

<*= Marketpla..,

VHD data
* disk {opaque)
8 Azure VPN

== Gateway...

!_5_ Worker role

@ Application

e

= Insights

==, Availability
b= - ot

@ Azure Backup
—= (opaque)

o BizTalk

e Services

Cognitive

@ Services (o...

% DevTest Labs
{nc)

Dropbox
code sour.

—
-

®  GitHub

@ Key Vault
~= (opaque)

Media
=2 Service..,

. Multi-Factor
=== Authenticat...
Office 365
subscription
5o RemoteApp
(opaque)

% Service Bus
“—— Topic
§ SQLdata
==+ syne

Storage
{Azure)

StorSimple
m Virtual

machine

od Visual Studio
== Team Servi...

;g Worker role

frnaouel

12



Amazon Cloud Resources and Services (examples)
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Batch
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Serverless Application Repository

Storage
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EFS
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AWS Backup
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European Union Agency for Network & Information Security (ENISA)
Cloud Security Guidelines — Top 8 Cloud Security Risks

ENISA Cloud Computing Risk Assessment (2009)

» Loss of Governance
* Vendor Lock-In
 Isolation Failure (multi-tenancy)
« Compliance Risk
o  Cloud Provider Compliance Evidence
o  Cloud Provider Audit by Cloud Customer
« Management Interface Compromise
« Data Protection
» Insecure or Incomplete Data Deletion
« Malicious Insider
Produced by ENISA with contributions from a group of subject matter expert comprising
representatives from Industry, Academia and Governmental Organizations, a risk

assessment of cloud computing business model and technologies The report provide
also a set of practical recommendations. 125 Pages

9/10/2019

Cloud Computing

Benefits, risks and recommendations for information security

*i ar*

x European Union Agency for

*
% en*,s a Network and Information Security

-k***
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Cloud Security Alliance — The Dirty Dozen: 12 top cloud security threats (2018)

2018 Top 12 Cloud Security Threats ‘CIO Ud
« Data Breaches baﬂ securl f V
 Insufficient Identity, Credential and Access Management a [ [ ; ance R

 Insecurity Interfaces and APIs
« System Vulnerabilities

« Account Hijacking

« Malicious Insider

« Advanced Persistent Threats ““muinnn ”
« Data Loss

 Insufficient Due Diligence

« Abuse and Nefarious Use of Cloud Services
* Denial of Service

« Shared Technology Vulnerabilities

Top Threats to Cloud Computing

CSA Report on the Treacherous 12 — Top Threats

9/10/2019
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https://downloads.cloudsecurityalliance.org/assets/research/top-threats/treacherous-12-top-threats.pdf

National Cyber

1Security Centre
Implementing the Cloud Security Principles a part of GCHQ

National Cyber Security Centre (UK)

For each of the 14 principles, we answer three questions:

 Data in Transit Protection

* Asset Protection and Resilience 1. What is the principle? A description giving the principle some context
« Separation Between Users (Multi-tenancy) 2. What are the goals of the principle? Concrete objectives for the
« Governance Framework implementation to achieve

3. How is the principle implemented? Details for a set of possible

« Operational Security implementations

« Personnel Security
« Supply Chain Security
« Secure User Management

Cloud Security Principle
Data in transit protection

* Identlty and Authentication Description of the Principle Why this is Important

« External Interface Protection User data transiting networks should be I this principle is not implemented, then

e Secure Service Administration adequately protected against tampering  [the integrity or confidentiality of the data
and eavesdropping. may be compromised whilst in transit.

* Audit Information for Users
 Secure Use of the Service

9/10/2019
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https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles
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Risk Management Principles (IT Risk Foundation)

Risk assessment Statement of

Nietiotb iy Risk assessment Risk treatment annlicahlltty

Elements of risk assessment

Risk identification

Asset Threat Vulnerability

Risk = Impact x Likelihood

(or) Risk = Impact « Likelihood

9/10/2019

Risk treatment
plan

Risk analysis

Likelihood

NIST SP 800-30 Risk
Assessment

ISO 27005 Information
Security Risk
Management

System Characterization

Context Establishment

Threat Identification

Risk Assessment

Vulnerability
Identification

Risk Analysis — Risk
Identification

Control Analysis

Risk Analysis — Risk Estimation

Likelihood Determination

Risk Evaluation

Impact Analysis

Risk Treatment

Risk Determination

Risk Acceptance or

Control Recommendation

Risk Monitoring and Review,
Communication and Redo

18




Risk Assessment Methods in the ISO 27001 Implementation (PDCA)

PDCA Cycle
Preparation ISO 27001 PDCA | 50 27001 PDCA

£ Ramadiation Planning Activities Operations Activities |

Risk A_ssessment Reviews & Update of
Mapping to SOA SOA Business Controls &
Controls Risk Assessment

Information Security Create Risk Treamtent Plan
Objectives

Context of the
Organization
Scope of the ISMS
Leadership
ISMS Security Policy

Statement of Applicability
(SOA) per 1SO 27001:2013

Information security
policy & objectives
Risk assessment & risk

treatment methodology

Palicy
Templates

Risk Treatment Plan

9/10/2019
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Risk Assessments for Cloud Applications —where to get started?

Compliance Specific Context — Commercial Control Frameworks (ISO 27001/27002,, PCI, NIST, NERC
CIP). Governmental Compliance Standards (FISMA, FedRAMP, NIST, DFARS, CJIS, HIPAA)

Risk Management Methods

» Control Objectives for Information and
Related Technology (COBIT)

Factor Analysis of Information Risk (FAIR)
Failure Modes and Effects Analysis (FMEA)
ISO/IEC 27005);

ISO/IEC 27001

ISO/IEC 31000

MEHARI

NIST SP 800-30

NIST SP 800-39

OCTAVE

Step 1: Prepare for Assessment
Derived from Crganizational Risk Frame

9/10/2019

Step 3: Communicate Results

Step 2: Conduct Assessment
Expanded Task View

Identify Threat Sources and Events

¥

Identify Vulnerabilities and
Predisposing Conditions

v

Determine Likelihood aof Occirrénce

v

Determine Magnitude of Impact

¥

Detarmine Risk

Step 4: Maintain Assessment

NIST SP 800-30 Risk Model

20



The Failure of Asset-Based Risk Assessments (Walt Williams)

https://infosecuritymetrics.wordpress.com/

Most people don’t understand that asset management risk management models have been failing
us for years, and we’re seeing the consequences of that failure in various laws and regulations.
Assets are owned by an organization and have value. It makes sense to protect your assets,
regardless of how you define what an asset is.

The GDPR, and other data privacy laws have been introduced over the last decade precisely
because the data that is in scope for the data privacy laws is not an asset for any
organization. It is an asset for various individuals. This information doesn’t bring the
organization any value, and because of that, it is often not protected.

Until the GDPR is enforced there is no incentive to protect name & email address. Organizations
consider these data items to have no value. Individuals, on the other hand, expect that the value of
the information is understood and properly protected by organizations that the data is entrusted to.

The data simply hasn’t been an asset to the organization, not worth protecting. Until organizations
cease using an asset based approach to risk management, you will see governments stepping with
impactful regulations because asset based risk management frameworks don’t lead to
organizations protecting all the data. Just the data that drives business value. And thisis
why we fail.

9/10/2019
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https://infosecuritymetrics.wordpress.com/

Risk Assessments for Cloud Applications — definition of terms (per ISO Standards)
[ISO/IEC 27000:2017 defines risk in vague and not-very helpful terms for defining Risk:

effect of uncertainty on objectives (3.49)

Note 1 to entry: An effect is a deviation from the expected — positive or negative.

Note 2 to entry: Uncertainty is the state, even patrtial, of deficiency of information related to, understanding or knowledge of, an event, its
consequence, or likelihood.

Note 3 to entry: Risk is often characterized by reference to potential “events” and “consequences” (as defined in ISO Guide 73:2009, 3.6.1.3),
or a combination of these.

Note 4 to entry: Risk is often expressed in terms of a combination of the consequences of an event (including changes in circumstances) and
the associated “likelihood” (as defined in ISO Guide 73:2009, 3.6.1.1) of occurrence.

Note 5 to entry: In the context of information security management systems (ISMS), information security risks can be expressed as
effect of uncertainty on information security objectives.

Note 6 to entry: Information security risk is associated with the potential that threats will exploit vulnerabilities of an information
asset or group of information assets and thereby cause harm to an organization.

ISO 31010:2009 says “Risk analysis consists of determining the consequences and their probabilities for identified risk events, taking into
account the presence (or not) and the effectiveness of any existing controls. The consequences and their probabilities are then combined to
determine a level of risk.” So consequences and probabilities (determine who-knows-how) are “combined” (in some unspecified manner),
“taking into account” the controls (somehow). It could hardly be any more vague!

9/10/2019
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Risk Methodologies Continued (Gary Hinson)

Analog Risk Assessment method, ARA [UPDATED x2]

A definition of information risk (specifically) as “risk
pertaining to information” which can be assessed and
compared visually using the Analog Risk Assessment
method implying Risk = Likelihood x Severity.

ARA method is simply a visual device to get people ‘on
the same page’, considering and discussing information
risks on a comparable basis to reach a consensus ...
which then forms a rational basis for prioritizing their
treatment.

Likelihood

Coeardion, Risky
blackmad corporats
culture

Incompetence,
ignorance,
carclessmess Insufficient
Safe irvestment
corporate In awareness
culture & training

Severity wig!

\ \.- Y \\_‘

9/10/2019
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https://blog.noticebored.com/2013/08/analog-risk-assessment-method-ara.html
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ISO Codes of Practice

» 1ISO27001 is part of a family of information security guidance which provides
enhanced and additional controls.

» Examples:

ISO27002 — More detail on all of the ISO27001 controls

ISO27005 — Risk assessment

ISO27017 — Application to cloud services

ISO27018 — Protection of Personally Identifiable Information (PIl) in the cloud
ISO31000 — Risk Management — Principles and Guidelines

ISO31010 — Risk Management — Risk Assessment Techniques

1ISO22031 — Business Continuity Management

The 1SO 27001 Forum - http://iso27001security.com/index.html|

The primary purpose of this website is to describe, promote and share the information risk and security
practices described in the ISO/IEC 27000-series information security management systems standards.

9/10/2019

ISO/IEC 27000 overview & glossary 23

ISO/IEC 27001 formal ISMS specification (23

ISQ/IEC 27002 infosec controls [23

ISO/IEC 27003 ISMS implementation guide (223
ISO/IEC 27004 infosec measurement [metrics] (23

ISO/IEC 27005 infosec risk management

ISO/IEC 27006 ISMS certification guide

ISO/IEC 27007 management system auditing

ISO/IEC TR 27008 security controls auditing

ISO/IEC 27009 sector variants of 1S027k

ISO/IEC 27010 for inter-org comms

[ISO/IEC 27011 15027k in telecoms industry
ISO/IEC 27013 ISMS & ITIL/service management

[ISO/IEC 27014 infosec governance

ISO/IEC TR 27015 IS0O27k in financial services

ISO/IEC TR 27016 infosec economics

ISO/IEC 27017 cloud security controls

ISQ/IEC 27018 cloud privacy
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Benefits of ISO 27001 - ISO /IEC 27001:2013 Structure and Content

ISO/IEC 27001:2013 Implementation, Certification from a certification body demonstrates that the security
of organization information has been addressed, valuable data and information assets properly controlled. _

Also there is List of benefits By achieving certification to ISO/IEC 27001:2013 organization will be able to
acquire numerous benefits including: Risk management

Provides customers Provide Oreanization : .
Keeps confidential and stakeholders with Secure exchange of 1.~'l:h - r'{JE'l;:hETL'iHI:i'-':' Information security
r r r r r i L L W
infarmation secure confidence in how you infarmation e )
: ELETET
manage risk -

Business c

Consistency in the Manages and .

. o -? o - E o Builds a culture of
delivery of your service minimises risk security
or product exposure SELLTILY

Enhanced customer
satisfaction

Protects the

_ o Protects the company,
Organization assets, € company,

assets, shareholders

shareholders and and directors
Sk =L Information technology

Customers

Ahmed Riad, BlueKaizen Magazine, Benefits of ISO 27001- https://www.slideshare.net/AhmedRiad2/isoiec-https://www.slideshare.net/AhmedRiad2/isoiec-2
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The ISO/IEC 27001 standard

Risk
assessment

ISO/IEC 27001 Controls

Information
security policies

Organisation of
information

Human resources
security

Asset
management

security

Continual
Improvement

Assetregister

Physical and
environmental
security

Operations

Access control Cryptography security

Management
system

System
acquisition, Supplier Incident

Communications
security development and
maintenance

Resources management
and

competence

Performance relationships

management

Awareness . Business
and Clauses 4 through 10 deal with: continuity
communication management

Compliance

» Scoping of the ISMS
» l|dentifying and evaluating Risks

* Risk Treatment and mitigation

* Managing and measuring performance of the ISMS
+ Tracking non-conformities and resolution

* Continuous improvement

Annex A deals with:
114 Optional controls for risk mitigation

9/10/2019
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ISO/IEC 27017 standard — Information Security Controls based on

ISO 27002 for Cloud Services

DRAFT INTERNATIONAL STANDARD

ISO/IECDIS 27017
ISO/IEC JTC 1/SC27 Secretariat: DIN
Voting begins on: Voting terminates on:
2015-01-20 2015-04-20

Information technology — Security techniques — Code of
practice for information security controls based on ISO/
IEC 27002 for cloud services

Summary

This Recommendation | International Standard provides guidelines for information security controls
applicable to the provision and use of cloud services by providing.

— additional implementation guidance for relevant controls specified in ISONEC 27002;
— additional controls with implementation quidance that specifically relate to cloud services.

This Recommendation | International Standard provides controls and implementation guidance for both
cloud service providers and cloud service customers,

The standard provides cloud-based guidance on 37 of the controls in ISO/IEC 27002 but also features
seven new controls.

+ CLD.6.3.1: Agreement on shared or divided « CLD.12.4.5: How the capabilities of the provider
responsibilities between the customer anc provider enable the customer to rmonitor 2ctivity within a
arounc information security roles associated with clouvd computing environment.

clouc services have 1o be clearly l2id out, recorced

: « CLD.J3.1.4: Consistent configurations should be made
and cormmunicated.

so that the virtual network environment is in line
» CLD.8.1.5: Addresses how assets are returned with the information security policy of the physical
or removed from the cloud when the contract/ network
agreement between the customer anc provider is
terminated.

* CLD.9.5.1: The provider has to protect anc separate
the customer’s virtual environment from other
customers and external pariies.

« CLD.9.5.2: The custorner and provicer mus: ensure
virtual machires are configured and hardened to
meet the needs of the organizatior.

+ CLD.12.1.5: The custorners responsibility o
define, cocument an¢ monitor the administrative
operations anc procecdures associated with the
cloud environmrent 2nd the CSP's requirernent to
share docurrentation about critical ocerations and
procecures as and when customers require it,

BSI White Paper - https://www.bsigroup.com/Documents/iso-27017/resources/ISO-27017-overview.pdf

9/10/2019
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Protection of personally identifiable information (PII) in public clouds

acting as PIl processors

ISOMIEC 27018 Extended Control Set

A 1 Consent and choice

A 2 Purpose legitimacy and specification
A3 Collection limitation

A Data minimization

A5 Use, retention and disclosure limitation

AB Accuracy and quality
AT Openness, transparency and notice

A8 Indradual participation and access
A9 Accountability

A0 Information security

9/10/2019

A1.1 Obligation to cooperate regarding Pl
principals’ rights

A2 1 Public clowd Pll processors purpose

A 2. 2 Public cloud Pl processors commercial
use

{Mone)

A4.1 Secure erasure of temporary files

A5.1 Pl disclosure notification

A5.2 Recording of Pl disclosures

(Mone)

A 7.1 Disclosure of sub-cantracted Pl
processing

(Mane)

A9.1 Notification of a data breach imohing Pl
A9 2 Retention period for administratie
security policies and guidelines

A.9.3 Pl retumn, transfer and disposal

A.10.1 Confidentiality or non-disclosure
agreements

A10.2 Restriction of the creation of hardcopy
material

£.10.3 Control and logging of data restoration
A_10.4 Praotecting data on storage media
leaving the premises

A_10.5 Use of unencrypted portable storage
media and devices

A 10.6 Encryption of Pll transmitted over public
data-transmission natworks

Privacy and Data Protection Policy
Privacy and Data Protection Policy

Privacy and Data Frotection Policy
Cloud Senice Specifications

Privacy and Data Protection Palicy
Privacy and Data Protection Policy
Privacy and Data Protection Palicy

Incident Response Procedurs

Records Retention and Protection Palocy
Cloud Sendice Specifications

Guidelines for Inclusion in Employment Contra

Asset Handling Procedures
IT senice support records (help desk)

Physical Media Transfer Procedure

Procedure for the Managament of Removable B

Cryplographic Policy
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Expanding ISO 27001 With a Cloud Risk Assessment

Applications Cloud Deployment Target Domain Risk Assessment Approach
Alcohol Monitoring Hybrid Cloud - SaaS Corrections Industry ISO 27005 - Scenario Based RA
ISO 27005 - Scenario Based RA
Offender Management Hybrid Cloud - SaaS  Corrections Industry National Self-Assessment
Judicial Management Services Hybrid Cloud - SaaS State Government ISO 27005 - Scenario Based RA
Interface Services Public Cloud - SaaS All Sectors ISO 27005 - Scenario Based RA
International Data Center Community Cloud - International ISO 27005 - Asset Based RA
laaS Corrections Industry
Offender Management Public Cloud - SaaS International ISO 27005 - Asset Based RA
Government National Self-Assessment

Corrections Industry

9/10/2019
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Use Cases For Cloud Risk Assessment (1 if 2)

Hybrid Cloud

From ISO 27017, a new cloud control, CLD.13.1.4
alignment of security management for virtual and
physical networks, presents the risk that virtual
networks are configured differently from physical ones
and as a consequence do not provide the same
required level of security.

Application Program Interface (API)

Multiple controls from the Cloud Security Alliance (CSA)
cloud control matrix examine the APls which may transit
cloud applications and on-premises data resources

» AIS-01 - Application & Interface Security Application Security

» CCC-05 - Change Control & Configuration Management
Production Changes

* IAM-02 - Identity & Access Management Credential Lifecycle /
Provision Management

» IPY-03 - Interoperability & Portability Policy & Legal

9/10/2019

Asset Inventory

The initial risk assessment for Alcohol Monitoring and Offender
Management ISMS systems includes asset management for
servers, workstations, storage and backup, network equipment,
network segments, applications, data repositories, virtual
technologies, and service providers. Although an asset-based
risk assessment has not performed, data center systems
configurations have been maintained and updated annually.

Asset-based Risk Assessment

An asset-based inventory for cloud systems is not widely adopted
in the industry. ISO 27001 asset definition might deal with
components like ‘an laaS system’ rather than examining the
detailed components of a cloud deployment comparable to data
center inventories. This topic was highlighted in “Taking
Compliance to the Cloud’ [1] only to suggest that protection of
data assets may have more scope in a cloud RA.
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Use Cases For Cloud Risk Assessment (2 of 2)

Private Cloud

The ascendancy of ‘infrastructure as code’ has been
adopted for emerging systems at AMS. This includes
modeling complete data center services in an laaS
system. An assessment of this type of delivery network
has emerged in companies like Soft Layer for which the
ISMS scope statement reads — “SoftLayer’s operational
functions are integrated into its proprietary management
system, known as IMS. IMS automates all critical
aspects of the business, such as dedicated servers,
power strips, firewalls, load balancers, updates,
accounting, compliance controls, inventory, contracts,

”»

etc.”.

9/10/2019

Community Cloud (SaaS Deployment)

Worth mentioning in the Government Cloud (Azure GovCloud)
are the more restrictive controls of advanced data protection,
security identity, data at rest protection using data at rest
encryption, managed secrets and dedicated cloud infrastructure
resources for hosting PaaS objects and providing SaaS service to
government agencies. In providing services to government
communities, GovCloud uses physically isolated datacenters and
networks (located in U.S. only

International Cloud Deployments

In scaling cloud solutions to national and international
deployments companies will be complying to global, government,
industry and regional regulatory requirements. This attestation
can be typically found on compliance portals maintained by major
Cloud Service Providers (CSP) such as Azure, Google and AWS .
A good example of a National Cloud Security Risk Self-
Assessment is available on the New Zealand governments ICT
portal
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Summary Cloud Risk Findings and Mitigations

Risk Summary

Risk Description

Proposed control

Annex A /1SO 27017-18 Reference

Data in transit protection

Tthe integrity or confidentiality of the data may be compromised
while in transit.

User data transiting networks is adequately protected against
tampering and eavesdropping by (SSL, TLS, VPN)

A.10.1 Cryptographic controls

Asset protection and
resilience

Inappropriately protected consumer data could be compromised
which may result in legal and regulatory sanction, or reputational
damage.

User data, and the assets storing or processing it, shall be
protected against physical tampering, loss, damage or seizure.
ISO 27018 (Pl Protection in the Cloud)

Separation between users

Service providers cannot prevent a consumer of the service
affecting the confidentiality or integrity of another consumer’s
data or service.

A malicious or compromised user of the service shall not be able
to affect the service or data of another.

A.8.1.1 Inventory of Assets (PIl)
A.8.2.1 Classification of Information
(PII)

A.8.2.2 Labelling of Information (PII)

CLD.9.5.1 Segregation in Virtual
Environments -  Multi-tenancy
protection

Governance framework

Any procedural, personnel, physical and technical controls in
place will not remain effective when responding to changes in
the service and to threat and technology developments.

ISO 27017 (Cloud Security) and ISO 27018 (PIl Protection in the
Cloud) are recommended for adoption. The service provider shall
have a security governance framework which coordinates and
directs its management of the service and information within it.

A.5 Information security policies

Operational security

The service can’t be operated and managed securely in order to
impede, detect or prevent attacks against it.

The service needs to be operated and managed securely in order
to impede, detect or prevent attacks. Good operational security
shall not require complex, bureaucratic, time consuming or
expensive processes.

CLD.12.1.5 Administrator’s
Operational Security
CLD.12.4.5 Monitoring of Cloud
Services

Supply chain security

It is possible that supply chain compromise can undermine the
security of the service and affect the implementation of other
security principles.

The service provider shall ensure that its supply chain
satisfactorily supports all of the security principles which the
service claims to implement.

A.15 Supplier relationships

Secure user management

Unauthorised people may be able to access and alter
consumers’ resources, applications and data.

Your provider shall make the tools available for you to securely
manage your use of their service.

A.9 Access control

Identity and authentication

Unauthorized changes to a consumer’s service, theft or
modification of data, or denial of service may occur.

All access to service interfaces shall be constrained to
authenticated and authorized individuals.

CLD.12.1.5 Administrator's Operational
Security

9/10/2019
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Summary Cloud Risk Scoring (Pre-Treatment)

Risk Summary Risk Likeli Risk [Risk
Risk Description i isti
sk Descriptio Risk Type owner Existing Controls hood Impact Score [Level
Data in transit Tthe integrity or confidentiality of the data may be NetOps, [User data transiting networks is
protection compromised while in transit. Confidentiality [NetDev jadequately protected against tampering 2 3 6 |MEDIUM
and eavesdropping by (SSL, TLS, VPN)
Asset protection and [Inappropriately protected consumer data could be NetOps, |Access controls for MongoDB and SQL
resilience compromised which may result in legal and regulatory Integrity NetDev [Server Pll data in Azure 4 4 16
sanction, or reputational damage.
Separation between |Service providers cannot prevent a consumer of the NetOps, Microsoft Azure Risk Assessment
users service affecting the confidentiality or integrity of Confidentiality [NetDev Diagnostic tool 2 3 6
another consumer’s data or service.
Governance Any procedural, personnel, physical and technical NetOps, [SO 27001 ISMS for Cloud Applications
framework controls in place will not remain effective when NetDev
responding to changes in the service and to threatand [Integrity 4 3 12
technology developments.
Operational security [The service can’t be operated and managed securely in NetOps, Application Insights (Azure) is used for
order to impede, detect or prevent attacks againstit.  |ntegrity NetDev [cloud monitoring in development 4 4 16
Supply chain security It is possible that supply chain compromise can NetOps, [Contract with Microsoft Azure services
undermine the security of the service and affect the Availability NetDev Microsoft Azure Risk Assessment 3 ) 6 |IMEDIUM
implementation of other security principles. Diagnostic tool
Secure user Unauthorised people may be able to access and alter NetOps, Microsoft Azure Risk Assessment
management consumers’ resources, applications and data. Confidentiality NetDev |Diagnostic tool 3 2 6 |MEDIUM
9/10/2019
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New Zealand National Cloud Security Risk Assessment — Example

Assessement Tool Index and Navigation Aid

Question Category

completeﬂ completiig
3.1 3.1 Walue, Criticality and Sensitivity of Information Y M
3.2 3.2 Data Sovereignty Y Y
3.3 3.3 Privacy Y Y
3.4 3.4 Governance A ¥
34.1 3.4.1 Terms of Service M ¥
3.4.2 3.4.2 Compliance b ¥
3.5 3.5 Confidentiality b ¥
3.5.1 3.5.1 Authentication and Access Control ¥ ¥
3.5.2 3.5.2 Multi-Tenancy b ¥
3.5.3 3.5.3 Standard Operating Environments Y ¥
3.5.4 3.5.4 Patch and Vulnerability Management Y ¥
3.5.5 3.5.5 Encryption b Y
3.5.6 3.5.6 Cloud Service Provider Insider Threat M ¥
3.5.7 3.5.7 Data Persistence M ¥
3.5.8 3.5.8 Physical Security Y ¥
3.6 3.6 Data Integrity b Y
3.7 3.7 Availability Y Y
3.7.1 3.7.1 Service Level Apreement b Y
3.7.2 3.7.2 Denial of Service Attacks M ¥
3.7.3 3.7.3 Network Availability and Performance b M
3.7.4 3.7.4 Business Continuity and Disaster Recovery ¥ ¥
3.8 3.8 Incident Response and Management ] ¥
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Pizza as a Service (PlZZaaS) — Simplified View of Cloud Security

Pizzaa$

Infrastructure as a Platform as a Software asa
Service (laaS) Service (PaaS) Service (SaaS)

Traditional On-premises

' Eaﬂ !
Dining Table Dining Table

| Make at Home | | Take and Bake | | PizzaDelivez ' | Dining Out |

D Consumer Responsibility D Provider Responsibility

Figure 1-7. Pizza as a Service
Practical Cloud Security (Chris Dotson), O’Reilly - http://shop.oreilly.com/product/0636920157199.do
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Risk Assessment Methods for Cloud Computing
Platforms

Timothy Weil
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Littleton, USA
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Abstract—Risk assessment (RA) use cases for cloud computing
platforms are presented in the context of an ISO 27001
Information Security Management System (ISMS) developed
for Alcohol Monitoring Systems (AMS) across a portfolio of
products and services.

Keywords-ISO Standard; cloud computing;information
security;risk risk t

I: INTRODUCTION

This paper presents risk manag and risk
(RA) use cases for implementing an ISO 27001 Information
Security Management System (ISMS) governing cloud
computing in multiple deployment models (public cloud.
hybrid cloud, government cloud, international cloud) and
deploying common cloud service models such as
Infrastructure as a Service (IaaS), Platform as a Service
(PaaS) and Software as a service (SaaS). The models
presented here have been derived from ISO 27001

Tim Well, scRAM Soserw

Support), 24x7 Sobriety Service plus user interface and
mobility services provided by Optix™, and TouchPoint™
applications. These SaaS products have been developed in
the Microsoft Azure cloud and complement existing back-
end (on premises, data center) electronic monitoring systems
for alcohol monitoring and offender management
(SCRAMnet™ and SCRAM GPS™). Since 2016. SCRAM
Systems has recetved ISO/IEC 27001:2013 certification for
Alcohol Monitoring, Offender Management, and Judicial
Management services in SCRAMnet for these SaaS
programs. Recently, a private cloud IaaS data center has
been integrated into the ISO 27001 ISMS and will be
certified later this year.

IIT. RISK ASSESSMENT INTEGRATION IN THE ISMS

The development of the AMS ISMS has required
periodic risk assessment as new features and products have
been implemented in the ISO 27001 cycle of documentation,
risk assessment and treatment, management review. control

VPKI Hits the
Highway

Secure Communication
for the Connected
Vehicle Program
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Learn More

Certified Cloud Security Professional (CCSP)

The vendor-neutral CCSP credential confirms knowledge and competency in
applying best practices to cloud security architecture, design, operations, and
service archestration. Developed by the two leading non-profits in cloud and
information security, CSA and (ISC)2, the CCSP draws from a comprehensive,
up-to-date global body of knowledge that ensures candidates have the right
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Thank you for joining us!

Tim Well — CISSP/CCSP, CISA, PMP
Network Project Manager
Alcohol Monitoring Systems

http://www.scramsystems.com
twell@scramsystems.com
Linkedin - https://www.linkedin.com/in/tim-weil-a8b1952
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