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A Cybersecurity Body of Knowledge — IEEE Security and Privacy (May/June 2018)
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Security management systems and organizational security controls, including standards, best practices,
and approaches to risk assessment and mitigation.

] T Table 3. Overview of the 19 knowledge areas.
n e @
Mn‘&“‘* Human, Organizational, and Regulatory Aspects
% Systems
security Risk Management and
Governance

International and national statutory and regulatory requirements, compliance obligations, and security
ethics, including data protection and developing doctrines on cyber warfare.

Usable security, social and behavioral factors impacting security, security culture and awareness as well
as the impact of security controls on user behaviors.

Techniques for protecting personal information, including communications, applications, and
inferences from databases and data processing. It also includes other systems supporting online rights
touching on censorship and circumvention, covertness, electronic elections, and privacy in payment
and identity systems.

Technical details of exploits and distributed malicious systems, ﬁogether with associated discovery and
analysis approaches.

The motivations, behaviors, and methods used by attackers, including malware supply chains, attack
vectors, and money transfers.

The configuration, operation, and maintenance of secure systems including the detection of and
response to security incidents and the collection and use of threat intelligence.

The collection, analysis, and reporting of digital evidence in support of incidents or criminal events.

Core primitives of cryptography as presently practiced and emerging algorithms, techniques for analysis
of these, and the protocols that use them.

Operating systems protection mechanisms, implementing secure abstraction of hardware, and sharing
of resources, including isolation in multiuser systems, secure virtualization, and security in database
systems.



I Table of Contents

» Introduction — IT Pro Sl on Cyberthreats and Security

» Grid Cybersecurity (Ukraine)

» Internet of Things - Mirai DDoS Attack
» Security and Privacy of Smart Cities
» MITRE ATT&ACK — Threat Taxonomy for Industrial Control Systems (ICS)

» References + Q&A



Grid Cybersecurity in the News

HE-ISAC

ELECTRICITY
INFORMATION SHARING AND ANALYSIS CENTER

TLP: White

Analysis of the Cyber
Attack on the
Ukrainian Power Grid

Defense Use Case

March 18, 2016

https://www.forbes.com/sites/kateoflahertyuk/2019/07/03/u-s-government-makes-
surprise-move-to-secure-power-grid-from-cyber-attacks/#46ecff7a3191
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On December 23, 2015, the control centers of three
Ukrainian electricity distribution companies were
remotely accessed. Taking control of the facilities’
SCADA systems, malicious actors opened breakers at
some 30 distribution substations in the capital city Kiev
and western lvano-Frankivsk region, causing more
than 200,000 consumers to lose power Nearly a year
later, on December 17, 2016, a single transmission
substation in northern Kiev lost power. These
instances of sabotage took place on the tail of a
political revolution in Kiev, the annexation of Crimea,
and amid military clashes in the eastern Donetsk and
Luhansk regions.
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A Decade of Energy Cyber Infrastructure Attack Malware
http://www.aaes.org/sites/default/files/Sanders Convocation2018.pdf

e 2010: Stuxnet: Targeted Siemans industrial control systems in Iran. Was first discovered malware that
spies on and subverts industrial systems and the first to include a programmable logic controller (PLC)
rootkit.

* 2014: Dragonfly/Havex: Focus was to collect ICS network and access control information. Evidence
suggests this was provided to a well organized and funded group outside countries from which the data
was collected.

e 2015: Black Energy 3: Used in attack on the Ukraine power grid. Considered to be the first known power
grid cyberattack. Hackers were able to successfully compromise information systems of three energy
distribution companies and temporarily disrupt electricity supply to the end consumers.

e 2016: CRASHOVERRIDE: Second known attack in Ukraine. Impacted a single transmission level
substation. Significant increase in sophistication of attack code relative to past attacks.

» 2017: TRISIS/TRITON: Incident at a critical infrastructure organization which targeted Schneider Electric’s
Triconex safety instrumented system (SIS) and where an attacker deployed malware which targeted
systems provided emergency shutdown capability for industrial processes. Deployed against at least one
victim in the Middle East.
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Ukrainian Shale Deposits and Russian Electrical Grid Attacks

The discovery of shale deposits has prompted Russian attempts to stall their
developments and sabotage much needed business deals for Ukraine’s foreign ( |
capital thirsty economy. Russia’s military operation on the ground solved the '
prospects of Ukrainian energy competition problem for Russia,

albeit partially.[83] The warzone in the Eastern Ukraine covers the Donetsk region
part of Yuzivska shale bloc, and, thus, closed it to development.

In addition, the Kharkiv region (second half of the shale bloc) has been subject to
destabilizing activities. Among these actions were the recent explosions at an
arms warehouse in Balaklia, in the Kharkiv region, which, according to Ukraine’s
defense minister Poltorak, was staged by Russia.[84] It is also worth noting that at
the beginning of the unrest in the Eastern Ukraine, there were numerous attempts,
however unsuccessful, to create Russia-backed third separatist enclave in Kharkiv

region.[85]

To prevent the development of energy sources in Ukraine’s west, Moscow has
employed various methods to destabilize the region — including attacks on the
electrical grid. On December 23, 2015, Russian-led cyberattack on the
Prykarpattyaoblenergo distribution center created enough uncertainty to hurt the
prospects of setting up industrial fracking operations in that region. lvano-
Frankivsk region that hosts part of Olesska’s shale block. Russian has also
financed fracking protests The map illustrates the locations of the major attacks
on the electrical grid

2015)

Romania
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Ukraine Grid Utility Cybersecurity Attack — FireEye

https://www.fireeye.com/content/dam/fireeye-www/global/en/solutions/pdfs/fe-cyber-attacks-ukrainian-grid.pdf

In the first publicly documented power outage attributed to a cyber attack, Russian-nexus actors caused blackouts in
several regions in Ukraine. The actors used spear phishing to plant BlackEnergy3 malware, which was used to disable
control system computer. Responders also found a wiper module called killdisk that was used to disable both control
and non-control systems computers. At the same time, the attackers overwhelmed utility call centers with automated
telephone calls, impacting the utilities’ ability to receive outage reports from customers and frustrating the response
effort.

While killdisk does not have the functionality to open breakers — which would cause the outages — it would impede
utility visibility of breaker status,and inhibit remote control of the substations. This suggests that the attackers used
another method to cause the power outage, perhaps using interactive access via compromised corporate and SCADA
accounts to remotely open individual breakers or initiate load shedding, sending simultaneous trip commands to multiple
breakers.

Who is behind this attack?

BlackEnergy is a Trojan that was created by a hacker known as Cr4sh. In 2007, he reportedly stopped working on it
and sold the source code for an estimated $700. The source code appears to have been picked by one or more threat
actors and was used to conduct DDoS attacks against Georgia in 2008. These unknown actors continued launching
DDoS attacks over the next few years. Around 2014, a specific user group of BlackEnergy attackers came to our
attention when they began deploying SCADA-related plugins to victims in the ICS and energy sectors around the world

6/18/2020 E—-_ ggghél_}_l;uc.nnums

==, Denver Chapter 10



Potential Power-System-Specific Cyber Attack Strategies

http://www.aaes.org/sites/default/files/Sanders Convocation2018.pdf

» Tripping breakers

» Changing values breaker settings
— Lower settings can destabilize a system by inducing a large number of false trips

— Lowering trip settings can cause extraneous other breakers, causing overloading of
other transmission lines and/or loss of system stability

» Corrupting Control Information: Smart Meters, SCADA Data, PMU Data, Dispatch
Information, etc.

» Sophisticated lateral movement attacks
» Life cycle attacks

» Insider threats

» Physical damage by cyber means

» Combined physical and cyber attacks
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Lateral Movement in Cyber Kill Chain Demands Resiliency
http://about-threats.trendmicro.com/cloud-content/us/ent-primers/pdf/tlp lateral movement.pdf
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Ukraine Cyber Attack ICS Kill Chain (1 of 2)
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Ukraine Cyber Attack ICS Kill Chain (2 of 2)
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N

. Spear phishing to gain access to the business networks of the

Ukraine Attack Consolidated Technical Components

oblenergos r@ Spearphish

Identification of BlackEnergy 3 at each of the impacted oblenergos g

Theft of credentials from the business networks Tools &

The use of virtual private networks (VPNs) to enter the ICS Tech

network | |

The use of existing remote access tools within the environment or | e I : ‘%Z?te"“al
issuing commands directly from a remote station similar to an ,‘\ _ "
operator HMI

Ukraine Event

Control & M= Significant Events based on
Operate £ publicly available reporting.

Serial-to-ethernet communications devices impacted at a firmware
level

The use of a modified KillDisk to erase the master boot record of
impacted organizationsystems as well as the targeted deletion of
some logs 2 fooess
Utilizing UPS systems to impact connected load with a scheduled | Workstation |
service outage Remote
Telephone denial-of-service attack on the call center
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Ukraine Attack — Black Energy Malware (APT 1 of 2) -

https://www.nerc.com/pa/ClI/ESISAC/Documents/E-ISAC _SANS Ukraine DUC 18Mar2016.pdf

| SECURITY WARNING Macros have bean disabled

During the cyber intrusion stage of Delivery, Exploit, and ; :
Install, the malicious Office documents were delivered via :

email to individuals in the administrative or IT network of the N e Office

electricity companies. When these documents were opened, a _ _ |

popup was displayed to users to encourage them to enable e B st
the macros in the document as shown in Figure. Enabling the
macros allowed the malware to Exploit Office macro
functionality to install BlackEnergy 3 on the victim system and
was not an exploit of a vulnerability through exploit code.

Figure 6: A Sample of a BlackEnergy 3 Infected Microsoft Office Document®

Upon the Install step, the BlackEnergy 3 malware connected to command and control (C2) IP addresses to enable
communication by the adversary with the malware and the infected systems. These pathways allowed the adversary to gather
information from the environment and enable access. The attackers appear to have gained access more than six months prior
to December 23, 2015, when the power outage occurred. One of their first actions happened when the network was to
harvest credentials, escalate privileges, and move laterally throughout the environment (e.g., target directory service
infrastructure to directly manipulate and control the authentication and authorization system). At this point, the adversary
completed all actions to establish persistent access to the targets.
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Ukraine Attack — Kill Disk Malware -

https://www.nerc.com/pa/CI/ESISAC/Documents/E-ISAC SANS Ukraine DUC 18Mar2016.pdf

During the ICS Attack Stage, the adversaries used native software to &
Deliver themselves into the environment for direct interaction with the ICS

components. They achieved this using existing remote administration tools D e T 1L ) s

on the operator workstations. The threat actors also continued to use the whx, ofitet byte_191ATe

VPN access into the IT environment.
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In final preparation for the attack, the adversaries completed the
Install/Modify stage by installing malicious software identified as a
modified or customized KillDisk across the environment. While it is likely
the attackers then ensured their modifications to the UPS were ready for
the attack, there was not sufficient forensic evidence available to prove
this. The last act of modification was for the adversaries to take control of
the operator workstations and thereby lock the operators out of their
systems. Figure shows the static analysis of the KillDisk APl imports
following the event
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Figure 7: Static Analysis of KIBDUK identifying APl imports™

Finally, to complete the ICS Cyber Kill Chain and to Execute the ICS Attack, the adversaries used the HMIs in the
SCADA environment to open the breakers. At least 27 substations (the total number is probably higher) were taken
offline across the three energy companies, impacting roughly 225,000 customers. Simultaneously, the

attackers uploaded the malicious firmware to the serial-to-ethernet gateway devices. This ensured that even if the
operator workstations were recovered, remote commands could not be issued to bring the substations back online
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Internet of Things (loT) Attack Surface

The Internet of Things is the network of physical
objects that contain embedded technology to
communicate and sense or interact with their

internal states or the external environment.'

$14.4 trillion vafue at stake

20

BILLION

IP devices will be
connected by 20222

By 2016 annual
global IP traffic will reach

1.3

ZETTABYTES
10 times more than
all IP traffic generated
in 20084
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Typical loT Devices

CCTV cameras
DVRs

Digital TVs
Home routers
Printers

Alexa

Cars

Other stuff

Security systems
Garage doors
Industrial systems
Medical systems
Home appliances
Smart Utility Meters

20



Mirai Botnet: |oT Botnets Performed Massive Distributed Denial of Service Attacks (Oct 2016)

What is Mirai Botnet

Mirai is a self-propagating botnet virus. The source code for
Mirai was made publicly available by the author after a
successful and well publicized attack on the Krebs Web site.
Since then the source code has been built and used by
many others to launch attacks on internet infrastructure (ref
Dyn).

devices by using telnet to find those that are still using their
factory default username and password. The effectiveness
of Mirai is due to its ability to infect tens of thousands of
these insecure devices and co-ordinate them to mount a
DDOS attack against a chosen victim.

‘ The Mirai botnet code infects poorly protected internet

The Internet didn’t “break” on October 21, 2016, but the attackers who launched the DDoS attacks
against Dyn exploited a known DNS Weakness that negatively impacted MANY Internet-related
businesses and millions of users.

http://www.billslater.com/mirai.ppsx https://www.corero.com/resources/ddos-attack-types/mirai-botnet-ddos-attack.html
= ](ECE}EMUNICA'I'IDNS
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http://www.billslater.com/mirai.ppsx

- Ll
Mirai Impact
INTERNET OF THINGS, SECURITY

Report: Mirai Botnet DDoSed 17
Dyn Data Centers Globally

BY YEVGENIY SVERDLIK ON OCTOBER 26, 2016 ADD YOUR COMMENTS

Tweet

All but three data centers where DNS provider Dyn hosts its
global infrastructure came under attack in last week's
massive DDoS strike that disrupted some of the internet's
most popular destinations, such as Spotify, Amazon, HBO
Now, Twitter, and The New York Times, among others.

Dyn's servers sit in 20 data centers spread around the world,
and the attack — implemented at least in part by using a
botnet created by software called Mirai, which hijacks poorly
secured loT devices, such as CCTV cameras and DVRs — was
directed at 17 of those sites, according to an analysis by
ThousandEyes, a provider of global network monitoring
services. The three data centers that were not affected are in
Warsaw, Beijing, and Shanghai.

“At the height of the attack, approximately 75 percent of
our global vantage points sent queries that went
unanswered by Dyn’s servers,” Nick Kephart, senior director
of product marketing at ThousandEyes, wrote in a blog post.
“In addition, the critical nature of many of these affected
services led to collateral damage, in terms of outages and
performance impacts on sites that are only tangentially
related to Dyn (including this blog).”

6/18/2020

WHOWAS HIT BY THE ATTACK?

Thousands of sites were hit, including:

Thitter

Rzaat

Spotfy

Esty

Bow

Wix Customer Sites
Squarsspace Customer Sites
Zoho

CRM

|heart.com (iHeartRadio)
Github

The Vamns

Cleveland. com

hbsonow. com

FayFal

Big cartel

Wirsd.com

People com

+£EE
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Urbandictionary.com
Basecamp

AciBls

Zendesk.com

Intercom

Tillo

Fintarest

Grubhub

Okta

Starbucks rewards/gift cards

Storify.com

ChN

Yammer

Playstation Netwark
Recode Business Insider
Guardian.co.uk

Wesbly

Yelp
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HOW Mirai WOI'kS (1 Of 3) http://www.billslater.com/mirai.ppsx

There are two main components to Mirai, the virus itself and the command and control center (CnC). The
virus contains the attack vectors, Mirai has ten vectors that it can launch, and a scanner process that
actively seeks other devices to compromise. The CnC is a separate image that controls the compromised
devices (BOT) sending them instructions to launch one of the attacks against one or more victims.

Stepd:
1 OnC commands the
BOTs to attack a victim.

Step 3,
1 CnC copies virus into
new device,

Step 2:
Details are sent to CnC

Step 1
Existing BOT discovers
new open (|L"a'||’_L"

Figure 1 Mirai System
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The scanner process runs continuously on each
BOT using the telnet protocol (on TCP port 23 or
2323) to try and login to IP addresses at random.
The login tries up to 60 different factory default
username and password pairs when login
succeeds the identity of the new BOT and its
credentials are sent back to the CnC.

The CnC supports a simple command line
interface that allows the attacker to specify an
attack vector, a victim(s) IP address and an attack
duration. The CnC also waits for its existing BOTs
to return newly discovered device addresses and
credentials which it uses to copy over the virus
code and in turn create new BOTs.

23



HOW Mirai WOI'kS (2 Of 3) http://www.billslater.com/mirai.ppsx

e Bots o Loaders
. Attacke
DDoS service sold to users who o 2 ey 0 28
send attacks via C2 API L . o Scanning Victims Malware Distribution
Attacker maintained a long lived o :
connection to the reportserver via TOR 0 DDos Victims 0 Service Users

0 Report Server

o \\ Susceptible victim IPs
° o are sentto loaders o o o

Bots communicate with
a C2 server who's
IP changes over time

Successful scan results Loaders log in to victim devices and
sent to reportserver instruct them to download Mirai malware

—’
° ° Victims download and run Mirai
malware to become bots

o ::__/.——:
DDoS Victim Bots perform DDoS attacks

and Telnet default credential scans

== |EEE
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HOW Mirai WOI’kS (3 Of 3) http://www.billslater.com/mirai.ppsx

DDoS Attack from hacked loT Device
Attack vector Attack

Compromised i(—)
Control Server
Ma""'ﬂ;ﬁi‘mmd'e Insecure communication ‘ Infected loT
Launch DDoS Devices:
I i 1) Launch DDoS
Attacks
Corrupt firmware Send data to
with h:cked update Vulnerable firmware unauthorized 2) Report data
control server to C2 Servers
Hack through . .. 3) Infect other
default password Poor authentication Infect other loT loT Devices
devices
Embed malware via Co
SSH/Telnet mpromised OS & tools
JTAG & open ports
loT device
= :C:EOEHEHMUNICAHDNS
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Where Mirai Botnet Attacks Came From http://www.billslater.com/mirai.ppsx

. Vietnam 12.8%
| '-i Brazil 11.8%
: United States 109%

China 8.8%

{:-;; Mexico 8.4%

South Korea 6.2%

~ | Taiwan 49%

Russia 4.0%

Romania 2.3%

Colombia 1.5%

Figure 2: Geo-locations of all Mirai-infected devices uncovered so far

Source:
https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
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Mirai — Statistical View of the Attacks

Mirai-powered Generic Routing Encapsulation (GRE floods), peaked at
280 Gbps/130 Mpps

Investigation of the attack uncovered 49,657 unique |IPs which hosted
Mirai-infected devices. As previously reported, these were mostly CCTV
cameras—a popular choice of DDoS botnet herders.

Other victimized devices included DVRs and routers.

Overall, IP addresses of Mirai-infected devices were spotted in 164
countries. As evidenced by the map below, the botnet IPs are highly
dispersed, appearing even in such remote locations as Montenegro,
Tajikistan and Somalia.
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Protecting loT Devices Against Mirai (Botnets) hitp://www.billslater.com/mirai.ppsx

*  Change Your Password. This is not only good advice for those of us who shop online or who have
been notified that the e-commerce site we recently shopped on has been breached, but likewise for
loT devices. In fact, according to this report, these better credentials can be used to provide a bulwark
against botnet attacks like Mirai by substituting the hard-coded username and password with ones
that are unique to your organization and not, of course, easily guessed.

*  Turn them off. For currently deployed loT devices, turn them off when not in use. If the Mirai botnet
does infect a device, the password must be reset and the system rebooted to get rid of it.

* Disable all remote access to them. To protect devices from Mirai and other botnets, users should not
only shield TCP/23 and TCP/2323 access to those devices, but also to disable all remote (WAN) access
to them.

* Research Your Purchase. Before you even buy a product, research what you are buying and make sure
that you know how to update any software associated with the device. Look for devices, systems, and
services that make it easy to update the device and inform the end user when updates are available.

* UseltorLose It. Once the product is in your office, turn off the functions you’re are not using. Enabled
functionality usually comes with increased security risks. Again, make sure you review that before you
even bring the product into the workplace. If it’s already there, don’t be shy about calling customer
service and walking through the steps needed to shut down any unused functions.

Source:
https://www.pwnieexpress.com/blog/mirai-botnet-part-2

6/18/2020 = - ggmﬂé‘l_}_l\f:“CANDNS

==
==, Denver Chapter 28



I Table of Contents

» Introduction — IT Pro Sl on Cyberthreats and Security

» Grid Cybersecurity (Ukraine)

» Internet of Things - Mirai DDoS Attack

» Cybersecurity for the Smart Grid

» References + Q&A

29



A Smart City Will Create Opportunities for Energy Management

5G-Based Transmission Power Control Mechanism in OpeﬂFO 9

Fog Computlng for Internet Of Thlngs DQVICQS The Dp_enFog Consortium is an association of major tech companies aimed at standardizing and promating fog
https://arxiv.org/ftp/arxiv/papers/1712/1712.09645.pdf SOmp

Fog computing[1] or fog networking, also known as fogging,[2][3]is an architecture that uses one or more

collaborative multitude of end-user clients or near-user edge devices to carry out a substantial amount of storage
(rather than stored primarily in cloud data centers), communication (rather than routed over the internet
backbone), control, configuration, measurement and management {rather than controlled primarily by network

FOgGI’id: Level‘aging Fog Computing fOI‘ Enhanced gateways such as those in the LTE core network).

NEW INFORMATION ON FOG COMPUTING

S mart GTid Network OpenFog_Reference_Architecture_2_09_17-FINAL-1

OpenFog Consortium Reference Architecture — Summary presentation for Denver Summit
https://arxiv.org/ftp/arxiv/papers/1712/1712.09645.pdf

Helder Antunes - Fog Forum Denver2
Fog and Security (Fog Forum 2017 Denver)2
OpenFog-Architecture-Overview-WP-2-2016

Panasonic Launches Smart City e i o P S S i
Innovation Showcase at Pena Rf“ Bechiges

Station NEXT to Celebrate ums o s s s 2, ot oG
Company's 100th Anniversary

ISBN 978-84-15595-84-7.
https://www.penastationnext.com/pan-clean-energy.html http://sites ieee.org/denver-comtechnology/
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IEEE Communications Society — Surveys and Tutorials

Internet of Things: A Survey on Enabling
Technologies, Protocols, and Applications

Ala Al-Fuqaha, Senior Member, IEEE, Mohsen Guizani, Fellow, IEEE, Mehdi Mohammadi, Student Member, IEEE,
Mohammed Aledhari, Student Member, IEEE, and Moussa Ayyash, Senior Member, IEEE

Security and Privacy of Smart Cities: A Survey,
Research Issues and Challenges

Mehdi Sookhak™ , Helen Tang, Senior Member, IEEE, Ying He

and F. Richard Yu ™, Fellow, IEEE

, Student Member, IEEE,

Abstraci—This paper provides an overview of the Internet of
Things (10T) with emphasis on enabling technologies, protocols,
and application issues. The IoT is enabled by the latest develop-
ments in RFID, smart sensors, communication technologies, and
Internet protocols. The basic premise is to have smart sensors col-
laborate directly without human involvement to deliver a new class
of applications. The current revolution in Internet, mobile, and
machine-to-machine (M2M) technologies can be seen as the first
phase of the loT. In the coming years, the IoT is expected to bridge
diverse technologies to enable new applications by connecting
physical ohjects together in support of intelligent decision making.
This paper starts by providing a horizontal overview of the IoT.
Then, we give an overview of some technical details that pertain to
the IoT enabling technologies, protocols, and applications. Com-
pared to other survey papers in the field, our ohjective is to provide
a more thorough summary of the most relevant protocols and ap-
plication issues to enable researchers and application developers to
get up to speed quickly on how the different protocols fit together
to deliver desired functionalities without having to go through
RFCs and the standards specifications. We also provide an over-
view of some of the key IoT challenges presented in the recent liter-
ature and provide a summary of related research work. Moreover,
we explore the relation between the loT and other emerging tech-
nologies including big data analytics and cloud and fog computing.
We also present the need for better horizontal integration among

IaT corvieoe Finallv wo nreocont dotailod corvies neo_racoe taillnet.

6/18/2020

The Sensable City: A Survey on the Deployment

P and Management for Smart City Monitoring
n y/ﬂ & S Rong Du™, Student Member, IEEE, Paolo Santi, Ming Xiao ™, Senior Member, IEEE,
? > RS LW Athanasios V. Vasilakos, and Carlo Fischione™, Member, IEEE

Next Generation 5G Wireless Networks:

Healthoare ' /

.
Indusiry
~ i

il Al A Comprehensive Survey
e B —
| o /) = Mamta Agiwal, Abhishek Roy, and Navrati Saxena
Agriculture 2 i Markel
/ , \ Survey of Fog Computing: Fundamental, Network
, § - S Applications, and Research Challenges
h :,_\ ls s % Mithun Mukherjee™ , Member, IEEE, Lei Shu™, Senior Member, IEEE, and Di Wang
f‘“'ui["\;.‘;f;:jj‘{jmi[;'--"'“'* e — v . .
— Smart Grid Metering Networks: A Survey on
Security, Privacy and Open Research Issues
Pardeep Kumar Member, IEEE , Yun Lin Member, IEEE, Guangdong Bai, Andrew Paverd Member, IEEE,
Jin Song Dong, and Andrew Martin Member, IEEE
=== |EEE
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Categories of Smart Cities - (IEEE Communications Surveys and Tutorials)

Type Ref. Key Features
[24]  Connecting people and city elements to gather information for creating a sustainable, greener city using new technologies
o ‘ [25] Optimizing electrical resources, transportation, and other city operations using the deployed sensors and communication
Digital City systems
[26] Interconnecting physical, IT, social, and business infrastructures to achieve intelligent city
[27]  An effective solution to control the resources
[28]  Investing in human and social capital and ICT communication to manage natural resources
[29]  Using smart communities to achieve an ideal economy and society and increase quality of life
ICT City 30] Exchanging and analyzing information intelligently on the basis of a smart governance operating for achieving sustainable
i city
[31] Identifying economy, people, governance, mobility, environment and living as the main characteristics of smart city
32] Promoting socio-economic, ecological, logistic and compctiti\:*c performance of cities by applying knowledge-intensive
strategies
[331 Applying ICT to promote human, social, relational, and environmental capitals
3] Developing urban centers (economic, human, social, and environmental capitals) using all available technology and
Compound City : resources
34] Including everything related to either governance and economy, or ICT, sensors, smart devices, and real-time data analysis
i city
[35]  Cultivating socio-technical and socio-economic aspects of cities by using specific intellectual abilities
[36] Applying ICT to optimize resources and infrastructures, augment economy capitals

6/18/2020
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Roadmap of Security and Privacy of Smart Cities -
(IEEE Communications Surveys and Tutorials)

Background l
History of Smart City l
Functional Archilccturcl

Pillars Infrastructure

Applications l

Security Requirements

Secure Communication

Secure Booting
Security Monitoring
Lifecyele Management
Updating & Patching
Auth. & M

Data & App. Protection

Security Challenges

loT-based Challenges

Connected Devices ]

Data Sensing, Storing,
and Transition

Data Processing &
Aggregation

Cloud-based Challenges|

A

Security & Privacy of Smart City

Privacy Challenges l
Data Sensing & Storage I
Data Mining & Analytics ]

6/18/2020

Solutions & Architectures

Secure Auth. & Access
Control

Data Over-Collection

Secure loT-based
Architectures

Secure Cloud-based
Architectures

|

Open Issues i

Lightweight big data
processing

Secure Data
Outsourcing

Sccure Participatory
Sensing

Security Risk

* COVErAge
o lifetime

* Coverage
“{# lifetime
+ detection lime

Pollution detection Smart grid monitoring
® COVerage o COVETape
* detection time & detection time

Smart building

Smart water system [~

Structural health
L] CI.'I\-'CFS&.L'C
o |ifetime

Intelligent traffic
® COvVErage
® ACCuracy

 Smart health
PR detection time

o lifetime

Fire detection
® detection time
® lifetime

Public surveillance
" Coverage

A smart city with various applications and sensing devices. Although these sensing systems
target different application domains, they share common objectives on coverage, network
lifetime, detection time, etc., and thus they share common research and design challenges.

Management
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Categories of Smart Cities - Security Requirements

Requirements

Method

Challenge

Secure Communication

Lightweight cryptographic Methods

Heterogeneity of Network components and
devices

Distributed key management system [51], [52]

Geographical distribution of smart cities;
Draining the embedded system’s resources

Secure Booting

Cryptographic

boot system

Adoption to heterogeneous loT devices

Security Monitoring, Analysis,
and Response

Cisco Security
sponse System

Monitoring, Analysis, and Re-
(MARS) [59]

Only applicable for Cisco network equipment

System, Application, and Solu-
tion Lifecycle Management

Smart City Comprehensive Data Life Cycle model

[61]

Lack of security and privacy measurement

Updating and Patching

Microsoft and Linux patch updating

Authenticating the update package may re-
duce the IoT device functionalities; May not
be applicable for old IoT devices

Authentication, Identification,
and Access Control

IBE [68], ABE

[69], RBAC [70]

Are only applicable for cloud-based IoT sys-
tems; May incur high computation cost on
IoT devices.

Data and Application Protection

Securing IoT devices, Access permission monitor-

ing, Securing ¢

ommunication links using crypto-

graphic methods

Lack of a comprehensive framework to pro-
vide security and privacy of all layers of
smart cities simultaneously.

6/18/2020
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Cybersecurity for the Smart Grid

Timeline of Growing Threats to Critical Infrastructure

+ Stuxnet

destroys
centrifuges in
Iranian
nuclear
facilities (via
infected
USBs)

Black Energy
attack on
Ukrainian
electrical grid
disables 50
substations
(135MW) —
destroys
SCADA hard
drives, battery
backups, &
access to
controllers

2015

o+

Industroyer
attack on
Ukrainian
electrical grid
disables 200MW
transmission
station — shuts
down Siemens
relays & destroys
ABB configuration
files

2016

+

+

NotPetya
(Russia) &
WannaCry
(DPRK) cause
billions of dollars
of damage with
industrial firms

DHS confirms
FUESERRGIGEL
actors are in
US critical
infrastructure

2017

EternalBlue
exploit stolen
from NSA

World learns of
TRITON attack on
petrochemical
facility — disables
Schneider Electric
safety controllers

+ VPNfilter malware

targets network
gateways

2018

+ LockerGoga

ransomware
strikes at least 5
industrial firms
including Norsk
Hydro plants,
causing $40M in
losses in first
week alone

2019




Cybersecurity for the Smart Grid

MAY 2020
I L

Denial-of-Service Privacy-Preserved Data-Centric

Resilient Frameworks for Optimal Energy Edge Computing
Synchrophasor-Based Wide  Trading, Statistics, and 1o Defend Power
Area Monitoring Systerms Forecasting for Grids Against

o ST AL RAGAS AL a Neighborhood [0T-Based Attacks
KOLIN FRLIL, AMD BHAVESH BHAL LA Areg Metwork BIEEK SHRESTHA AND HUI LI

DEWID SMITH, PEMG WANIG, MIMG DING,
IMAATHAN CHEN RRAHN TPaK

L4y The Cyberphysical Power

System Resilience Testbed: Architecture TB CYBER-PHYSICAL
and Applications
MOHAMMED MASUM SIRAJKHAN, I'S"I"STEMS
AR GRALDD, SNEHA KUMAR KAsER, The Monkey, the Ant, and
e ° the Elephant: Addressing
55 Anacking Electricity Markets Safety in Smart Spaces
Through loT Devices UM HELAL
CARLOS BARRETO, HIMANSHU MEEMA,
AND XENOFON KDUTSOUKOS
CYBERSECURITY 6.3 sensitive Detection of GPS Spoofing TE HFTEESH D_I:I':
FOR THE Attack in Phasor Measurement Units via .I!'uTtE'EkII'II;I Machine
SMART GRID Quasi-Dynamic State Estimation Learning Systems
JBHAD XIE AND AP, SAKIS MELIOPOLLOS
BRUCE SCHHNEIER
= IEEE
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Smart grids security challenges: Classification by sources of threats
https://www.sciencedirect.com/science/article/pii/S2314717218300163

474 A.O. Otuoze et al. / Journal of Electrical Svstems and Information Technologv 5 (2018) 468483

Smart Grid Security Sources of Threats

Non-Technical source of threats

Technical Operational
Security

¢ Infrastructural installations
and operations procedures

s Control initiations (Manual
or Automatic) based on
system status

# Reliability and Resiliency of
operations

& System’s level of
intelligence

®» Security of system’s data
and Analysis

» Personnel’s gualification
status and technical skills

& Regular routine check and
maintenance schedule.

Fig. 4. Classification of SG threats by sources. 38



MITRE ATT&CK for Industrial Control Systems - htips:/attack.mitre.org/

Matrices Tactics ~ Techniques ~ Mitigations - Groups Software Resourd

MITRE | ATT&CK"

The sub-techniques beta is now live! Read the release blog post for more info.

Blog & Contribute ‘ Search Q_ |

MITRE ATT&CK —
MITRE ATT&CK® is a globally-accessible knowledge base of

by @MITREattack
adversary tactics and technigues based on real-world Tweets e o

observations. The ATT&CK knowledge base is used as a uer ATTECK ~ Adversa ry TaCt|CS’
foundation for the development of specific threat models and @MITREattack .
methodologies in the private sector, in government, and in the Many in thtel_AITiiCK ‘50“‘:”“"“3_" ha"’e' ?5*‘:“_ for TeChanueS & Common
~ N N Permanent INKs 1o current versions ol lecnniques
cybersecurity product and service community. on our site. We've heard you and released an Knowledge
update to our site today ahead of our July 8th sub-
With the creation of ATT&CK, MITRE is fulfilling its mission to technigues release. Past and present versions of
solve problems for a safer world — by bringing communities ATT&CK are at- atfack mitre org/resources/vers....
together to develop more effective cybersecurity. ATT&CK is
open and available to any person or organization for use at no
Cha[ge_ ID: T1003

Tactic: Credential Access

C ®
A I I & K Platform: Windows, Linux, macOS "
Embed View on Twitter

Get Started » Contribute »

ICS ATT&CK Framework: Adversary Tactic and Techniques

IEEE
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MITRE ATT&CK for Industrial Control Systems - htips:/attack.mitre.org/

Networking Background

Purdue Model

-
& Internet

i
1
o r

[ b
Router © PRILS ;
] o
i
Wirekess uTM™y
Controfler Arawall
- IP TRlephony

NAS - Network Server
Area Storage Core
Switch

Switches $
dge Switches $

Wireless Acces Pmntw

Computer Servers

Distribution

Enterprise
Level 4 & 5

Industrial DMZ

Enterprise Network (IT)

CYB=R

— R wIETEE e

SuErvisoi

Process Control

Field control

Level O

Operational Technology (OT) Network
Industrial Internet Of Things (110T)

Industrial Control Systems (ICS) or SCADA
40



MITRE ATT&CK for Industrial Control Systems
https://attack.mitre.org/

Because ICS technology operates differently than enterprise technology, it requires that Activity Groups take a
unique approach to cause an impact in this arena. Even within ICS, industry verticals (Electric, 0&G,
Manufacturing) have unique characteristics. ATT&CK for ICS is vertical agnostic and is meant to work equally for
ICS systems that support a wide range of industrial processes.

ENTERPRISE

3
i
S
=}
=
<
3
1 -."-.
i
Q!
o

ATT&CK ICS
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Cybersecurity for the Smart Grid
Industrial Control Systems (ICS) Components

PLC - Programmable Logic Controller

PLC receives information from connected sensors or input devices, processes the
data, and triggers outputs based on pre-programmed parameters.

étBB’ Allen Bradley, Siemens, Mitsubishi, Honeywell, Motorola, Hitachi, General Electric,
C

RTU - Remote Terminal Unit

RTU and PLCs perform similar functions, but used in wider geographical telemetry
ABB, GE Grid Solutions, Honeywell, Schneider Electric, Siemens Energy

HMI - Human Machine Interface

HMI represents plant information to the operating personnel graphically in the form
of diagrams

Mitsubishi Electric, Omron, Rockwell, Schneider Electric, etc

EWS - Engineering WorkStation

Very reliable computer designed for configuration, maintenance and diagnostics of
the Industrial Control System (ICS) applications

Historian

Architected to Pull data from a variety of systems to quickly
form a complete context of the manufacturing environment.

Schneider Electric Wonderware, 0SI1Soft Pl, Rockwell

42



MITRE ATT&CK ICS Threat Matrix (1 of 2)

Initial Access

Ciata Historian
Compromiss

Execution

Change Program
State

Persistence

Hooking

Evasion

Exploitation for
Ewasion

Discovery

Control Device
|dentification

Crrive-by Compromiss

Cormmand-Lins

Interfacs

Module Firmware

Indicator Remowal an
Host

170 Module Discoveny

Enginesring
Workstation

Compromise

Execution through
AFI

Program Downlogd

Masgusrading

Metwork Connsction
Enumeration

Exploit Public-Facing
Application

Graphical Usar
Intarface

Project File Infection

Riogus Master Device

Metwork Service
Scanning

External Remote

) Man in the Middle System Firmvarare Fioothit Metwork Sniffing
SErvices
Internet Accessible Program Organization | Spoof Reporting Remote System
) ) Walid Accounts .
Cevice Units Message Discoverny

Replication Through
Remaovable Madia

Project File Infection

Speanphishing
Attachment

Scripting

Supphy Chain

Compromise

Usar Exscution

Wirsless Compromiss

LHilze/Changse

Operating Mods

Sernial Connection
Enumeration

ATT&CK is a normalized, structured
approach to classifying and describing the
methods adversaries use to attack
systems . ATT&CK starts out high level
and provides a solid framework of
concepts and relation- ships for
understanding attack methods .

Tactics —

Initial Access
Execution
Persistence
Evasion
Discovery
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MITRE ATT&CK ICS Threat Matrix (2 of 2)

Lateral Movement

Collection

Command and Control

Inhibit Response Function

https://collaborate.mitre.org/attackics/

Impair Process Control

Impact

ldentification

Screen
Capture

Keodify Alarm Settings

Spoof Reporting Message

Aut ted Activate Fi Updat Cx t
Default Credentials Y uma_a & Commonhy Used Port fvate Firmware Cpoate Brute Force VO AmAgE 1o
Collection Mode Property
Expiloitati f Crata from Denial of
=ploitation o . . . enial o
Rempte Services In flllrm?ltll:l.l'l Connection Proxy Alarm Suppression Change Program State Control
Repositories
Detect
External Remote EE . Standard Application . Denial of
A O perating Block Command Message Masguerading i
Services Layer Protocol Wiew
Mode
Program Detect Block R Hing M Modifv Control Lo Loss of
ock Reporting Message Aodi ontrol Logic
Organization Units Program State P 5 g Ty g Availability
. ) ) Loss of
Remote File Copy IO Image Block Serial COM Modify Parameter Contral
Loss of
L ti Productivi
wWalid Accounts UCE_IUH i Data Destruction KModule Firmware reductivity
Identification and
Revenue
Monit L f
mritar Denial of Service Program Dowsnload pEs o
Process State Safety
Point & Tag i i Lo=ss of
. X Device Restart/Shutdown Rogue Master Device .
ldentification Wiew
P Manipulati
rogram Manipulate 'O Image Service Stop anipuiation
Upload of Control
Role Manipulation

of Wiew

KModify Control Logic

Unauthorized Command
Mes=zage

Theft of
Operational
Information

Tactics —

Lateral Movement
Collection

Command and Control
Inhibit Response Function

Impair Process Control
Impact
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MITRE ATT&CK ICS Threat Matrix -Tactics https://collaborate.mitre.org/attackics/index.php/All Tactics

Below is a list of all 11 tactics in ATT&CK for ICS5:

Name % Description $

Collecti The adversary is trying to gather data of interest and domain knowledge on your ICS environment to inform
ollection

their goal.

The adversary is trying to communicate with and control compromised systems, controllers, and platforms
Command and Control i i
with access to your ICS environment.

Discovery The adversary is trying to figure out your ICS environment.

Evasion The adversary is trying to avoid being detected.

Execution The adversary is trying to run malicious code.

impact The- adversary is trying to manipulate, interrupt, or destroy your ICS systems, data, and their surrounding
environment.

Impair Process Control The adversary is trying to manipulate, disable, or damage physical control processes.

o . The adversary is trying to prevent your safety, protection, quality assurance, and operator intervention
Inhibit Response Function ] i ]
functions from responding to a failure, hazard, or unsafe state.

Initial Access The adversary is trying to get into your ICS environment.
Lateral Movement The adversary is trying to move through your ICS environment.
Persistence The adversary is trying to maintain their foothold in your ICS environment.
= IEEE
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ATT&CK ICS Threat Matrix Techniques = https://collaborate.mitre.org/attackics/index.php/All. Techniques

Below is a list of all 81 techniques in ATT&CK for ICS:

Name % | Tactics # |I1D # Technical Description *
Adversaries may activate firmware update mode on devices to prevent expected response functions from engaging in
Inhibit reaction to an emergency or process malfunction. For example, devices such as protection relays may have an operation
Activate Firmware Update Mode Response T800 | mode designed for firmware installation. This mode may halt process monitoring and related functions to allow new
Function firmware to be loaded. A device left in update mode may be placed in an inactive holding state if no firmware is provided

to it. By entering and leaving a device in this mode, the adversary may deny its usual functionalities.

Adversaries may target protection function alarms to prevent them from notifying operators of critical conditions. Alarm
messages may be a part of an overall reporting system and of particular interest for adversaries. Disruption of the alarm
system does not imply the disruption of the reporting system as a whole.

In the Maroochy Attack, the adversary suppressed alarm reporting to the central computer.[']

A Secura presentation on targeting OT notes a dual fold goal for adversaries attempting alarm suppression: prevent
outgoing alarms from being raised and prevent incoming alarms from being responded to.[2] The method of suppression

T ST anzlst;Lnse T878 may greatly depend on the type of alarm in gquestion:
Function « An alarm raised by a protocol message
« An alarm signaled with /O
« An alarm bit set in a flag (and read)
In ICS environments, the adversary may have to suppress or contend with multiple alarms and/or alarm propagation to
achieve a specific goal to evade detection or prevent intended responses from occurring.[2l Methods of suppression may
involve tampering or altering device displays and logs, modifying in memory code to fixed values, or even tampering with
assembly level instruction code.
Adversaries may automate collection of industrial environment information using tools or scripts. This automated
Automated Collection Collection 802 collection may leverage native control protocols and tools available in the control systems environment. For example, the

OPC protocol may be used to enumerate and gather information. Access to a system or interface with these native
protocols may allow collection and enumeration of other attached, communicating servers and devices.
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CyberX Presentation on MITRE Attack for ICS —

https://www.sans.org/webcast/recording/citrix/114775/216850

CYD=rok

-TESTED INODUSTRIAL-CYBERSEGURITY

MITRE ATT&CK for ICS:
A Technical Deep Dive

=E IEEE
6/18/2020 == gg{gﬁé‘l}l\[‘“ﬂlﬁﬂﬂﬂs
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Cybersecurity for the Smart Grid — Research and Reality

Frequency Regulation with Renewables

. Power Grid Reliability Concerning Wind

. Why Wind Farms Need to Step Up Cybersecurity
. Cybersecurity for Renewable Energy

https://tinyurl.com/ycs2vbcx
https://www.dnvgl.com/article/why-windfarms-need-to-step-up-cyber-security-128082
https://www.osti.gov/servlets/purl/1116652

Kinetic Energy Recovery Systems (KERS)

. How a layered approach keeps this F1 team's data
secure

. Cybersecurity and Formula One

https://www.zdnet.com/article/cybersecurity-how-a-layered-approach-keeps-this-f1-teams-data-

secure/

https://www.crowdstrike.com/mercedes-f1/

Machine Learning Model to Predict the nodal prices
Fault Detection Through ML and PLC

. Al and Cybersecurity (Bruce Schneier)

. Attacking Machine Learning Systems

https://www.schneier.com/blog/archives/2020/05/ai and cybersec.html
https://ieeexplore.ieee.org/document/9089095

Using Microgrids to Improve Electrical Reliability
. Assessment of Operational Energy System
Cybersecurity Vulnerabilities

https://www.mitre.org/sites/default/files/publications/pr 18-1118-assessment-operational-energy-

system-cybersecurity-vulnerabilities.pdf

Fast Charging Electric Vehicles
. Electric Vehicles Grid Integration & Cybersecurity R&D
. EV Charging Threats, Cybersecurity

https://www.naesco.org/data/energymeetings/presentations/Mohanpukar.pdf
https://blog.guardknox.com/ev-charging-threats-cybersecurity-ev-charging-ecosystem

6/18/2020
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Thank you for joining us!

e

SecurityFeeds LLC provides IT Management Consulting services

+ Communications and Security Engineering
+ Data Processing (Systems Engineering)

+ Project and Program Management

+ Risk Management (ISO 27001)

Our expertise includes Enterprise Security Architecture, Cloud
Security, Program Management, and Network Engineering.

"RISK is a four-letter word"

http://www.securityfeeds.com
trweil@ieee.orq 50




Securityle

Your source for enterprise s

NTRODUCTION ABOUT SERVICES RESOURCES v SECURITY INDUSTRY NEWS BLOG TOOLS™ CONTACT Q =

Your Source For Enterprise Security Management

Security Architecture | Cloud Secunty | Program Management | Systems Engineering | 150

27001} RiskManagement and Compliance | Secare’Automotive Network (V-PKI Hits the
Highway) | Secure-Autometive Networking for ITS

Welcome To SecurityFeeds

Tim Weil is an IT Security Program Manager with over twenty five years’ experience in data processing,
communications engineering, and information assurance (IA).

Rethink, Reimagine, and Recreate
Eﬂergy ECOSYStem Senice Management, cloud security (FedRAMP), enterprise risk management (NIST) for federal agencies and

His areas of experise include FedRAMP/FISMA compliance for federal agencies and cloud service providers, IT

30 11 compliance for commercial clients.

(IEEE Green Technologies Conference)




IEEE Milestone — Virginia Smith HVDC Converter Substation

6/18/2020

Il

Vlrguma Smith Converter Station
IEEE Milestones Award

The station’s innovative control technologies act

like giant shock absorbers between the eastern and

western alternating current grids, allowing a reliable flow of energy between the two.
Previous attempts to connect the grids without converter stations failed because fre-
guencies on each side do not exactly match. The Virginia Smith station is capable of

) ;'A'; transferring energy in either an east-west or west-east direction by converting and in-

verting the AC grids to a common, controllable, high voltage direct current. Creating a
reliable interconnection, the conversion process also makes it possible to maintain
separation so that in times of disturbances, impacts in one grid do not adversely affec
the other.
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IEEE Milestone — Virginia Smith HVDC Converter Substation

The 200 MW back-to-back HVDC Virginia Smith Converter Station
(SCS) was commissioned in 1987 to provide energy interchanges
between the eastern and western North American alternating current
(AC) power grids. The SCS facility is capable of transferring 200 MW
of power in either an east-to-west or west-to-east direction.

The east and west AC networks that connect to the SCS are com-
prised of large but dispersed generation and transmission systems
that are operated asynchronously. These power and energy systems
extend from the Pacific Ocean on the west to Atlantic Ocean on the
east. Before back-to-back HVDC facilities were built, it was almost
impossible to transfer power and energy between the eastern and
western North American power grids (see Figure 1- 1986 Map of
HVDC Interconnections).
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