
Tech Day VI 1

AT&T

Greenwood Village, CO

6 Dec 2017

Connected Vehicle and Intelligent Transportation Systems

US DOT Connected Vehicle Pilot Program and EU 
Cooperative ITS (C-ITS)

Tim Weil – CISSP/CCSP, CISA, PMP

Alcohol Monitoring Systems

IEEE Senior Member

Member COMSOC, ITS Societies

https://www.youtube.com/watch?v=HFtWejHjnhM
https://www.youtube.com/watch?v=HFtWejHjnhM
https://www.youtube.com/watch?v=awo7UNCKAXs
https://www.youtube.com/watch?v=awo7UNCKAXs


Tech Day VI 212/6/2017

Objectives of this Presentation

ITS Security for Vehicular Networks

-- A Writer’s Life

-- Applications for Connected Vehicles

-- ITS Models (US DOT Connected Vehicle, Use Cases)

-- Connected Car Pilot (NYC, THEA, WYO) 

-- EU Cooperative ITS Projects (SCOOP@F)

Car-to-X Networking

-- The Networking Models

-- Fully Connected Vehicle (US DOT CV Pilot)

-- Standards - Basic Safety Message, WAVE, DSRC

-- Case Study – EU PRESERVE project (C-ITS)

Topics in Security and Privacy

-- Case Study – EU PRESERVE project (C-ITS)
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A Writer’s Life –
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Introduction − USDOT ITS National Architecture (legacy)
http://local.iteris.com/cvria/html/about/connectedvehicle.html

http://local.iteris.com/cvria/html/about/connectedvehicle.html
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Introduction − USDOT ITS National Architecture (ARC-IT)
http://local.iteris.com/arc-it/index.html

http://local.iteris.com/arc-it/index.html
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Catalog of Services (CVRIA)
http://local.iteris.com/arc-it/html/servicepackages/servicepackages-areaspsort.html

http://local.iteris.com/arc-it/html/servicepackages/servicepackages-areaspsort.html
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Introduction − ITS Use Cases Services and Applications

Connected Vehicle Pilot Deployment Program, V. Fessmann, US DOT ITS JPO 

https://www.its.dot.gov/pilots/pdf/CV_PilotWebinar5_Devices_QPL.pdf

https://www.its.dot.gov/pilots/pdf/CV_PilotWebinar5_Devices_QPL.pdf
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US DOT ITS JPO – Connected Vehicle Pilot Deployment Program
https://www.its.dot.gov/pilots/

https://www.its.dot.gov/pilots/
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Tampa-Hillsborough Expressway Authority (THEA) Pilot
https://www.its.dot.gov/pilots/pilots_thea.htm

Tampa-Hillsborough Expressway Authority (THEA) owns and operates the Selmon Reversible Express Lanes (REL), 

which is a first-of-its-kind facility to address urban congestion. The REL morning commute endpoint intersection is on 

major routes into and out of  the downtown Tampa commercial business district. Drivers experience significant delay 

during the morning peak hour resulting in, and often caused by, a correspondingly large number of  rear-end crashes 

and red light running collisions. Because the lanes are reversible, wrong way entry is possible.The THEA CV Pilot will 

employ Dedicated Short Range Communication (DSRC) to enable transmissions among approximately 1,600 cars, 10 

buses, 10 trolleys, 500 pedestrians with smartphone applications, and approximately 40 roadside units. units along city 

streets 

https://www.its.dot.gov/pilots/pilots_thea.htm
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Wyoming (WY) DOT Connected Car Pilot
https://wydotcvp.wyoroad.info/

WYDOT will develop systems that support the use of  CV Technology along the 402 miles of  I-80 in Wyoming. As listed in 

Table 2, approximately 75 roadside units (RSUs) that can receive and broadcast message using Dedicated Short Range 

Communication (DSRC) will be deployed along various sections of  I-80. WYDOT will equip around 400 vehicles, a 

combination of  fleet vehicles and commercial trucks with on-board units (OBUs). Of the 400 vehicles, at least 150 would 

be heavy trucks that are expected to be regular users of  I-80. In addition, of  the 400 equipped-vehicles, 100 WYDOT 

fleet vehicles, snowplows and highway patrol vehicles, will be equipped with OBUs and mobile weather sensors. units 

along city streets 

Wyoming is an important freight corridor that plays a critical 

role in the movement of goods across the country and 

between the United States, Canada, and Mexico. As shown in 

the figure below, Interstate 80 (I-80) in southern Wyoming 

which is above 6000 feet is a major corridor for east/west 

freight movement and moves more than 32 million tons of 

freight per year. During winter seasons when wind speeds 

and wind gusts exceed 30 mph and 65 mph respectively, 

crash rates on I-80 have been found to be 3 to 5 times as high 

as summer crash rates. This resulted in 200 truck blowovers 

within 4 years and often led to road closures.road 

closures.

https://www.youtube.com/watch?v=FxsLA8OmGSk
https://wydotcvp.wyoroad.info/
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New York City (NYC) Connected Car Pilot - http://www.cvp.nyc/

The NYCDOT CV Pilot Deployment project area encompasses three distinct 

areas in the boroughs of Manhattan and Brooklyn (see the figure below). The 

first area includes a 4-mile segment of Franklin D. Roosevelt (FDR) Drive in 

the Upper East Side and East Harlem neighborhoods of Manhattan. The 

second area includes four one-way corridors in Manhattan. The third area 

covers a 1.6-mile segment of Flatbush Avenue in Brooklyn. As shown in Table 

2, approximately 5,800 cabs, 1,250 MTA buses, 400 commercial fleet delivery 

trucks, and 500 City vehicles will be fit with CV technology. The deployment 

will include approximately 310 signalized intersections for vehicle-to-

infrastructure (V2I) technology using DSRC technology.

The NYCDOT leads the New York City 

Pilot, which aims to improve the safety of 

travelers and pedestrians in the city 

through the deployment of V2V and V2I 

connected vehicle technologies. This 

objective directly aligns with the city’s 

Vision Zero initiative. In 2014, NYC began 

its Vision Zero program to reduce the 

number of fatalities and injuries resulting 

from traffic crashes.per hour (mph). 

http://www.cvp.nyc/
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New York City (NYC) Connected Car Pilot - http://www.cvp.nyc/

https://www.youtube.com/watch?v=Bxu29Qbs-zI
http://www.cvp.nyc/
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Applications by Connected Vehicle Test Bed
.
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Federal Highway Administration Awards Nearly $54 Million in AdvancedTransportation and 
Congestion Management Technologies Grants – Oct 2017 (1 of 2)

State Project Name Recipient/Project Description 

AZ Loop 101 Mobility Project 

Arizona DOT. The funding will be used to improve safety and existing arterial capacity in the Loop 

101 corridor by deploying technology and systems to support ICM, public transportation, 

SMARTDriveSM and other connected traffic management and other real-time information 

technologies. 

CA 

Global Opportunities at the Port of 

Oakland Freight Intelligent 

Transportation System  

Alameda County Transportation Commission. The GoPort Freight ITS project will deploy the 

nation's first integration of Freight Community System and advanced ITS technology that will 

include a new port-specific TMC, traffic sensors, advanced traveler information, traffic messaging, 

trucking information for mobile apps, rail grade warning and terminal queue information. 

FL  
Connecting the East Orlando 

Communities 

Florida DOT. The FDOT, MetroPlan Orlando and the University of Central Florida (UCF) will 

utilize the grant to advance numerous ITS technologies as part of PedSafe, GreenWay, 

SmartCommunity and SunStore. 

ID SMART Arterial Management  

Ada County Highway District. The funding will be used to replace traffic signal controllers and 

detection systems at 82 intersections to implement new traffic signal performance measures. 

MI 
Improving Safety and Connectivity 

in Four Detroit Neighborhoods  

City of Detroit. The funds will be used to increase mobility for residents in four target 

neighborhoods with high-traffic corridors. 

OH Connecting Cleveland Project  

Greater Cleveland Regional Transit Authority. The CCP will improve communications 

infrastructure, enhance rider and passenger safety and reduce rider travel time. It will also enhance 

the overall efficiency of the transportation system while contributing to community revitalization. 

 

https://www.fhwa.dot.gov/pressroom/fhwa1717.cfm
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Federal Highway Administration Awards Nearly $54 Million in AdvancedTransportation and 
Congestion Management Technologies Grants – Oct 2017 (2 of 2)

State Project Name Recipient/Project Description 

SC 
Greenville Automated (A-

Taxi) Shuttles 

County of Greenville. The deployment of an integrated system of Automated 

Taxi-Shuttles (A-Taxis) on public roads will be the first in the nation–

improving access to transportation for disadvantaged and mobility impaired 

residents. 

TX 
The Texas Connected 

Freight Corridors Project  

Texas DOT. The Texas Connected Freight Corridors project will deploy 

connected vehicle technologies in over 1,000 trucks and agency fleet vehicles 

that will be able to transmit data and receive warnings from 12 CV 

applications. 

VA 

Truck Reservation System 

and Automated Work 

Flow Data Model 

Virginia Port Authority. The project involves the design, implementation and 

deployment of a second-generation truck reservation system that builds on the 

successes of the Port of NY/NJ reservation system for access to container 

terminals. 

WA 
Multimodal Integrated 

Corridor Mobility for All 

City of Seattle DOT. The MICMA project will leverage and enhance 

Intelligent Transportation System (ITS) and Mobility-as-a-Service (MaaS) 

platforms to create a multimodal operations environment that responds to all 

users. 

 

https://www.fhwa.dot.gov/pressroom/fhwa1717.cfm


Tech Day VI 1612/6/2017

EU C-ITS Resources

EU Consortium Active ITS Road Projects (EU)

• C-ITS Cooperative, Connected and Automated Mobility

• EU Open In-Vehicle Platform

• EU ITS Road Corridor Initiatives - Amsterdam Group

• Connected Vehicles and Roads - Project Scoop@F

• Cooperative ITS Deployment Coordination Support

• Project Scoop@F- EU ITS Corridors

• C-ITS Applications – SCOOP@F

EU Consortium Foundation Projects (EU)

• Secure Vehicle Communication (SeVeCom)

• Car-To-Car Consortium (Car2Car)

• ITS-Europe(Ertico)

• EU C2C Pilot Program

• CVIS - Cooperative Vehicles Infrastructure Systems

https://ec.europa.eu/transport/themes/its/c-its_en
https://ec.europa.eu/transport/themes/its/road/action_plan/open_in-vehicle_platform_en
https://amsterdamgroup.mett.nl/Corridor+initiatives/default.aspx
http://www.scoop.developpement-durable.gouv.fr/en/project-r2.html
http://www.codecs-project.eu/index.php?id=38
https://amsterdamgroup.mett.nl/downloads/handlerdownloadfiles.ashx?idnv=486699
https://amsterdamgroup.mett.nl/downloads/handlerdownloadfiles.ashx?idnv=833179
http://www.sevecom.org/
http://www.car-2-car.org/index.php?id=6
http://www.ertico.com/
https://www.car-2-car.org/index.php?id=6
http://www.cvisproject.org/
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EU Cooperative Intelligent Transporation Systems – Standards 2014

[1] Standards for C-ITS (2014) – http://its-standards.info/Standards_for_C-ITS.pdf

http://its-standards.info/Standards_for_C-ITS.pd
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Car-to-X (C2X) communication patterns

Vehicular Networking    1). F. Dressler, C. Sommer, Vehicular Networking © 2014 Cambridge University Press

Vehicular networking is what we adopted as the most general classifier, referring to the field of computer 

communications and networking as applied to vehicles. Vehicular networking thus encompasses both in-car and 

inter-vehicle communication aspects as well as their fusion.

Inter-vehicle communication (IVC) restricts this to exclude wired communication as  well  as  any  network  

(wired  or  wireless)  within  vehicles.  It  thus  refers  to  a system where vehicles are participants in a wireless 

network. Other participants such as roadside units (RSUs) can explicitly be part of this network.

Vehicular ad-hoc network (VANET) has  its  origins  in  the  discipline  of  mobile ad-hoc  networks  

(MANETs),  casting  VANETs  as  a  novel  application  domain. Being the basis for what we call IVC today, the term 

is still somewhat synonymous  with  IVC,  but  focuses  on  spontaneously  created  ad-hoc  networks,  much less on 

pre-deployed infrastructure like using RSUs or cellular networks.

Intelligent transportation system (ITS) describes the overall goal of being able  make better use of 

transportation networks, for which road networks are one of many such networks and IVC is one means among 

many. Lately, other modes of transportation have faded into the background and ITS has become synonymous with  

intelligent road networks.   

Vehicle to vehicle (V2V) as  well  as vehicle to infrastructure (V2I) andvehicle to X (V2X) all  refer  to  the  end  

points  of  communication,  indicating  whether information  is  being  exchanged  with  other  vehicles,  with  

infrastructure  (also called  vehicle-to-roadside),  or  with  arbitrary  nodes  – independently  of  the technology being 

used. car for vehicle (forming  C2C,  C2I,  and  C2X)  to  refer  to  the  same concepts.
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Car-to-X (C2X) communication patterns and Use Cases

Vehicular Networking

Illustration: ETSI

… to infrastructure

… to car

… to home



Tech Day VI 2012/6/2017

Taxonomy of Use Cases

Vehicle-to-X

Non-Safety

Comfort

Contextual 
Information

Entertainment

Traffic Information 
Systems

Optimal 
Speed 

Advisory

Congestion, 
Accident 

Information

Situation Awareness

Adaptive 
Cruise 
Control

Blind 
Spot 

Warning
Warning Messages

Traffic Light 
Violation

Electronic 
Brake Light

1). F. Dressler, C. Sommer, Vehicular Networking
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Vehicle-to-X

Non-Safety

Many messages

High data rate

Low latency demands

Low reliability demands

Safety

Few messages

Small packet size

High latency demands

High reliability demands

Taxonomy of Use Cases

1). F. Dressler, C. Sommer, Vehicular Networking
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US DOT Model – Future of Transportation

Vehicle Based Data and Availability, B. Cronin, US DOT ITS JPO, 2012 

https://www.its.dot.gov/itspac/october2012/PDF/data_availability.pdf

https://www.youtube.com/watch?v=Q8Cn47L8FRQ
https://www.its.dot.gov/itspac/october2012/PDF/data_availability.pdf
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Future of Privacy Forum Infographics - Data and the Connected Car https://fpf.org

Today's connected technologies are making transportation safer and more convnient. Many new features are enabled by the collection and processing of data. Cars are becoming part of 
a trusted mobile ecosystem that ensures data flows between a network of carmakers, vendors and others to support individuals' safety, logistics, infotainment, and security needs. This 
visual represents devices that may be employed in today's connected cars; no single vehicle will have all of these features, but most new vehicles have some. Much connected car data is
protected by technical controls, laws, self-regulatory commitments, privacy policies, and other emerging mechanisms or controls.

https://fpf.org/
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Basics of Dedicated Short Range Radio (DSRC)
https://www.its.dot.gov/presentations/world_congress2016/Leonard_DSRC_Spectrum2016.pdf

DSRC Use Case – Truck Platooning

https://www.youtube.com/watch?v=YBTL0GNwqKs

https://www.its.dot.gov/presentations/world_congress2016/Leonard_DSRC_Spectrum2016.pdf
https://www.youtube.com/watch?v=YBTL0GNwqKs
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DSRC Operations Model
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 IEEE P802.11p, Amendment to STANDARD FOR Information technology—Telecommunications and 
information exchange between systems—LAN/MAN Specific Requirements—Part 11: Wireless LAN Medium 
Access Control (MAC) and Physical Layer (PHY) specifications: Wireless Access in Vehicular Environments 
(WAVE).

 IEEE Std 1609.0-2013 – IEEE Trial-Use Standard for Wireless Access in Vehicular Environments (WAVE) -
Architecture

 IEEE Std 1609.2-2016™, IEEE Standard for Wireless Access in Vehicular Environments (WAVE)—Security 
Services for Applications and Management Messages.   

 IEEE Std 1609.3-2010™, IEEE Trial-Use Standard for Wireless Access in Vehicular Environments 
(WAVE)—Networking Services.

 IEEE Std 1609.4-2011™,, IEEE Trial-Use Standard for Wireless Access in Vehicular Environments 
(WAVE)—Multi-Channel Operation.

 IEEE Std 1609.11-2011™, IEEE Draft Standard for Wireless Access in Vehicular Environments (WAVE)—
Over-the-Air Data Exchange Protocol for Intelligent Transportation Systems (ITS) - Electronic Payment 
Service

 IEEE Std 1609.12-2016™, IEEE Draft Standard for Wireless Access in Vehicular Environments (WAVE)—
Identifier Allocation

IEEE Standards Association Publications (WAVE) –
https://standards.ieee.org/develop/wg/1609_WG.html

http://www.techstreet.com/cgi-bin/pdf/preview/2546797/previews/IEEE_802_11p-2020_pre.pdf
https://standards.ieee.org/findstds/standard/1609.0-2013.html
https://standards.ieee.org/findstds/standard/1609.2-2013.html
https://standards.ieee.org/findstds/standard/1609.3-2010.html
http://www.techstreet.com/standards/ieee/1609_4_2010?product_id=1777879
http://www.techstreet.com/standards/ieee/1609_11_2010?product_id=1777740
https://standards.ieee.org/findstds/standard/1609.12-2016.html
https://standards.ieee.org/develop/wg/1609_WG.html
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Wireless Access in Vehicular Environments (WAVE) Services

WAVE system is a radio communications system intended to provide seamless, interoperable 

services to transportation. These services include those recognized by the U.S. National 

Intelligent Transportation Systems (ITS) Architecture a and many others contemplated by the 

automotive and transportation infrastructure industries. These services include vehicle-to-

roadside communication, vehicle-to-vehicle communications, and potentially communication 

among other devices. Networking Services provides services to WAVE devices and systems. 

Layers 3 and 4 of the open system interconnect (OSI) model and the Internet Protocol (IP), User 

Datagram Protocol (UDP), and Transmission Control Protocol (TCP)elements of the Internet 

model are represented. Management and data services within WAVE devices are provided. 

The term dedicated short range communications (DSRC) is sometimes used in the U. S. to refer 

to radio spectrum or technologies associated with WAVE. For example, U. S. Federal 

Communications Commission (FCC) documents allocate spectrum to “mobile service for use by 

DSRC systems operating in the Intelligent Transportation System (ITS) radio service,” and the 

Society of Automotive Engineers (SAE) has specified messages in SAE J2735 “for use by 

applications intended to utilize the 5.9 GHz dedicated short range communications for wireless 

access in vehicular environments.”
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WAVE Protocol stack showing DSRC layers  and details of WAVE Security Services

[1] IEEE Vehicular Technology Society, "IEEE1609.0  (WAVE Architecture)," IEEE Std
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Basic Safety Messages (BSM)

BSMs are one of the primary building

blocks for V2V communications. They

provide situational awareness

information to individual vehicles

regarding traffic and safety. BSMs are

broadcast ten times per second by a

vehicle to all neighboring vehicles and

are designed to warn the drivers of those

vehicles of crash imminent situations.
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Vehicle Broadcast of a Basic Safety Message

“Privacy Issues for Consideration by USDOT Based on Review of  

Preliminary Technical Framework,” FHWA-JPO-15-236 

“Privacy Issues for Consideration by USDOT Based on Review of Preliminary Technical Framework,” FHWA-JPO-15-236

https://www.regulations.gov/document?D=NHTSA-2016-0126-0003

Basic connectivity options between vehicles and RSUs. BSMs are one of the primary 

building blocks for V2V communications. They provide situational awareness information 

to individual vehicles regarding traffic and safety items including imminent crash 

avoidance applications. These messages are broadcast to all OBE within range but may 

also be received by RSUs. BSMs originate only from vehicles. Messages that will be 

broadcast from an RSU to vehicle OBE in support of safety are not classified as BSM by 

SAE J2735 but include RSA, TIM, SPAT, MAP, EVA, or other message types; “RSA” is used 

on the figure to represent all safety messages originating from RSUs. 

Using V2V communications for imminent crash avoidance applications requires frequent 

transmission of BSMs—nominally, 10 times per second. These messages contain 

unencrypted information regarding the device’s position, speed, and further values as 

defined in SAE J2735. These messages are broadcast and can be received by all OBE 

and RSUs within range. Although the body of the messages is unencrypted, the sender 

signs each message and the receiver verifies whether the signature is valid, In order to 

verify the authenticity and integrity of the message. This requires an SCMS, which, in this 

case, is realized by a public key infrastructure to provide necessary signing credentials.

https://www.regulations.gov/document?D=NHTSA-2016-0126-0003
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SAE J2945/1 – On-board Minimum Performance Requirements for 
V2V Safety Systems - BSM Part 1 Data

[1] J. Misener, SAE Connected Vehicle Standards, CES 2016, Jan 2016
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Private Vehicles Receiving BSMs from DSRC and non-DSRC Sources

Vehicle Based Data and Availability, B. Cronin, US DOT ITS JPO, 2012 

https://www.its.dot.gov/itspac/october2012/PDF/data_availability.pdf

https://www.its.dot.gov/itspac/october2012/PDF/data_availability.pdf
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Lane 
detection

Lane 
change 
warning

Car behind 
changing lanes

Self-driving

Self-
drivin
g 
vehicl
e

Vision
Processing

Alert! 
Accident 
2 miles ahead.

Heavy stop and go traffic 
ahead. Would you like me to 
drive?

3G/4G
/5G

cellula
rExit Genesee       

Ave in 1 mile

4G LTE-V2X / 5G

The variety of connected vehicle applications can be handled by a variety of over 
the air technologies, depending on application requirements

A New Era of Connected Car Capabilities
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ITS Security and Privacy – Data You Can Trust

Note – SCSM Design emphasizes ‘Authenticity’ (trust the sender) and ‘availability’ is not highlighted in the VPKI specification
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Smart vehicle are unsecure robots

Modern cars include:

– more than 80 ECUs

– many logically interacting subsystems

…sensors, actuators, and their intelligent interconnection
** A. Bicchi, L. Pallottino, et al, “Misbehavior Detection in Large Networks of Heterogeneous Vehicles”, CAMP Workshop 

on Misbehavior Detection - https://stash.campllc.org/projects/SCMS/repos/mbd-workshop/browse/Day%202%20-

%203%20-%20V2X%20Talk%20Fagiolini.pptx

https://stash.campllc.org/projects/SCMS/repos/mbd-workshop/browse/Day 2 - 3 - V2X Talk Fagiolini.pptx
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Representative VC projects, consortia, and working groups related to V-PKI

1). P Papadimitratos, et al , “Vehicular communication systems: Enabling Technologies, Applications, IEEE Communications Magazine, Nov 2009nd 

Future Outlook on Intelligent Transportation
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Recent EU ITS Security and Privacy Related Projects

1) P. Papadimitratos, PRESERVE Overview, WC3 Meeting, Jan 2011 - https://www.w3.org/wiki/images/1/11/PRESERVE-Overview-.pdf

https://www.w3.org/wiki/images/1/11/PRESERVE-Overview-.pdf
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PRESERVE (Preparing Secure Vehicle-to-X Communication Systems)

1) P. Papadimitratos, PRESERVE Overview, WC3 Meeting, Jan 2011 - https://www.w3.org/wiki/images/1/11/PRESERVE-Overview-.pdf

https://www.w3.org/wiki/images/1/11/PRESERVE-Overview-.pdf
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PRESERVE Vehicle Security Subsystems (EU)

1) Security Architecture PRESERVE Project - https://www.preserve-project.eu/sites/preserve-project.eu/files/preserve-ws-02-security-architecture.pdf

https://www.preserve-project.eu/sites/preserve-project.eu/files/preserve-ws-02-security-architecture.pdf


40

Secure Automotive Networking – V-PKI Hits the Highway
http://securityfeeds.com/vpki.html

http://securityfeeds.com/vpki.html


Tech Day VI 4112/6/2017

Privacy-Preserving Vehicular PKI (a very broad subject)
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The real challenges of VC data sharing are policy and cultural issues
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The Roads Must Roll – Robert Heinlein
GM Futurama – Connected Car (1956)

https://www.youtube.com/watch?v=Rx6keHpeYak
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 Magazine, Volume 19, Issue 1, January 2017 - http://www.securityfeeds.com/drupal7/blog/vpki-hits-highway-
it-professional-february-2017

 National Highway Traffic Safety Administration (NHTSA), Department of Transportation (DOT) Notice of 
Proposed Rulemaking, ‘Federal Motor Vehicle Safety Standard (FMVSS), No. 150, to mandate vehicle-to-
vehicle (V2V) communications for new light vehicles and to standardize the message and format of V2V 
transmissions’, Federal Register Vol 82, No 87, Jan 12, 2017, online available at -
https://www.federalregister.gov/documents/2017/01/12/2016-31059/federal-motor-vehicle-safety-standards-v2v-communications

 Regulations.Gov – Industry Response to the FMVSS NPRM
https://www.regulations.gov/docketBrowser?rpp=50&so=DESC&sb=postedDate&po=50&s=SCMS&dct=PS&D=NHTSA-2016-0126

 Security  architecture - Integrating security into the communicating  vehicle, Norbert Bissmeyer, Fraunhofer  
SIT June  18th 2015 https://www.preserve-project.eu/sites/preserve-project.eu/files/preserve-ws-02-security-architecture.pdf

 C., Sade, D., Lukuc, M., Simons, J., & Wang, J. (2014, August). Vehicle-to-vehicle communications: 
Readiness of V2V technology for application. (Report No. DOT HS 812 014). Washington, DC: National 
Highway Traffic Safety Administration, online available - https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/readiness-of-v2v-
technology-for-application-812014.pdf

 F. Dressler, C. Sommer, Vehicular Networking, Cambridge University Press, Dec 2014 -
http://book.car2x.org/Vehicular_Networking_Slides.pdf 

 J. Misener, SAE Connected Vehicle Standards, CES 2016, Jan 2016, 
http://www.sae.org/events/ces/2016/attend/program/presentations/misener.pdf.

 P. Papadimitratos, A. de La Fortelle, K. Evenssen, R. Brignolo, S. Cosenze, “Vehicular communication 

systems: Enabling Technologies, Applications and Future Outlook on Intelligent Transportation,” IEEE 

Commun. Mag., vol. 47, no. 11, pp. 84-95, Nov. 2009.
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