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https://www.youtube.com/watch?v=HFtWejHjnhM
https://www.youtube.com/watch?v=HFtWejHjnhM
https://www.youtube.com/watch?v=awo7UNCKAXs
https://www.youtube.com/watch?v=awo7UNCKAXs
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Introduction — USDOT ITS National Architecture (legacy)
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http://local.iteris.com/cvria/html/about/connectedvehicle.html

Introduction = USDOT ITS National Architecture (ARC-IT)

http://local.iteris.com/arc-it/index.html

e United States Department of Transportation About DOT | Briefing Room | Ou

ARC-IT 8.0 @ X/ @

— { (6
) ——(®) <

Architecture w Architecture Use v Architecture Resources w Architecture Terminclogy Contact The Architecture Team

Including the National ITS Architecture and CVRIA

Architecture Reference for Cooperative and Intelligent Transportation

The Architecture Reference for Cooperative and Intelligent Transportation (ARC-IT) provides a common framework for planning,

defining, and integrating inteligent transportation systems. It is a mature product that reflects the contributions of a broad cross- Latest News Architecture Reference for Cooperative

section of the TS community (transportation practitioners, systems engineers, system developers, technology specialists, xﬂ%ﬁ‘ﬁ:";iﬂg; a"a'.‘ag::”:re“. and Intelligent Transportation (ARC-IT)
consuftants, etc.). Lo Bes s
ARC-IT iz a reference architecture: it provides common basis for planners and engineers with differing concerns to conceive, ﬁ:&'&ﬁ?&sﬁ;ﬁgﬂﬁ:ﬁ"ﬁg :e'?::__:_el‘“ e * ._h ._.-\*.
design and implement systems using a common language as a basis for delivering TS, but does not mandate any particular unifies, and enhances Version 7.1 of the
implementation. ARC-IT includes artifacts that answer concerns relevant to a large variety of stakeholders, and provides tools 3:::;:';;5 ;;r_'ﬁff;r"f and CVRIA 3 P
intended for transportation planners, regional architects and systems engineers to conceive of and develop regional architectures, e Enterprise View
and scope and develop projects. SET-IT Version 8.0 is a major new release of
To get started, begin with the menu bar above: }:;ﬂ;ﬁmf ﬂﬁETﬂxﬁfp;?m : .’ h /*' .-‘l
all of ITS, and includes many fioees and . .
» Architecture contains links to all of the content inside the architecture, and describes the structure of the architecture. In upgrades. Besd more... i i bt
LT The architecture team is planning workshops. Functional View
o Service Packages provide the most straightforward entry into ARC-IT content. Similar in appearance to CVRIA o be held this summer in San Jose and
applications, these include all of the services defined in both CWRIA and the National TS Architecture 7.1. Detroit. We will provide an in-parson o - —
o Views and itz sub-menus provide view-specific content; if for example you are looking for a particular information guerviw of the changes to ARCHIT, - -
demonstrate its use and answer any and sl
flow, or a particular communications prefile, browse the relevant physical and communications sections here. questions. Resd more... . - .
o Methodology and itz sub-menus describe the structure of the architecture: how it is buitt, how the artifacts within are Physical View
inter-related. .
& The Security section describes how security is addressed throughout the architecture and provides links to cross- ;i . - -
cutting security content.
# Architecture Uze describes how to uze ARC-IT, from the perspective of a regional architect or project systems engineer. ww Livtond ptscan i ag A s g e s i St
s Architecture Resources provides access to all ARC-IT content in user-downleadable forms. Notably this also includes access to our tools: RAD-T and SET-T, that Communications View

provide you with means to manipulate the architecture according to models’ rules, customizing the reference architecture to your regional or project needs.

# Architecture Terminology provides those defintions that permeate these pages.
* Contact the Architecture Team gives you a direct line to the source. We want to hear from you! If you have questions, concerns or find an error (say it isn't s0!) we'd

like to know about

12/6/2017
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Catalog of Services (CVRIA)

http://local.iteris.com/arc-it/html/servicepackages/servicepackages-areaspsort.html

&® United States Departrent of Transportation

ARC-IT 8.0

Including the National ITS Architecture and CVRIA

Architecture w

Architecture Use w Architecture Resources »

Home = Service Packages = Mational TS Architecture 7.1 Heritage

Architecture Terminclogy » Contact The Architecture Team

About DOT | Briefing Room | O

National ITS Architecture 7.1 Heritage

The table below shows how the National ITS Architecture 7.1 service packages trace to ARC-IT 3.0 service packages.

National ITS Architecture 7.1 Service Package ARCAT 8.0 Service Package

Short Hame & Hame Short Hame Hame

AD1 TS Data Mart D01 TS Data Warehouse

ADZ TS Data Warehouse D01 TS Data Warehouse

AD3 TS Virtual Data Warehousze D01 TS Data Warehouse

APTSMM Transit Vehicle Tracking PTO1 Tranzit Vehicle Tracking
APTS02 Transit Fixed-Route Cperations PTOZ Transit Fixed-Route Operations
APTS03 Demand Response Transit Operations PTO03 Dynamic Tranzit Operations
APTS04 Transit Fare Collection Management PTO04 Tranzit Fare Collection Management
APTS05 Transit Security PTO5 Tranzit Security

APTS06 Transit Fleet Management PTO0S Tranzit Fleet MHanagement
APTSO07 Multi-modal Coordination PT14 Multtimedal Coordination
APTS03 Transit Traveler Information PTOS Tranzit Traveler Information
APTS09 Transit Signal Priority PTOS Tranzit Signal Priority

APTS10 Transit Pag=enger Counting PTO7 Tranzit Paz=enger Counting
APTSN Mutimodal Connection Protection PTi7 Tranzit Connection Protection

12/6/2017
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http://local.iteris.com/arc-it/html/servicepackages/servicepackages-areaspsort.html

Introduction - ITS Use Cases Services and Applications
CONNECTED VEHICLE APPLICATIONS

V2| Safety

Red Light Violation Warning

Curve Speed Warning

Stop Sign Gap Assist

Spot Weather Impact Warning
Reduced Speed/Work Zone Warning
Pedestrian in Signalized Crosswalk
Warning (Transit)

Emergency Electronic Brake Lights
(EEBL)

Forward Collision Warning (FCW)
Intersection Movement Assist (IMA)
Left Turn Assist (LTA)

Blind Spot/Lane Change Warning
(BSW/LCW)

Do Not Pass Warning (DNPW)
Vehicle Turning Right in Front of Bus
Warning (Transit)

Agency Data
Probe-based Pavement Maintenance
Probe-enabled Traffic Monitoring
Vehicle Classification-based Traffic
Studies
CV-enabled Turning Movement &
Intersection Analysis

CV-enabled Origin-Destination Studies
Work Zone Traveler Information

Environment
Eco-Approach and Departure at
Signalized Intersections
Eco-Traffic Signal Timing
Eco-Traffic Signal Priority
Connected Eco-Driving
Wireless Inductive/Resonance
Charging
Eco-Lanes Management
Eco-Speed Harmonization
Eco-Cooperative Adaptive Cruise
Control

Eco-Traveler Information
Eco-Ramp Metering
Low Emissions Zone Management

AFV Charging / Fueling
Information

Eco-Smart Parking

Mobility

Advanced Traveler Information System
Intelligent Traffic Signal System

(I-SIG)

Signal Priority (transit, freight)

Mobile Accessible Pedestrian Signal
System (PED-SIG)

Emergency Vehicle Preemption (PREEMPT)
Dynamic Speed Harmonization (SPD-
HARM)

Queue Warning (Q-WARN)

Cooperative Adaptive Cruise Control
(CACC)

Incident Scene Pre-Arrival Staging
Guidance for Emergency Responders
(RESP-STG)

Incident Scene Work Zone Alerts for Drivers
and Workers (INC-ZONE)

? A - Emergency Communications and
Dynamic Eco-Routing (light Evacuation (EVAC)

vehicle, transit, freight) Connection Protection (T-CONNECT)

Eco-ICM Decision Support System by hamic Transit Operations (T-DISP)
Dynamic Ridesharing (D-RIDE)

Road Weather Freight-Specific Dynamic Travel Planning

Motorist Advisories and Warnings and Performance

(MAW) Drayage Optimization

Enhanced MDSS .

Vehicle Data Translator (VDT) Smart Roadside
Wireless Inspection

Weather Response Traffic
Information (WxTINFO) Smart Truck Parking

Connected Vehicle Pilot Deployment Program, V. Fessmann, US DOT ITS JPO

12/6/2017
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https://www.its.dot.gov/pilots/pdf/CV_PilotWebinar5_Devices_QPL.pdf

US DOT ITS JPO - Connected Vehicle Pilot Deployment Program
https://www.its.dot.gov/pilots/

Q United States Department of Transportation About DOT | Briefing Room | Our Activities

About OST-R | Press Room | Programs | OST-R Publications | Library | Contact Us

OFFICE OF THE ASSISTANT SECRETARY FOR RESEARCH AND TECHNOLOGY
Intelligent Transportation Systems

Joint Program Office customsea | | o |

About w Research w Communications w Technology Transfer w Resources w ContactUs w

0ST-R | ITS JPO Home | ITS Deployment

Connected Vehicles

Connected Venhicle Pilot Deployment Program

Vehicle-to-Infrastructure
Resources

Connected Vehicle Pilots

Connected Vehicle News and CV Pilots News & Events

Events

Connected Vehicle Deployment ) ) - - R, .
Assistance * The CV Pilot sites presented at the South by Southwest (SXSW) Conference CV Pilots Portal

on March 11, 2017 azom7
Connected Vehicle Applications

Connected Vehicle Pilots Home Page
* The CV Pilot sites presented atthe SAE Government Industry Meeting an Program Overview

January 26, 2017 ar20m17 * Pilot Sites
. . o NYCDOT pilot
* Connected Vehicle Pilot Deployment Program Phase 1 Lessons Learned o THEA pilu:tp
Deployment Resources Reportis now available si20m7 o WYDOT pilot

: * Deployment Resources
Smart City Challenge More news » o pl:chc—ctc—d Wehicle Deployment

Assistance
@ Connected Vehicle Applications
@ Sample Deployment Concepts
© Lessons Learned
Publications
Featured Links

Sample Deployment Concepts

Connected Vehicle Publications

NYCDOT Pilot THEA Pilot
Mew York City DOT Tampa-Hillzborough Wyoming DOT Pilot

12/6/2017


https://www.its.dot.gov/pilots/

Tampa-Hillsborough Expressway Authority (THEA) Pilot

https://www.its.dot.gov/pilots/pilots thea.htm
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Table 1. Tampa (THEA) Pilot Site Proposed CV Applications

n Category Tampa (THEA) - CV Application

1 W2l Safety End of Ramp Deceleration Warning (ERDW)

2 Pedestrian in Signalized Crosswalk Warning (PED-X)

3 Wrong Way Entry (WWE)

4 W2V Safety Emergency Electronic Brake Lights (EEBL)

L] Forward Collision Warning (FCW)

i} Intersection Movement Assist (IMA)

7 ehicle Turning Rightin Front of a Transit Vehicle (VTRFTY)
8 Mobility Mobile Accessible Pedestrian Signal System (PED-SIG)
9 Intelligent Traffic Signal System (-3I1G)

10 Transit Signal Priority (TSP)

1 Agency Data Probe-enabled Data Monitoring (PeDM)

Table 2. Tampa (THEA) Pilot Site Proposed CV Devices

Tampa (THEA) - Devices Estimated Number

Roadside Unit (RSU) at Intersection 40
Vehicle Equipped with On-Board Unit (OBU) 1,600
Pedestrian Equipped with App in Smartphone 500
HART Transit Bus Equipped with OBU 10
TECO Line Street Car Equipped with OBLU 10
Total Equipped Vehicles 1,620

Tampa-Hillsborough Expressway Authority (THEA) owns and operates the Selmon Reversible Express Lanes (REL),

which is a first-of-its-kind facility to address urban congestion. The REL morning commute endpoint intersection is on
major routes into and out of the downtown Tampa commercial business district. Drivers experience significant delay
during the morning peak hour resulting in, and often caused by, a correspondingly large number of rear-end crashes
and red light running collisions. Because the lanes are reversible, wrong way entry is possible.The THEA CV Pilot will
employ Dedicated Short Range Communication (DSRC) to enable transmissions among approximately 1,600 cars, 10

buses, 10 trolleys, 500 pedestrians with smartphone applications, and approximately 40 roadside units. 12/6/2017
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Wyoming (WY) DOT Connected Car Pilot

https://wydotcvp.wyoroad.info/

Wyoming is an important freight corridor that plays a critical
role in the movement of goods across the country and

L o Tyqming =Y o - between the United States, Canada, and Mexico. As shown in
""""""" the figure below, Interstate 80 (I-80) in southern Wyoming

~ which is above 6000 feet is a major corridor for east/west

freight movement and moves more than 32 million tons of
freight per year. During winter seasons when wind speeds
and wind gusts exceed 30 mph and 65 mph respectively,
crash rates on I-80 have been found to be 3 to 5 times as high
as summer crash rates. This resulted in 200 truck blowovers

within 4 years and often led to road closures.

Wyoming 1-80 Corridor - Connected Vehicle Map

! Source: Wyoming CV Pilot Deployment Team
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L

Table 1. WYDOT Pilot Site Proposed CV Applications Table 2. WYDOT Pilot Site Proposed CV Devices

ICFWYDOT - Devices Estimated Number
1D Category ICFWYDOT - CV Application
Roadside Unit (RSU) 75
L LS R e | WYDOT Fleet Subsystem On-Board Unit (OBU) 100
2 V2I12V Safety 12V Situational Awareness™ Integrated Commercial Truck Subsystem OBU 160
3 Work Zone Warnings (WZW)* Retrofit Vehicle Subsystem OBU 25
4 Spot Weather Impact Warning (SWIW)* Basic Vehicle Subsystem OBU 125
. . . Total Equipped Yehicles 400
5 V21 and V2V Safety Distress Motification (DMN)

WYDOT will develop systems that support the use of CV Technology along the 402 miles of 1-80 in Wyoming. As listed in
Table 2, approximately 75 roadside units (RSUs) that can receive and broadcast message using Dedicated Short Range
Communication (DSRC) will be deployed along various sections of 1-80. WYDOT will equip around 400 vehicles, a
combination of fleet vehicles and commercial trucks with on-board units (OBUs). Of the 400 vehicles, at least 150 would
be heavy trucks that are expected to be regular users of 1-80. In addition, of the 400 equipped-vehicles, 100 WYDOT
fleet vehicles, snowplows and highway patrol vehicles, will be equipped with OBUs and mobile weather sensors. units

along city streets 12/6/2017
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https://www.youtube.com/watch?v=FxsLA8OmGSk
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New York City (NYC) Connected Car

Flatbush Aveaue ! CENTRAL PARK

9% s

MANHATTAN

@ Indicates at least one
fatality (2009 - 2014)

s
%&
g,
Sth Aven "QQ ”oe/,s'
N2 ) Mav;hattan
Q.?‘ Bridge .
&< Broauam, | The NYCDOT leads the New York City
- BROOKLYN Pilot, which aims to improve the safety of
/ = v i travelers and pedestrians in the city
illary Street

through the deployment of V2V and V2|
connected vehicle technologies. This
objective directly aligns with the city’s
Vision Zero initiative. In 2014, NYC began
its Vision Zero program to reduce the
number of fatalities and injuries resulting
from traffic crashes.

Flatbush Avenue

Grand Nmy Plaza

The NYCDOT CV Pilot Deployment project area encompasses three distinct
areas in the boroughs of Manhattan and Brooklyn (see the figure below). The
first area includes a 4-mile segment of Franklin D. Roosevelt (FDR) Drive in
the Upper East Side and East Harlem neighborhoods of Manhattan. The
second area includes four one-way corridors in Manhattan. The third area
covers a 1.6-mile segment of Flatbush Avenue in Brooklyn. As shown in Table
2, approximately 5,800 cabs, 1,250 MTA buses, 400 commercial fleet delivery
trucks, and 500 City vehicles will be fit with CV technology. The deployment
will include approximately 310 signalized intersections for vehicle-to-
infrastructure (V2I) technology using DSRC technology.

Pilot - nttp://www.cvp.nyc/

1D Category NYCDOT - CV Application
1 V22V Safety Speed Compliance

2_ Curve Speed Compliance

3_ Speed Compliance/Work Zone

4_ Red Light Violation Warning

5_ Oversize Viehicle Compliance

6_ Emergency Communications and Evacuation Information
T W2V Safety Forward Crash Warning (FCW)

8_ Emergency Electronics Brake Lights (EEBL)

9_ Blind Spot Warning (BSW)

T Lane Change Warning/Assist (LCA)

T Intersection Movement Assist (IMA)

? Wehicle Turning Right in Front of Bus Warning

13 V2112V Pedestrian Pedestrian in Signalized Crosswalk

T Mobile Accessible Pedestrian Signal System (PED-3SIG)
15 Mobility Intelligent Traffic Signal System (I-SIGCVDATA)

NYCDOT - Devices

Roadside Unit (RSU) at Manhattan and Brooklyn Intersections and FOR Drive 353

Taxi Equipped with Aftermarket Safety Device (ASD)* 5,850

MTA Fleet Equipped with ASD* 1,250

UPS Truck Equipped with ASD* 400

NYCDOT Fleet Equipped with ASD* 250

DSMY Fleet Equipped with ASD* 250

Vulnerable Road User (Pedestrians/Bicyclists) Device 100

PED Detection System 10 +1 spare

Total Equipped Vehicles 8,000

12/6/2017
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http://www.cvp.nyc/

New York City (NYC) Connected Car Pilot - http://iwww.cvp.nyc/

= e ms NYC Connected Vehicle Project

— *§ SelectLanguage | ¥

N m orSafer Transportation

Home Project Scope CV Safety Apps Project Status Press Releases FAQs Contact Us

Connected Vehicle technology is coming to the streets of New York City! This technology
holds the potential to make our streets safer.and smarter.

12/6/2017
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https://www.youtube.com/watch?v=Bxu29Qbs-zI
http://www.cvp.nyc/

Applications by Connected Vehicle Test Bed

Work Zone Warnings Curve Speed Warning
Spot Weather Impact Warning Pedestrian in Signalized Crosswalk Warning (Transit)
Situational Awareness Red Light Violation Warning

Freight-Specific Dynamic Travel Planning

Reduced Speed/Work Zone Warning

Automatic Alerts for Emergency Responders

Blind Spot Warning (BSW) *

CV-enabled Weather-Responsive Variable Speed Limits

Emergency Electronic Brake Lights (EEBL) *

Road Weather Advisories for Trucks and Vehicles

Forward Crash Warning *

Truck Parking Availability for Freight Carriers

Intersection Movement Assist (IMA) *

Lane Change Assist (LCA) *

Curve Speed Warning

Stationary Vehicle Ahead (SVA) *

Pedestrian in Signalized Crosswalk Warning (Transit)

Vehicle Turning Right in Front of Bus Warning (Transit)

Emergency Electronic Brake Lights (EEBL)

Advanced Traveler Information System

Forward Collision Warning (FCW)

Emergency Communications and Evacuation (EVAC)

Intersection Movement Assist (IMA)

Freight-Specific Dynamic Travel Planning and Performance
Measurement (F-ATIS)

Vehicle Turning Right in Front of Bus Warning (Transit)

Intelligent Traffic Signal System (I-SIG)

Intelligent Traffic Signal System (I-SIG)

Mobile Accessible Pedestrian Signal System (PED-SIG)

Mobile Accessible Pedestrian Signal System (PED-SIG)

Eco-Speed Harmonization

Transit Signal Priority (TSP)

Probe-enabled Traffic Monitoring

**Deployment of applications is dependent upon Final

COI?OPS and funding @ U.S. Department of Transportation 10

12/6/2017
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Federal Highway Administration Awards Nearly $54 Million in AdvancedTransportation and

Congestion Management Technologies Grants — Oct 2017 (1 of 2)

State

AZ

CA

FL

ID

Ml

OH

Project Name

Loop 101 Mobility Project

Global Opportunities at the Port of

Oakland Freight Intelligent

Transportation System

Connecting the East Orlando

Communities

SMART Arterial Management

Improving Safety and Connectivity

in Four Detroit Neighborhoods

Connecting Cleveland Project

Recipient/Project Description

Arizona DOT. The funding will be used to improve safety and existing arterial capacity in the Loop
101 corridor by deploying technology and systems to support ICM, public transportation,
SMARTDriveSM and other connected traffic management and other real-time information
technologies.

Alameda County Transportation Commission. The GoPort Freight ITS project will deploy the
nation's first integration of Freight Community System and advanced ITS technology that will
include a new port-specific TMC, traffic sensors, advanced traveler information, traffic messaging,
trucking information for mobile apps, rail grade warning and terminal queue information.

Florida DOT. The FDOT, MetroPlan Orlando and the University of Central Florida (UCF) will
utilize the grant to advance numerous ITS technologies as part of PedSafe, GreenWay,
SmartCommunity and SunStore.

Ada County Highway District. The funding will be used to replace traffic signal controllers and
detection systems at 82 intersections to implement new traffic signal performance measures.

City of Detroit. The funds will be used to increase mobility for residents in four target
neighborhoods with high-traffic corridors.

Greater Cleveland Regional Transit Authority. The CCP will improve communications
infrastructure, enhance rider and passenger safety and reduce rider travel time. It will also enhance
the overall efficiency of the transportation system while contributing to community revitalization.

12/6/2017
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https://www.fhwa.dot.gov/pressroom/fhwa1717.cfm

Federal Highway Administration Awards Nearly $54 Million in AdvancedTransportation and
Congestion Management Technologies Grants — Oct 2017 (2 of 2)

State Project Name Recipient/Project Description

County of Greenville. The deployment of an integrated system of Automated
Greenville Automated (A- 'Taxi-Shuttles (A-Taxis) on public roads will be the first in the nation—

SC Taxi) Shuttles Improving access to transportation for disadvantaged and mobility impaired
residents.
Texas DOT. The Texas Connected Freight Corridors project will deploy
T The Texas Connected connected vehicle technologies in over 1,000 trucks and agency fleet vehicles
Freight Corridors Project |that will be able to transmit data and receive warnings from 12 CV
applications.

Virginia Port Authority. The project involves the design, implementation and
deployment of a second-generation truck reservation system that builds on the
successes of the Port of NY/NJ reservation system for access to container

Truck Reservation System
VA |and Automated Work
Flow Data Model

terminals.

City of Seattle DOT. The MICMA project will leverage and enhance
Multimodal Integrated Intelligent Transportation System (ITS) and Mobility-as-a-Service (MaaS)
Corridor Mobility for All | platforms to create a multimodal operations environment that responds to all

users.

12/6/2017
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EU C-ITS Resources

EU Consortium Active ITS Road Projects (EU) SCOOP@F (France) ?;3&5
e C-ITS Cooperative, Connected and Automated Mobility

 EU Open In-Vehicle Platform Aidlon®

« EU ITS Road Corridor Initiatives - Amsterdam Group 1 E

» Connected Vehicles and Roads - Project Scoop@F L GERMANY

« Cooperative ITS Deployment Coordination Support E o et ;c "

3
Orriys, A" Y

* Project Scoop@F- EU ITS Corridors
« C-ITS Applications — SCOOP@F

EU Consortium Foundation Projects (EU)
« Secure Vehicle Communication (Se\VeCom)
 Car-To-Car Consortium (Car2Car)

O =mm Sites involved in SCOOP@F - Part 1
Corridor Project )

e |TS-Europe(Ertico) © Rotterdam - EranckfuriM, - Vienna

At DvANnyramA . o . C -tests of simil. ii
+ EU C2C Pilot Program e Ereancouniis B
e CVIS - Cooperative Vehicles Infrastructure Systems

International Workshop connected and automated driving, 17&18 November 2014 Tokyo 17
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https://ec.europa.eu/transport/themes/its/c-its_en
https://ec.europa.eu/transport/themes/its/road/action_plan/open_in-vehicle_platform_en
https://amsterdamgroup.mett.nl/Corridor+initiatives/default.aspx
http://www.scoop.developpement-durable.gouv.fr/en/project-r2.html
http://www.codecs-project.eu/index.php?id=38
https://amsterdamgroup.mett.nl/downloads/handlerdownloadfiles.ashx?idnv=486699
https://amsterdamgroup.mett.nl/downloads/handlerdownloadfiles.ashx?idnv=833179
http://www.sevecom.org/
http://www.car-2-car.org/index.php?id=6
http://www.ertico.com/
https://www.car-2-car.org/index.php?id=6
http://www.cvisproject.org/

EU Cooperative Intelligent Transporation Systems — Standards 2014

Application Layer
ETSITS 102 638 ETSI TS 101 539-1
Basic Set of applications (BSA) Road Hazardd Signaling (RHS)

Management Layer

ETSIEN 302 665 V1.1.1
Comm. Architecture

ETSITS 102 965
ETSITCITS Registration list

ETSI I CEN/'SOI

Facilities Layer Security Layer
ST v:o: 637':& ETSI EN 302 894-1 ETSI TS 102 867
Dripe e Security mapping for IEEE
AR Facility Layer Structure Ky marping f

Networking and Transport Layer

'ETSIEN 302 636-1/2/3
GeoNet Reguirements
and scenarios

ETSI EN 302 931
Definition of GeoAdres

ETSIEN 302 636:4-1
GeoNetworking Media
Indegendent

'ETSIEN 302 895 ETSIEN 302 637-2
Basic Local Dynamic map 150 TS 17419 [TS-AID Decentralized Enviromental
({LDM) (Vehicle orriented) (Application 10} Notification Message (DENM) ETSI ES 202 910
Identity management and
protection in ITS

ETSITS 102 941
Identity, trust, and privacy
(and update)

ETSI EN 302 636-5-1

Basic Transport protocols

ETSI T5 102 942
Access control, secure and
privacy preserving services

ETSIEN 202 663
Profile standard on
European on ITS G5

Radiocommunications
equipment operating in

Mitlsaﬂon (echnlﬁues to
avoide interference CEN

ETSI TS 102 724
ITS G5 channel
configuration

ETS1 TS 103 097

IEEE 802.11 » Security header and
wer Layer specifications certificate formats for ITS.
{ensuring ITS in 5.9 GHz) G5

. Il To be Il Lead '
To Contribute reviewed Contribute

Tabe [_Clarlﬁcallon No contribution Monitor change
checked +  ofuse

[1] Standards for C-ITS (2014) — http://its-standards.info/Standards_for C-ITS.pdf
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http://its-standards.info/Standards_for_C-ITS.pd

_Car-to-X (C2X) communication patterns

Vehicular networking is what we adopted as the most general classifier, referring to the field of computer
communications and networking as applied to vehicles. Vehicular networking thus encompasses both in-car and
inter-vehicle communication aspects as well as their fusion.

Inter-vehicle communication (IVC) restricts this to exclude wired communication as well as any network
(wired or wireless) within vehicles. It thus refers to a system where vehicles are participants in a wireless
network. Other participants such as roadside units (RSUs) can explicitly be part of this network.

Vehicular ad-hoc network (VANET) has its origins in the discipline of mobile ad-hoc networks
(MANETS), casting VANETs as a novel application domain. Being the basis for what we call IVC today, the term
is still somewhat synonymous with IVC, but focuses on spontaneously created ad-hoc networks, much less on
pre-deployed infrastructure like using RSUs or cellular networks.

Intelligent transportation system (ITS) describes the overall goal of being able make better use of
transportation networks, for which road networks are one of many such networks and IVC is one means among
many. Lately, other modes of transportation have faded into the background and ITS has become synonymous with
intelligent road networks.

Vehicle to vehicle (V2V) as well as vehicle to infrastructure (V21) andvehicle to X (V2X) all refer to the end
points of communication, indicating whether information is being exchanged with other vehicles, with
infrastructure (also called vehicle-to-roadside), or with arbitrary nodes — independently of the technology being
used. car for vehicle (forming C2C, C2I, and C2X) to refer to the same concepts.

18
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Car-to-X (C2X) communication patterns and Use Cases

o
2

SATELLITE
COMMUNICATIONS

(@)

- =

TERRESTRIAL
BROADCAST
Intermodal ‘-D/}}

MOBILE Communications

() \ ///.

-

W\ o Al ‘ | Navigation
“r M e,
- g \ ' |
P : ... to infrastructure Ly Passenge Travel
’ Safety Systems

" Information

Assistance
: W\ -

Adaptive Trip
Cruise Control Planning
u®

R

Toll Collection

©ETSI 2008 Fleet Management

Illustration: ETSI

Vehicular Networking



Taxonomy of Use Cases

Contextual H OIptima‘l Co‘ng_es| tio‘n, i Traffic Lliht Electronic

_ _ 12/6/2017 20
1). F. Dressler, C. Sommer, Vehicular Networking




Taxonomy of Use Cases

Many messages Few messages
High data rate Small packet size
Low latency demands High latency demands
Low reliability demands High reliability demands

1). F. Dressler, C. Sommer, Vehicular Networking

12/6/2017
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US DOT Model — Future of Transportation

Fully Connected Vehicle

sl S — 1
T - \ . ? —

Vehicle Data
latitude, longitude, time, heading
angle, speed, lateral acceleration,

longitudinal acceleration, yaw rate,

throttle position, brake status,
steering angle, headlight status,
wiper status, external temperature,
turn signal status, vehicle length,
vehicle width, vehicle mass,
bumper height

Vehicle Based Data and Availability, B. Cronin, US DOT ITS JPO, 2012

https://www.its.dot.gov/itspac/october2012/PDF/data availability.pdf 12/6/2017 22



https://www.youtube.com/watch?v=Q8Cn47L8FRQ
https://www.its.dot.gov/itspac/october2012/PDF/data_availability.pdf

Future of Privacy Forum Infographics - Data and the Connected Car https:/fpf.org
DATAHEIIIUEH

WIRELESS CONNECTIVITY

B Cellutan \
B NOM.CELLULAR 7 - = L < ¥y
§ RAsEOm /- \

wa o
1 05 A0 ~
¥ SURILPRSS -~ i

§ SHONT RN CE RaleD \
£ SHONT R CE Rafes

-
48 OMIC TOLL CADN NOMTORNG vmcumcmmnw. G5 LW
ctﬁ?hmsvs L G RNV J i

TYPES OF DATA

VEHICLE DRIVER

& SAFETY driver phyykcal
fanctioning chayuactaristics

of vahicle, &f how a person
neluding drives » wehich:
maingenance 1o, specd, sent
sbirtus, reilod go, Balt use,

and eperations brukieg habits mw«\ «x‘_ﬁm
ctecth, Wi or

Today's connected technologies are making transportation safer and more convnient. Many new features are enabled by the collection and processing of data. Cars are becoming part of

a trusted mobile ecosystem that ensures data flows between a network of carmakers, vendors and others to support individuals' safety, logistics, infotainment, and security needs. This

visual represents devices that may be employed in today's connected cars; no single vehicle will have all of these features, but most new vehicles have some. Much connected car data is 12/6/2017 23
protected by technical controls, laws, self-regulatory commitments, privacy policies, and other emerging mechanisms or controls.


https://fpf.org/

Basics of Dedicated Short Range Radio (DSRC)

https://www.its.dot.gov/presentations/world congress?2016/Leonard DSRC Spectrum?2016.pdf

CH174
service
10 MHz

CH176
service
10 MHz

CH182
service
10 MHz

CH184
service
10 MHz

service
10 MHz

Source: FCC Report and Order FCC 03-32:

» Packet-based medium based on |IEEE 802.11 specifications
for lower-layer definition

» Additional network layer definitions and a cryptographic
process for establishing trust and protecting confidentiality
given in IEEE 1609 family

= Payload definitions and performance requirements for
common data units established in SAE standards

» General IP transport available with certain priority

requirements and packet size limitations

DSRC Use Case - Truck Platooning

https:/Iwww.youtube.com/watch?v=YBTLOGNwqgKs 12/6/2017
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https://www.its.dot.gov/presentations/world_congress2016/Leonard_DSRC_Spectrum2016.pdf
https://www.youtube.com/watch?v=YBTL0GNwqKs

DSRC Operations Model

« Dedicated Short Range

Communications (DSRC) technology DSRC Components
has been chosen to support both
Public Safety and Private operations iy

»  DSRC fact sheet: il

» Based on [EEE 802.11p

* Range up to 1000m

» Data rates from 6-27 Mbps

* 7 licensed channels in 5.9GHz

Open-road
* Low latency ~50ms readeriantsnna
*  Security using public key A
infrastructure (PKI)

* | ong term stability (technology
evolution is controlled by FCC
and standards)

Postured for IPv6 at roll-out

12/6/2017



IEEE Standards Association Publications (WAVE) —

v

https://standards.ieee.org/develop/wqg/1609 WG.html

IEEE P802.11p, Amendment to STANDARD FOR Information technology—Telecommunications and
Information exchange between systems—LAN/MAN Specific Requirements—Part 11: Wireless LAN Medium
Access Control (MAC) and Physical Layer (PHY) specifications: Wireless Access in Vehicular Environments
(WAVE).

IEEE Std 1609.0-2013 — IEEE Trial-Use Standard for Wireless Access in Vehicular Environments (WAVE) -
Architecture <

IEEE Std 1609.2-2016™ IEEE Standard for Wireless Access in Vehicular Environments (WAVE)—Security
Services for Applications and Management Messages.

IEEE Sid 1609.3-2010™ IEEE Trial-Use Standard for Wireless Access in Vehicular Environments
(WAVE)—Networking Services. s

IEEE Std 1609.4-2011™  IEEE Trial-Use Standard for Wireless Access in Vehicular Environments
(WAVE)—Multi-Channel Operation.

IEEE Std 1609.11-2011™  IEEE Draft Standard for Wireless Access in Vehicular Environments (WAVE)—
Over-the-Air Data Exchange Protocol for Intelligent Transportation Systems (ITS) - Electronic Payment
Service

IEEE Std 1609.12-2016™, IEEE Draft Standard for Wireless Access in Vehicular Environments (WAVE)—
Identifier Allocation

12/6/2017
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http://www.techstreet.com/cgi-bin/pdf/preview/2546797/previews/IEEE_802_11p-2020_pre.pdf
https://standards.ieee.org/findstds/standard/1609.0-2013.html
https://standards.ieee.org/findstds/standard/1609.2-2013.html
https://standards.ieee.org/findstds/standard/1609.3-2010.html
http://www.techstreet.com/standards/ieee/1609_4_2010?product_id=1777879
http://www.techstreet.com/standards/ieee/1609_11_2010?product_id=1777740
https://standards.ieee.org/findstds/standard/1609.12-2016.html
https://standards.ieee.org/develop/wg/1609_WG.html

Wireless Access in Vehicular Environments (WAVE) Services

WAVE system is a radio communications system intended to provide seamless, interoperable
services to transportation. These services include those recognized by the U.S. National
Intelligent Transportation Systems (ITS) Architecture a and many others contemplated by the
automotive and transportation infrastructure industries. These services include vehicle-to-
roadside communication, vehicle-to-vehicle communications, and potentially communication
among other devices. Networking Services provides services to WAVE devices and systems.
Layers 3 and 4 of the open system interconnect (OSI) model and the Internet Protocol (IP), User
Datagram Protocol (UDP), and Transmission Control Protocol (TCP)elements of the Internet
model are represented. Management and data services within WAVE devices are provided.

The term dedicated short range communications (DSRC) is sometimes used in the U. S. to refer
to radio spectrum or technologies associated with WAVE. For example, U. S. Federal
Communications Commission (FCC) documents allocate spectrum to “mobile service for use by
DSRC systems operating in the Intelligent Transportation System (ITS) radio service,” and the
Society of Automotive Engineers (SAE) has specified messages in SAE J2735 “for use by
applications intended to utilize the 5.9 GHz dedicated short range communications for wireless
access in vehicular environments.”

12/6/2017
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WAVE Protocol stack showing DSRC layers and details of WAVE Security Services

DSRC Protocol Stack with Standards

Basic Safety Message (SAE J2735) Non-Safety
‘i‘ Minimum Performance Requirements (SAE J2945) Applications
=
£8
I
]
Y ° TCP/UDP
9 u DSRC WSMP with safety subnet
2 (IEEE1609.3-2010)
|Pvb
DSRC WAVE DSRC Multi-Channel (IEEE 1609.4-2010)
Architecture Guide
(IEEE 1609.0-2013) DSRC PHYSC + MAC (IEEE 802.11p-2010)

WAVE

Security Services

A

Layer Security

WAWVE Higher

WAVE Internal

Services

Security Services
A

| Certificate Revocation List

Peer-to-Peer Cerlificats |

Station Security Management
E ntity

Secure Data Service

(CRL) Verification Entity Distribution Entity
Management
Plane Data Plane
A A

- UDP/TCP
é 2 WSMP
% 53 P8
82
L3 LLC
L WAVE MAC
o (including channel
S qEJ coordination)
g8
g & PHY
42

[1] IEEE Vehicular Technology Society, "IEEE1609.0 (WAVE Architecture),” IEEE Std
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Basic Safety Messages (BSM)

Fundamentals

» Connected V2V safety applications are built around the

SAE J2735 BSM, which has two parts
= BSM Part 1:

= Contains the core data elements (vehicle size, position, speed, heading
acceleration, brake system status)

= Transmitted approximately 10x per second
- BSM Part 2:

» Added to part 1 depending upon events (e.g., ABS activated)

= Contains a variable set of data elements drawn from many optional

data elements (availability by vehicle model varies)

« Transmitted less frequently
= No on-vehicle BSM storage of BSM data

Test Bed Data Systems

= Example: Safety Pilot (26 RSEs and <3000 vehicles):
SPaT Data (6 sites): 28,821,437 messages per day
MAP Data (6 sites): 2,510,384 messages per day

8]

O

8]

Q

Q

TIM (3 sites): 227,766 messages per day

BSM (26 sites): 16,740,785 messages per day

Total data per month: 18.4 TB

<

BSMs are one of the primary building
blocks for V2V communications. They
provide situational awareness
information to individual vehicles
regarding traffic and safety. BSMs are
broadcast ten times per second by a
vehicle to all neighboring vehicles and
are designed to warn the drivers of those
vehicles of crash imminent situations.

Basic Vehicle State

(Veh. ID, Seq. #, time,
position, motion, control, veh. size)

Part | is mandatory in the Basic Safety message

Vehicle Safety Extension

* Event Flags

+ Path History

* Path Prediction

* RTCM Corrections

Required for V-V safety applications,
but not in every message

12/6/2017
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Vehicle Broadcast of a Basic Safety Message

Basic connectivity options between vehicles and RSUs. BSMs are one of the primary
building blocks for V2V communications. They provide situational awareness information
to individual vehicles regarding traffic and safety items including imminent crash
avoidance applications. These messages are broadcast to all OBE within range but may
also be received by RSUs. BSMs originate only from vehicles. Messages that will be
broadcast from an RSU to vehicle OBE in support of safety are not classified as BSM by
SAE J2735 but include RSA, TIM, SPAT, MAP, EVA, or other message types; “RSA” is used
on the figure to represent all safety messages originating from RSUs.

Using V2V communications for imminent crash avoidance applications requires frequent
transmission of BSMs—nominally, 10 times per second. These messages contain
unencrypted information regarding the device’s position, speed, and further values as
defined in SAE J2735. These messages are broadcast and can be received by all OBE
and RSUs within range. Although the body of the messages is unencrypted, the sender
signs each message and the receiver verifies whether the signature is valid, In order to
verify the authenticity and integrity of the message. This requires an SCMS, which, in this
case, is realized by a public key infrastructure to provide necessary signing credentials.

“Privacy Issues for Consideration by USDOT Based on Review of Preliminary Technical Framework,” FHWA-JPO-15-236

https:/Iwww.regulations.gov/document?D=NHTSA-2016-0126-0003

Bagic Safety Meszaoe
MMANDATORY (Part 1)
MlzgCount
Temporary L3

DiSecond
PositionLocal 3L
Lautuds

Longiuds

Elevanon
PosiippalAccuracy
TransmissionAndSpeed
Heading
SteeringWheelAngle
AcceleratlonSetdWay

BrakeSvistemStatas
YVohicle&ize

OPFTIONAL (Pan 11D
VehiclebaletyExtension

Paendonyvin Cerdafieate

Pseudonyin Certilicate ID (linkawe valug)

Psendonyin Cerfificate public Key reconsimiction
vialus
Paendonyin Certilicate validity persod
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https://www.regulations.gov/document?D=NHTSA-2016-0126-0003

SAE J2945/1 — On-board Minimum Performance Requirements for
V2V Safety Systems - BSM Part 1 Data

« Time (UTC time)

« Message Count (random starting time)

« Temporary ID (randomized every 5 min)

« Position Data Elements (Latitude, Longitude, Elevation)

+ Positional Accuracy (Semi Major Axis, Semi Minor Axis, Semi Major Axis
Orientation)

« Transmission State

« Speed

+ Heading

« Steering Wheel Angle

+ Acceleration (Longitudinal, Lateral, Vertical, Yaw Rate)

« Brake System Status (for each wheel [traction, abs, scs, brakeBoost, and
auxBrakes ])

« Vehicle Size (Width, Length)

[1] J. Misener, SAE Connected Vehicle Standards, CES 2016, Jan 2016 12/6/2017 31



Private Vehicles Receiving BSMs from DSRC and non-DSRC Sources

Wireless Service Providers
Metwork Operations Center

Cellular & l /
other (non- I 5'

- DSRC) Tower

ity

Vehide —/

Positioning
GPS

Information Service

Provider
Data Aggregator {Public or Private)
{Public or Private) ) 3

Cellular & other =g
(non-DSRC) Radio

BSM (1 & 2)
Messages

/ Other - i ]
Messages g m‘
On-Board [e.z. Probe ¥
Diagnostics

Certificate Management

Entity
RSE Developer | \
- ) Traveler
In-vehicle Information
display Systems

Traffic
g Management
Systems

Winter S
Mairltenan{:ek
Operations

e U.5. Department of Transportation

lcy Patch

Vehicle Based Data and Availability, B. Cronin, US DOT ITS JPO, 2012

https://www.its.dot.gov/itspac/october2012/PDF/data availability.pdf 12/6/2017
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A New Era of Connected Car Capabilities

,ﬁ \,M‘»Q_m‘. »

B Alert! 5 ' o Genesee Avenue
Accident S e 7 EXIT 1 MILE

Exit Genesee

Heavy stop and go traffic Ave in 1 mile

ahead. Would you like me to & for ‘
drive? e dlo ‘ Car behind
; : changing lanes

The variety of connected vehicle applications can be handled by a variety of over
the air technologies, depending on application requirements

Tech Day VI



ITS Security and Privacy — Data You Can Trust

——

@ || Phone-Data Connection -

Al 5 | Comect to the Acura Server
/

Note — SCSM Design emphasizes ‘Authenticity’ (trust the sender) and ‘availability’ is not highlighted in the VPKI specification

l ' Acuralink/Messages:
—— ' 3 | .
e = ey A \‘ €

12/6/2017
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Smart vehicle are unsecure robots

. CabinNoise  Cabin  Entertainment
Security system = AutoDimming  Suppression Emvironment  System
\\) Provides and verifies V2V security certificates to ensure trust between vehicles Mirror
Kk \GPS, DSRC
antennae

In-vehicle components

| Dedicated Short Range GPS receiver
Communications

” « Provides vehicle position Dri hicl
(DSRC) radio : and time to DSRC radio ri::;.;:c:: e
Receives and transmits ! « Provides timekeeping . Generates waming |
| data through antennae signal for applications issued to driver

1

N z'l;‘,‘. I‘i

-~ Memory Safety application 1
Stores security certificates, [g_,| electronic control unit | |
| applicationdata,and % Runs safety applications |
/ other information

Vehicle's internal
communications network

Existing network that |
interconnects components

Crash Avoi Metrics F ip and GAO.

» Modern cars include:
— more than 80 ECUs

— many logically interacting subsystems

b ...sensors, actuators, and their intelligent interconnection

** A. Bicchi, L. Pallottino, et al, “Misbehavior Detection in Large Networks of Heterogeneous Vehicles”, CAMP Workshop

on Misbehavior Detection - https://stash.camplic.org/projects/SCMS/repos/mbd-workshop/browse/Day%202%20-
%203%20-%20V2X%20Talk%20Fagiolini.pptx

12/6/2017


https://stash.campllc.org/projects/SCMS/repos/mbd-workshop/browse/Day 2 - 3 - V2X Talk Fagiolini.pptx

Representative VC projects, consortia, and working groups related to V-PKI

Froject information

Project name

External Funding

Period Brief description of objectives

Car ko Car Communication Consortiume [ Dngaing fui . L . . .

[C20-C0) Deuelnpme!'ut of a Eurnp-.ean.lndugtrg standard for WC ccfmrnunl-.:at.lnn syskems, active E:afetg appllc:atlnns prototyping and
demaonstrations, harmonization of Y2 standards worldwide, realistic deployment strategies and business models; heepodfwewcar-
Z-car.orgf

ETSITCITS Origaing [ Standardization activities to support the development and implementation of intelligent transportation systems;
http:iportaletsiorgfPortal_Commonthome.asp

EWITA 2003-2010 European Union Secure and truskworthy intravehicular communication; architec-ture For automotive onboard networks Lo thwart tampering and
protect sensitive data inside a wehicle; httpofevita-project.ongl

IEEE F1ED3 Cingoing fui Standard for wireless access in vehicular environments [WAYE] — Resource manager, physical and mediom aceess contral,
security services, networking services, multichannel operations for W2y and W2l communication;
hitkpetfww. standards.its.dot.gowifact_shest.azp?f= 20

SEVECOM 20062004 European Union Security architecture for wehicular communication systems; identity management, security and privacy-enhancing mechanizms
and protogols; in-car protection; data consistency; system per- Formance evaluation; demaonstration; htipofwwe segecom.com

IntelliDrive [Previously Wil consortium - | 2006-2003 Department of Initiative of the ITS Joint Programs Office [(JPO)] at the DoT?s Research and Innowative Technology Administration [RITA]VE

WIC] Transportation LS2 technologies and applications, W2y, Wal, mability, and policy research; hitpotwwwinkellidriveusaong!

CAMPIWSC-2 2005-2004 Oepartment of Cooperative Intersection Collision Avaidance System — Yiolations [CICAS-Y); Emergency Electronic Brake Lights [EEBL);

Transportation 58 ‘Wehicle Safety Communications — Applications [WEC-4)

Frecioza 2005-2010 European Union
Frivacy Enabled Capability In CO-operative systems and Safety Applications [FRECIOSA] is to demonstrated that co-
operative systems can comply with future privacy regulations by demonstrating that an esample application can be endowed with
technologies for suitable privacy protection of location related daka - hikpa e transport-researchinfolproject/privacy-enabled
capability-co-operative-systems-and-zafety-applications

Ouerses 2010-2012 European Union
Open Wehicular Secure Platform - @ overall goal of OWERSEE i= to contribute to the efficiency and safety of road transport by
deweloping the OYERSEE platform, which will provide a secure, standardized and generic communication and application
platfarm for wehicles - hitps: M overses-project.comf

DOrive-C 2011-2014 European Union The objective of the DRIVE C2¥ Integrated Project is to carry out comprehensive assessment of cooperative systems through
Field Operational Tests in warious places in Europe in order to verify their benefits and to pave the way For mark.et
implementation.

Freseme 2011-2015 European Union The goal of PRESERYE [FPreparing Secure YWehicle-to-# Communication Systems] is to bring secure and privacy protected
W2k communication cloger to reality by providing and field testing a security and privacy subsystemn for W2k system -
https: www.preserde-project.euf

Connected Car Safety Filok 2011-2014 Department of The objective of the SPRMDO was bo support the ey aluation of dedicated short-r ange communication technology for W2 safety

Transportation 52

applizations, which operate at 5.9 GHz in a real-

world, concentrated environment. The main focus was to collect data to support
[1] the Functional ewvaluation of W2V safety applications,

[2] the assessment of the operational aspects of messages that support vehicle
b -infrastructure [W2I) safety applications and

[3] comprehension of the aperational and implementation characteristics of a
prototype security operating concept

1). P Papadimitratos, et al , “Vehicular communication systems:

Enabling Technologies, Applications, IEEE Communications Magazine, Nov 2009

12/6/2017
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Recent EU ITS Security and Privacy Related Projects

=) | s Guta ©
- PRECI_SA viio .} oversee
SEVECGEM —
: In-Vehicle Secure Autom.
Secure IVC ITS Privacy Gt T
SeVeCom Privacy On-Board Open Platform
Baseline Enforcing Security for Vehicle
Architecture Runtime Architecture Apps
Architecture
Hooking ITS Privacy FPGA HW Secure Access
Architecture Guidelines Prototype to Comm.
Channel
Prototype Prototype Demonstration Platform
Implementation  Implementation Prototype Implementation

1) P. Papadimitratos, PRESERVE Overview, WC3 Meeting, Jan 2011 - https://www.w3.org/wiki/images/1/11/PRESERVE-Overview-.pdf] 2/6/2017 37



https://www.w3.org/wiki/images/1/11/PRESERVE-Overview-.pdf

PRESERVE (Preparing Secure Vehicle-to-X Communication Systems)

PRESERVE Objectives

Integrated V2X security architecture and implementation
based on SeVeCom, EVITA, and PRECIOSA results

Meet performance and cost requirements of current FOTs
and future products, esp. build security ASIC

Provide “ready-to-use” V2X security subsystem

Solve open deployment and technical issues hindering
standardization and product development

1) P. Papadimitratos, PRESERVE Overview, WC3 Meeting, Jan 2011 - https://www.w3.org/wiki/images/1/11/PRESERVE-Overview-.pdf
12/6/2017
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PRESERVE Vehicle Security Subsystems (EU)

In-Vehicle PRESERVE Vehicle Security Subsystem
Policy Decision Security Support | HW Layer
Mod
Ll Sensors el
Comm. Control =T
Module S
ECUs - Integrity
Enrt‘:‘ty:l:th. Module
. odule -
Head Unit Security Event |
Processor
Crypto.
o D

-

[ Applications

.

V2X Comm. Stack

Management and
Facilities Layer ](-

-

Configuration

.

Pseudonym

Manag. Legend
Module X = Y X useservice of Y

Secure
Communication [ ] Sevecom Mod.

Module B EviTaModule

ID & Trust
Management [ ) PRECIOSAMod.

Module External SW/HW

-

Network Layer

\,

i

Convergence Layer

CL Internal API

MAC Layer ](-

-

CL External API

Communication Layer Security Services

1) Security Architecture PRESERVE Project - https://www.preserve-project.eu/sites/preserve-project.eu/files/preserve-ws-02-security-architecture.pdf
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Secure Automotive Networking — V-PKI Hits the Highway

http://securityfeeds.com/vpki.html

Vehicular Public Key Infrastructure (V-PKI) Secure Communications for the US DOT (
Program

« VPEKT Hits the Hi

Professional), T. Weil
US Department of Transportation (US DOT)

Connected Vehicle (CV) 2017-Pilot Deployment Program (3 Venues)

« US DOT Connected Vehicles Pilot Deployment (2016-2018)
+ Wew York City (NYC) Connected Car Pilot

« Wyvoming (WY) Connected Car Pilot

« Tampa-Hillsborough Expresswav Aunthority (THEA) Pilot
« US DOT CV Pilot Applications

« IS DOT CV Pilot Publications

Connected Vehicle (CV) 2017-Pilot SCMS Requirements Specifications (V-PKI)

« Secure Credential Management System RFP (2014)

+ Secure Credential Management System (SCMS) POC Requirements for US DOT
« SCMS POC EFE Requirements and Specifications Supporting SCMS Software Releaze 1.1

National Highway Transportation Safety Administration (NHTSA)

« VIV communications: Readiness of V2V technology for application, Harding, J..Booz Allen, et al. (2014, .
NH'I'SA.. Us DOT Nntl.ce ofPrnpusﬂl Rulema.lunw ‘Federal Moru-r Vehicle Safety Standard (FMVES), Nl

Jan 12, 2017
« Regulations.Gov — Industry Response to the FMVSS NPRM
« NHTSA Office of Crash Avoidance: TechPubs

IEEE
SOCIETY

EERS el ek L

E—
= _ COMMUNICATIONS
 —

E_g Denver Chapter
U

Crash Avoidance Metrics Partners (CAMP)

Connected Vehicle (CV) 2017-Secure Credential Management System (VPKI)-CAMP

echnical Design of the Security Credential Mana
» SCMS Wiki-CV Pilot Documentation
» SCMS Tssue Tracking (CAMP Jira Portal)
« SCMS Mishehavior Detection Workshop

« Misbehavior Detection in Large Networks of Heterogeneous Vehicles

ent System (2014).W. Whyte, A. Weimerskirch et al

Connected Vehicle (CV) 2017-Secure Credential Management System Implementation (CAMP Wiki)

« SCMS CV Pilots Documentation (2017)

« SCMS CV Pilots-Requirements and Use Cases

« SCMS POC Supporied V2X Applications and PSIDs
« SCMS OBE Bootstrapping (Manual)-Requirements
» SCMS Backend Management — Use Case Example

« SCMS Certificate Tvpes

» SCMS Pseudonymouns Certificates-Projected by Year

« SCMS Cryptographic Test Vectors
ITERIS-US DOT ITS National Architecture (ARC-IT)

« US DOT National ITS Architecture

= Catalog of Services (CVRIA)
» VIV Basic Safety
» Security and SCMS PKT Credential Management

EU-Security Architecture for Vehicular Communications

» SeVeCom Security Architecture

» Communications Access for Land Mobiles(CATM)
« PRESERVE Security architecture (V. Bissmever)

« PRESERVE-Secure V2X Communications (Frank Kargl)
Anonymity and Privacy

» Privacy Impact Assessment SA NPEM on V2V Communications
« Privacy Technical Analvsis Report
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The real challenges of VC data sharing are policy and cultural issues

O

g

PROCZED WITH NO
CAUTION || PARKING
SLOW | |SPEED

LIMIT

CHILOREN 1 o raseiary |

AL CO e 2
BEVIRALES
A PRPLY Ans

FONIBITED

’ c_%\

PARKING

ONLY

lL.U!J‘iJ
t AR e M
g T80 carcz

NOTICE

MANAGIMENT
NOT RESPONS 8L E
FOR THEFT OR
SAWACE 7O
YENCLES O
TEZIR CONTEXTS

EXIT

ENTRANCE EXIT

NOTICE

NO

TRESPASSING
LOITERING
SOLICITING

ON THIS
PROPERTYY

PRIVATE
ROAD

EMPLOYEE
ENTRANCE

ONLY

CAUTION
DRIVE
SLOWLY

NO
THRU
TRAFFIC

42



The Roads Must Roll = Robert Heinlein
GM Futurama — Connected Car (1956)

1o [UUNDING

SCIENCE-FICTION

THE ROADS
MUST ROLL

DY ROBERY HEINLEIN
JUNE « ID1O
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https://www.youtube.com/watch?v=Rx6keHpeYak
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